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Advertisement (0:10)
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The Cloud
means different things 
to different people



How many see the cloud
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But we’re all using it already
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What we mean by cloud



What defines the Cloud?
▪ Elastic  

Scale up and down quickly and easily to meet demand.  
▪ Metered 

So you only pay for what you use (pay-as-you-go). 
▪ Self service  

All the resources you need with self-service access. 
▪ Automatic  

Everything can be accessed through API’s and Scripts. 
▪ Global  

High availability and low-latency.



Shared responsibility

Gartner



Your responsibility (and know-how) 
is shared internally
▪ Many different teams will drive cloud deployments  

Often business-driven  
▪ IT will not be in control of all cloud deployments 

Can security deliver at the right speed? 

▪ Big difference between security in DC’s and in the Cloud 
But cloud native is not a panacea   

▪ There is a big knowledge gap 
Can you close it?



Simple 
Traditional Data Center 

On-Premises infra and 
applications deployed by 
highly trained teams.  
Tight control over security 
and standards.
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Complex 
Cloud Data Centers 

Cloud applications and infra 
deployed by multiple teams, 
not under IT control. High 
likelihood of inconsistency 
and misconfiguration.



Security Challenges in the Cloud

Shared responsibility 

Minimal native visibility 

Ever-changing workloads 

Multi & Hybrid Cloud 
Architecture 

Real time prevention

Misconfiguration 

Credentials exploit 

Insider threat 

Compliance and 
regulations

Malware 

Zero-day threats 

Account takeover 

Next-gen attacks

General issues Inside threats Outside threats
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TecByte Industries
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Thank you


