Cloud Security

An Introduction
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The Cloud

means different things
to different people



How many see the cloud
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MY REPORT COMES To THE
CoNCLusioN THAT CLoud TECHNolLoGY
1S oF No USE To THIS COMPANY.
I'LL upPLoAD IT To DRoOP RBoX So
You CAN TAKE A LoOK AT IT.

© D Fetcher for CoudTweaks.com
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But we're all using it already
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P What types of corporate information do you store in the cloud?

27%

~ Contracts,
invoices, orders

Fina=ncial Intellectual
ropert
corporate data property

Health
information

Employee data

Cloud-Security-Report 2018
Worldwide

Not sure/other 24%
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} What services & workloads is your organization deploying in the cloud?

48%
WORKLOADS

Productivity applications 46%

(email. collaboration, instant messaging. etc.)

Computing

(servers, containers, etc.)

Storage
(object storage. archive, backup., etc.)

Business applications anti-virus, etc.)
(CRM, marketing automation,
ERP, Bl, project management, etc.)

EA . Security
| WJ /0 s (Identity management. access control,
h y data protection, threat detection,

o usage & resource monitoring.

Database (relational, NoSQL, caching, etc.) 37% | Virtualization 37% | Developer/Testing Applications 37% | Networking (virtual private cloud. DNS, etc.) 34% |
IT Operations Applications (administration, backup, provisioning monitoring, etc.) 31% | Operating System 29% | Middleware 17% | Runtime 10% | Not sure/other 22%

Cloud-Security-Report 2018 Worldwide
AVANTEC
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What we mean by cloud
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What defines the Cloud?

Elastic
Scale up and down quickly and easily to meet demand.

Metered
So you only pay for what you use (pay-as-you-go).

Self service
All the resources you need with self-service access.

Automatic
Everything can be accessed through API's and Scripts.

Global
High availability and low-latency.
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Shared responsibility
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Q.

“Through 2020, 95% of cloud security

fallures WI|| be the customer’s fault.”

Gartner

Edge locations
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Your responsibility (and know-how)
Is shared internally

= Many different teams will drive cloud deployments
Often business-driven

= IT will not be in control of all cloud deployments
Can security deliver at the right speed?

= Big difference between security in DC’'s and in the Cloud
But cloud native is not a panacea

= There is a big knowledge gap
Can you close it?
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Simple
Traditional Data Center

On-Premises infra and
applications deployed by
highly trained teams.
Tight control over security
and standards.
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Complex

Cloud Data Centers

Cloud applications and infra
deployed by multiple teams,
not under IT control. High
likelihood of inconsistency
and misconfiguration.

AVANTEC

Competence. Security. Trust.



Security Challenges in the Cloud

General issues

Shared responsibility
Minimal native visibility
Ever-changing workloads

Multi & Hybrid Cloud
Architecture

Real time prevention

Inside threats

Misconfiguration
Credentials exploit
Insider threat

Compliance and
regulations

Outside threats

Malware
Zero-day threats
Account takeover
Next-gen attacks
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Dec 14, 2018 Facebook
could face billion dollar fine
for data breaches

Jan, 4 2019 Hackers Leak
Details of German Lawmakers,
Except Those on Far Right '

Feb 20, 2018 Tesla Hackers

FORTUNE Hijacked Public Cloud Account

to Mine Cryptocurrency

WSJ Oct 18, 2018 Apple ‘Deeply
Apologetic’ Over Account Hacks in

China

Dec 3, 2018 Quora breach
engadgel jeaks data on over 100 million
users

Sept 11, 2018 How Hackers

1 El E m Slipped By British Airways’

Defenses

- Jan 4, 2019 Marriott says fewer
l]'"oADAY customers were affected by massive data
breach than originally feared

Records
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Jan 19, 2017 Attackers start wiping

COMPUTERWORLD  data from CouchDB and Hadoop

databases

Jul 12 2017 Cloud Security Failure:
Millions of Wrestling Fans'
Personal Data Exposed

60,000 unsecured DOD files on AWS
server

N

‘ Jun 12017 Booz Allen Hamilton leaves

Dec 19, 2017 120 Million American

Forbes Households Exposed In 'Massive'

ConsumerView Database Leak

Feb 16 2017 The Era of Data-Jacking is
Here. Are You Ready?

Jul 12 2017 Misconfigured Amazon

Storage Exposes 14 Million Verizon
threat Customer Records

A

Apr 32018 37M Panera Bread customer records

found to be exposed to all and sundry in the
cloud

siliconANGLE

Jul 17 2017 Dow Jones customer data
exposed in cloud error
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TecByte Industries

INDUSTRIES
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TecByte Industries
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Thank you
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