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Where are we, so far?

s |

———————

(Workloﬂ
—)

\Y

Container‘l
Visibilit;Z

o —— e

Cont.
Compliance

-

Identity

AVANTETC

Competence. Security. Trust.



Does your org need to manually configure security
policies for Applications in the Cloud?

73% \ 20% \ 7%
Security Pros
60% No 23% Not sure 18%

Security Pros Security Pros
All All All

Respondents Respondents Respondents

2018 Report: State of Securing Cloud Workloads
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Lambda Function Destination = Number of

VPC Flow Log “Elastic Network Interface Destination IP Port Packets . .
version — is talking to »a known malicious destination Log Status
T 1 ) ' I \ T / Timeframe (in seconds) T

2 270870580655 eni-6d25£f24c 172.31.100.49 178.137.87.242 80 57379 6 15 1843 1496697675 1496697715 ACCEPT OK

! | L\ 1

AWS Account Source |P Source Port IP Protocol Bytes SG or NACL
action

Lambda function is
sending outbound traffic

over port 80 to a
malicious IP address
178.137.87.242
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How shall we handle all of this?
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The Enterprise Journey to CQoud
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raifs scaffold...
herokv deploy...
fly Little buddy...

~cfoud native app

Daniel Stori {turnoff.us}
Thanks to Michael Tharrington
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How will we handle all of this?

That’s where the strength of the
Cloud Native approach lies.

Look at the “Control Plane” of the
cloud.
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How will we handle all of this?
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L8 Dozens of high-profile Box accounts found

ANNIVERSARY

J N March 12,2019

leaking sensitive data March 5, 2019
Robert Abel Docker API vulnerability allows hackers to
mine Monero
(D) () ()
@vlet

Exposed Docker hosts can be exploited for cryptojacking attacks

Charlie Osborne 3/5/2019
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How will we handle all of this?

CONTINUOUS

- Assets - Continually assess - Add Scanning
- Applications the state of your - Add threat
- Network assets, applications intelligence

and infrastructure
- Security Posture
- Enforce best-
practices and
automatically
correct against
security standards

AVANTEC
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Developers

Cl/CD Pipeline

Security shifting “Left”
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Competence. Security. Trust.



But are you prepared?

Can you secure “at cloud speed”?

Can you integrate with code?

AVANTEC
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Continuous Compliance

= Continuous Security*

* Oversimplification for the sake of the presentation AVANTEC
Competence. Security. Trust.
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Visibility
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Automatic discovery
(Assets are tagged)

Compliance
Against standards

Auto-remediation
Desired state-management

Enforcement
(automatic enforcement)
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On all platforms
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Enable declarative
Security

Automate policies through
Scripting language

Work with
The developers

DevSecOps
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Leverage strength of
Cloud-native

Understand your organisations
Security posture

Work continuously and
Automatically on security
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Remember that...

“Through 2020, 95% of cloud security

failures will be the custo* ¢ \ult.”

Gartner
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Thanks for your time
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