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YOUR TAKE HOME MESSAGES

1. Company staff provides valuable signals to fight cyber crime
2. There is a way to prevent spear-phishing and zero-hour cyber attacks

3. xorlab helps you minimize your risk of breach and save costs

CYBER ATTACKS CAUSE FINANCIAL DAMAGES

usD .5-1M UsD 13M USD 870M
Friction* Average* Merck, NotPetya ransomware*
( (]
Damages ‘ ‘
CHF 5-7M*

Meier Tobler, 2019 ransomware

CHF 6M*
Stadler, 2020, ransomware

* Sources: xorlab, Accenture, Wired, computerworld.ch, Tagesanzeiger
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ATTACKS BECOME MORE DYNAMIC AND MORE TARGETED

n hold awaiting your further action.

5 3 d L ith hoid ti furthe tion. . . .
R e B e I

senders, or manage message individually.

Beview all Releaseall Block all

Further information: L] 1 phlshlng campalgn

Receiver:

SMTP Sender: ...outbound.protection.outlook.com

Different from address

Link: https://safelinksO1.web.app/st604f... .
Different SMTP sender

SUBJECT: [ SR have S held me:
rRoM: LN o

m = Different phishing links

5 messages, addressed to you are currently an hold awaiting your further action
You can release all the held messages and permit or biock future emails from th
sanders, or manage message individually.

Reviewoll Releaseall Blockall

Further information:

Receiver.

SMTP Sender : ...outbound-mail.sendgrid.net

Link: http://protection.wealthwizards.uk.com/...

ATTACKS BECOME MORE DYNAMIC AND MORE TARGETED

LI N L] ~ [ @ Moveto..

® Post CH AG - Info Sendungsstatus <notifications@post.ch>
Sendung von Kanton - zugestedt
R i i

Meine Sendungen 01.04.2020

+ Targets to Swiss users

IHRE SENDUNG * Poses as trusted sender

IST UNTERWEGS

+ Leverages Covid-19 context

* Leverages authority

Guten Tag

Die folgende Sendung stellen wir voraus-
sichtlich am 03.04.2020 zu.

Unten finden Sie das Abholformular und die

Quittung fiir Ihr Paket, die wir aufgrup@
CoViD-19-Vorsichtsm@Bnahmen nicht
¥nnntan

Sie méchten den Empfang der Sendung steuern? Bestimmen
Sie wann, we und wie Ihre Sendung zugestellt wird.

Freundliche Griisse
Ihre Post
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LIVE DEMO

oo ActiveGuard 2

(& C @ demo.activeguard.cloud, v 3 5 av® O® | 8 :

orab sesrro

New reality: expect to be Patient Zero!

agbare Optionen

XORLAB ADVANTAGE: PROACTIVE AND CONTEXT-AWARE

xorlab ActiveGuard Office 365 Classic Email
Email Defense Platform Security Gateways

Mass-phishing and commodity v </ v
malware Protected Protected Protected

Spear-phishing ‘/ X X
Protected Vulnerable Vulnerable

Zero-hour phishing and v X X
malware Protected Vulnerable Vulnerable

Evasion resistant sandbox \/ X X

Yes No No

xorlab minimizes your risk of becoming Patient Zero
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YYTYYYYYTYTYTYTTITTTITITITIITIIITIITIIIITINTIINO
A AHOWICAN WERROTEC THOE AGAINS TR E UNKNOVAA A A A AN AN

DETECT UNKNOWN ATTACKS BY UNDERSTANDING LOCAL Hi“
CONTEXT i

Sender is a known business partner Sender impersonates trusted party

Sender is unknown

Link domain appears in previous communication Contained macro uses dangerous functions
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WHO WE WORK WITH

¢

Logistics, CH
40’000+ employees

Julius Bar

Bank, CH
5’000+ employees

netcetero

Software, CH

¢

Retail, CH
30000+ employees

¢

Bank, DE
5'000+ employees

¢

Bank, CH

¢

Healthcare, CH
10'000+ employees

¢

Bank, CH
2'000+ employees

g climeworks

Cleantech, CH

c

Bank, CH
6’000+ employees

c

Software, DE
2'000+ employees

AVANTEC

Competence. Security. Trust.

500+ employees 100+ employees 100+ employees

Anonymized

XORLAB USE CASES

Outbound Data Loss

Inbound Email Defense Email Incident Response

Protection
» Phishing detection » Sensitive data * Automated analysis of user
* Anti-malware protection & * Labeled content Indidle: ez
evasion-resistant sandbox *  User feedback

* Fraud & impersonation management
+ Extortion + Incident response
workflows

* Spam

Email Breach Simulation
— xorlab@avantec.ch
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YOUR TAKE HOME MESSAGES

1. Company staff provides valuable signals to fight cyber crime
2. There is a way to prevent spear-phishing and zero-hour cyber attacks

3. xorlab helps you minimize your risk of breach and save costs

Redefining email security
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THE XORLAB ADVANTAGE
+ Proactive — Detect attacks at first sight Reduced risk
+ Accurate — Very low false positive rate No disruption

Low operation

+ Context aware — Risk based, dynamic decisions
costs

xorlab minimizes your risk of becoming Patient Zero

AVANTEC
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