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Weil Sicherheit alles ändert.
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Agenda.

 Begrüssung / Kennenlernen

 Privileged Access Workstation (PAW)
 Herausforderungen / Anforderungen
 Lösungsansatz

 Privilege Management
 Herausforderungen / Anforderungen
 Lösungsansatz

 Fragen
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Privileged Access Management (PAM).

Privileged Access
Workstation

Privilege
Management

Privileged Access Management (PAM).

Privileged Access
Workstation

Privilege
Management
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Privileged Access Workstation (PAW).

Daily Workstation Jumpoint Domain Controller

Sichere 
Arbeitsstation

KontentrennungAufgabentrennung

Pass-the-Hash Pass-the-Ticket Phishing

RDP RDP

Email

Web

RDP

Standard PAW - Herausforderungen.

Daily Workstation Jumpoint Domain Controller

Keylogger
(Password Eingabe)

2FA

RDP fähige 
Schadsoftware

Kein 
Sessionrecording

Lückenlose
Nachvollziehbarkeit

Forced Session 
Termination

RDP RDP

x
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BeyondTrust Password Safe. How it Works?

BeyondTrust Password Safe

Admin
Daily Workstation

Jumpoint
(PAW)

Session
Management

Secret
Management Ressourcen

BeyondTrust Password Safe – Anforderungen.

PAW Station Session Management Secret Management

• Session Approval

• Sicherere 
Arbeitsstation
• Schutz vor dem 

Internet
• Schutz vor 

Phishing
• Schutz vor 

Manipulation
• Kontentrennung
• Aufgabentrennung

• Password & SSH Key 
Safe

• Credential Injection• Just-In-Time Access• Zone Based Access• Nachvollziehbarkeit• Session Recording• Auto Credential 
Rotation

• Shell Command 
Control

• Auto Credential 
Onboarding

• Auto System 
Onboarding
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BeyondTrust Password Safe – Lösung.

Daily Workstation Password Safe Domain Controller

Jumpoint
(PAW)

Session 
Management

Secret 
Management

Protected / 
Hardened Station

Approval

Password & SSH
Key Safe

Phishing 
Protection

Session Recording

Credential 
Injection / Rotation

Kontentrennung

Just-In-Time 
Access

Aufgabentrennung

Jumpoint

Demo.
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Privileged Access Management (PAM).

Privileged Access
Workstation

Privilege
Management

Privileged Access Management (PAM).
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Herausforderung: Schwachstelle.

Internet Explorer CVE‘s

100%

Default User Rights

2019Schwachstellen | CVE‘s

Herausforderung: Erhöhte Berechtigungen.

Bob‘s Client

Mallory Angriff Service Desk
Pass-the-

Hash Angriff

Local Admin Hash
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Herausforderung: Usability vs. Security.

Schutz

Beweglichkeit / 
Benutzerfreundlichkeit

Schutz

Beweglichkeit / 
Benutzerfreundlichkeit

Beweglichkeit / 
Benutzerfreundlichkeit

Schutz

Privilege Management for Unix & Linux

Protect privileged accounts, prevent and contain breaches, and achieve 
compliance on Unix & Linux systems.

Manage Rights

Elevate Applications, not 
Users

Enterprise Auditing & 
Reporting

• Analyze Use Behavior
• Track and Control Apps

• Auditing

Privilege Management

Application Whitelisting

Modern Application Whitelisting 
with Trusted Owner Principle
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Application Whitelisting

Modern Application Whitelisting 
with Trusted Owner Principle

Application Whitelisting

Application Whitelisting

with Trusted owner

+
 Application Informations
 Product Name
 Product Version
 ...

 Path
 Source URL
 ...

60% – 80% Softwareverteilung (SCCM)

90% – 95% Softwareverteilung + Privilege Management Templates

5% - 10% Company Policy

Privilege Management for Unix & Linux

Protect privileged accounts, prevent and contain breaches, and achieve 
compliance on Unix & Linux systems.

Manage Rights

Elevate Applications, not 
Users

Enterprise Autditing & 
Reporting

• Analyze Use Behavior
• Track and Control Apps

• Auditing

Privilege Management

Application Whitelisting

Modern Application Whitelisting 
with Trusted Owner Principle
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Same UserAdd local admin access tokenAdd privileges

User User with local admin tokenCommand: Whoami /user /groups /priv

User info 

User group info 
(User Token)

Privileges Information

Application Elevating with Access Token.

Privilege Management for Unix & Linux

Protect privileged accounts, prevent and contain breaches, and achieve 
compliance on Unix & Linux systems.

Privilege Management for Windows & Mac  
Desktops

Manage Rights

Elevate Applications, not 
Users

Enterprise Autditing & 
Reporting

• Analyze Use Behavior
• Track and Control Apps

• Auditing

Application Whitelisting

Modern Application Whitelisting 
with Trusted Owner Principle
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Demo.

Fragen.


