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Ivanti High Level Overview

UEM

« Discovery / Inventory

« Client Management

* Modern management

* Remote assistance

* User Personalization

* User Performance

« Enterprise Mobility Management

«  Zero touch provisioning

« App and data access management
*  Mobile Threat Defense

Zero Trust

Security

Patch Management
Application Control
Privilege Management
Device Control

Endpoint Threat Protection
Zero Trust Access Control
Secure Remote Access

loT Security

VPN / NAC

ESM

Service Management

Asset Management

Software License Management
Multi-Channel - Voice, Chat,
Chatbots, MS Teams, App, SMS
Automation

CMDB
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Ivanti Product Strategy 1

Active and Passive Discovery for Cloud,
Data Center, Endpoints and loT Devices

&b DISCOVER

Client Management, Modern Management, Enterprise
Mobility Management, Conditional Access

Zero Trust Network Access, Remote Access Control,
SECURE loT Security, Mobile Threat Protection, Patch, App
Control, and Privilege Management

Service Management, Asset Management, Line of
ah SERVICE Business Management, and Experience
Management

ivanti

NEURONS

AVANTEC

Competence. Security. Trust.



Remote Access Webinar
18. & 23. Februar 2021

Ivanti Neurons

Hyper-Automation Platform to Self-Heal, Self-Secure, and Self-Service from Cloud to Edge

Self-Heal

Autonomous Edge: Ivanti Neurons for
Discovery, Optimize and Heal Endpoints,
loT Edge Devices, and Applications for
Performance, and Configuration drifts

Self-Secure

Adaptive Security: Ivanti Neurons for Patch,
Compliance, and Auto-Remediation to prevent
security vulnerabilities and anomalies

Self-Service

Ambient Service: Ivanti Neurons for preventing,
and remediating Service disruptions to provide
Contextual, personalized, anticipatory experience for
employees, consumers, and customers

Flexible Deployment

Cloud, On-prem, private cloud, and on the Edge

Self - servic®

Pulse Vision: Hyper-Converged Zero Trust Access
Key Aspects M |

User Trust S
4. End-to-end Automation @ Application Access
& Orchestration
Device ® @ Data Access
Trust

1. Hyper_ Infrastructure o0 2. Zero Trust
Convergence of - i Model:
various Access Applications ® . [ = @ Infrastructure/ authenticate

elements & & Data Trust Network Access and authorize
systems for every access

Infrastructure ®

@ Cloud Access
Trust

Session Trust (@) 5. Visibility & UEBA @® Mobile Access

3. Continuously apply the other other two methods to reduce attack surface
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Secure Access Portfolio - |

i

Pulse Zero Trust Access (ZTA)

Software Defined Perimeter for
Multi-Cloud Application Access

Pulse Connect Secure (VPN)
Remote Access, Cloud Secure,
Endpoint Compliance

Pulse Virtual Application
Delivery Controller (vADC)

Proprietary & Confidential Service Director, Traffic Manager, Web
Application Firewall

Pulse Policy Secure (NAC)
Profiler for Visibility
loT, Security

PCS Overview. VPN is not dead

Feature Highlights

Built for serving as many users as possible
Runs physical, virtual or cloud appliances
Heavily scalable

Adaptive authentication

Biometric authentication

Clientless access

Group policy

Strong authentication

Host posture checking

Unified client

Conditional access

MDM integration using Mobilelron

Single sign-on (SSO)

Centralized management

3rd party integrations

Proprietary & Confidential

|
e

= MacOS Big Sur and Apple Silicon support
= Password-less authentication with Yubikey U2F

= Optimize Static IP allocation
* Reduces tunnel setup rate

= Security enhancements include
« Choosing 'TLS1.2' with strong ciphers as default option
« Support secure and HTTP-Only device cookie
« Block admin access from internet

= Log enhancements to include reason for blocking

= Secure and Scalable VDI Access Solution with reduced IT costs
= client-less and browser-based offering built on using HTML5

= Fully integrated with Pulse VPN

= Replaces legacy open-source Guacamole offerings

= 3X Performance improvement over existing VDI access solutions
= Available as an add-on feature SKU
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As-a-Service Platform - Azure

Best-of-breed ZTA Solution for Customer Journey to SASE
al

3. Deployment Flexibility

SaaS, xSP, Hosted, Customer Deployment
Multi-Cloud/Hybrid IT Models 31 Party Integrations framework & open APIs

4.Visibility & UEBA @

Unified Analytics framework

Proprietary & Confidential

1. Hyper-Converged Approach
one Platform & one Client

McAfee, Symantec, Bitglass

McAfee, CipherCloud, Bitglass

Mobilelron, Ivanti

Management

Symantec, CrowdStrike, Bitdefender
SD-WAN

5. Road to SASE

Joint Solutions

Aryaka, Silver Peak

Zero Trust Secure Access Critical in Hybrid Digital Era 31

e__- N APPS
APPS
e s @
Remote & Branch offices : Apps/lnfrastructure/Data
h L 0l — have been becoming more
accessing Applications = p
=+ distributed than ever

across Clouds =

e s

= B 2 [@

APPS APPS

Al/ML based Threats have
becoming increasingly
sophisticated

R,

Users have become more .
mobile driven by Social, -

Mobile, and Digital. [_51
An average user has around

o 3-5 devices, a mix of APPS

( ] Corporate and BYOD @

¥
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Pulse is seeking To Leverage IT Convergence =zl

Eliminate “Inside-Outside” distinction Avoid fragmented Policy islands across
Detect Breaches in real-time Hybrid & Multi-Vendor environments
Hollow-out of DMZ, Get Visibility . . N

) Easier Consumption, faster provisioning
Compliance & Governance across Clouds

Employeas, Guests, Contractors, Admins

. ) P "
) {93“' & el 2 -
. =L -
/ L= . ¥

Islands o
Access

: Control
BYOD/Corporate Devices

Data Center / i i )
Neftwork and Yol Devices Private Cloud 2 =
End-user Multi-Cloud Power-user Network or [6T Device ~ 7 patamase SQLServer

Application Access Infrastructure Access Access S —_-

Secure Access Reality in Customer Networks

,’-N\ Pl
Pl
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Product introduced in Q3/2020

= Microservices-based,
multi-tenant platform
deployed globally in Azure

= Continuos Compliance

= Separation of control and
data plane

= Dark cloud for ZTA Controller
and ZTA Gateways

= Multi Tunnel Capable Client

= Protected access to ZTA
Controller; admin and

PZTA Architecture / based on SDP concept

The PZTA can be used using the same Pulse Client as used for classical PCS architectures

ZTA Controller

Control Plane

ZTA

=1

= Headless ZTA Gateways
available for private, public
cloud and datacenters

= Multi-mode and multi-tunnel
ZTA Client

= Policy engine for continuous
authentication, granular
enforcement and end to end
analytics

= Platform architected to allow
for migration of other
Pulse access services and

enroliment Clients o
Gateway
Copyright © 2020 Ivanti. All rights reserved.
PZTA Data Flow
al
.
L ]
Enrolment, mTLS with Tenant Secure Access
SAML/SS L a @ . .
o

Mobile
Access

Cloud
Accessg

Network

ulti-tenancy for MSSP / CSP Offering
(@) Identity
. L]
o Risk &

o PZTA SaaS Service
(®) Analytics

@] fe) Unified

Access

App Access PZTA gw3

PCS
S VPN

Proprietary & Confidential
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PZPCSGW
SaaS Apps

Private Cloud
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Some thought about ZTNA vs VPN a1

There is no “vs” but co-existance PZTA gives more security
In a hybrid environment there will be a continuing (((O))) The term “dark cloud” explaines it well: Before you
need for L3 VPN access for smaller groups of users get authorized by the PTZA controller there is no

visibility on applications or other resources

"Multi-Tunel capabilities: Mutliple tunnels using the
same software on the endpoint

Not every customer is ready Investment protection
% Using Pulse you can access applications or Pulse offers both solutions and possible migration
datacenter resources using the same endpoint client paths. Your investment will be protected
Copyright © 2020 Ivanti. All rights reserved.
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