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1. Was versteht man unter ZTNA?

2. Vorteile ZTNA mit Zscaler Private Access (ZPA)?

3. Wie funktioniert ZPA?

4. Use Cases
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Zero Trust Network Access (ZTNA)

Gartner defines zero trust network access (ZTNA) as products and 
services that create an identity- and context-based, logical-access 
boundary encompassing a user and an application or set of 
applications. The applications are hidden from discovery, and access 
is restricted via a trust broker to a collection of named entities. The 
broker verifies the identity, context and policy adherence of the 
specified participants before allowing access, and minimizes lateral 
movement elsewhere in the network. ZTNA removes excessive 
implicit trust that often accompanies other forms of application access.
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ZTNA with Zscaler Private Access:

- Anytime access from any device for all users

- Identity-based access to apps, not the network

- Ensuring apps are never exposed to Internet

- Access across hybrid and multi-cloud environments

- Visibility into all apps in your environment

- Adaptive access based on identity and posture

Know your device 
posture

Enable users to access 
apps quickly & w/o 

exposing apps

User identity to 
determine users
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How Zscaler Private Access works
Policy-based access to your private apps

Multi-Cloud: Public / Private

Remote 
User

How it works….

Authorized user attempts to 
access an internal TCP/UDP 
app. 
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The ZPA service edge 
enforces policy and sends 
dispatch to connector 
group
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App connector closest to user 
client responds then sends 
inside-out TLS 1.2 tunnel to 
service edge

4

App Connectors

User authenticates with 
IDP (first time only)

1

ZPA Private 
Service Edge 

On-premises 
Users

ZPA Public 
Service Edges 

1

2
Optimal ZPA service edge 
stitches together two 
inside-out TLS micro-
tunnels between app and 
user
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ZERO-TRUST  
EXCHANGE

4
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Zscaler Client 
Connector

ZPA Components

ZTNA Broker:
ZPA Service Edge (ZEN) – hosts policy 
engine and brokers connections

End User Device:
Zscaler Client Connector – runs on 
endpoint, forwards traffic to Zscaler Cloud 
for both ZIA and ZPA – deployed on 13M+ 
devices

Application:
ZPA App Connector – front ends app in 
customer environment, connects to apps 
via DNS and discovers new apps

Data Center

IdP: Identity Provider
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Remote access without VPN

Zero trust for on-premises users

Direct access to internal apps in public cloud

Use Cases

Accelerate IT during M&A and divestitures

No need to backhaul remote employee or 3rd party traffic to an inbound gateway

User to app level segmentation without network segmentation

Secure access to apps without having to backhaul to a datacenter first

Secure, internet-based connections reduce need to consolidate networks

ZERO-TRUST  
EXCHANGE

Data Center

Private 
Service 
Edge

Public Cloud

Remote users On-prem users

Reduce Costs

Eliminates the 
attack surface

Eliminates VPN 
infrastructure

Improve Productivity

Access private apps like 
SaaS apps – no backhaul

Business Value

Reduce Risk

A modern, more secure approach to accessing private apps

Helping people work safely and securely

Helping the business transform and grow to remain 
competitive
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ZTNA - Remote Access Architecture Redefined

Remote VPN to access cloud 
and data center apps

Poor user experience
Infrastructure intensive

Often not suitable for SaaS applications 

Remote employees
or Third-party

DC

Global LB
DDoS
Ext. FW/IPS

RAS (VPN)
Internal FW

Internal LB

Site-to-site 
VPN

Access to app wherever they are, 
with no network access or exposure

DC

Remote employees or
Third-party

PRIVATE 
CLOUD

Fast, Direct Access
Eliminates the Attack Surface

ZERO TRUST  
EXCHANGE

Proxy

Centralized 
Internet 

Breakout
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Thank You

Thanh Trieu
ttrieu@zscaler.com


