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Zero-trust access rules validate and Automatic correlation of detected
inspect device posture and ensure threat with endpoint device information;
compliance status before allowing Fast console pivot for faster

access to internal apps investigation and response
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Integration #1: Posture Driven Conditional Access

Business Critical Apps Non-Critical Apps

-

workdoy. gees o Device Posture-driven
: Conditional Access

Z-APP agent inspects the presence of
a running CrowdStrike sensor (i.e.
agent)

Access blocked for non-complaint,
unmanaged or rogue devices

CrowdStrike Zscaler
Sensor Agent
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Integration #2: Advanced Threat Prevention

Sandbox logs correlates to CrowdStrike
telemetry info

x

Threat Detection, correlated reporting and
response

Malware detected at the Zscaler cloud
edge is correlated with CrowdStrike
Sandbox .
CEELEER endpoint telemetry

Zscaler CrowdStrike Cross-platform visibility and reporting;
api bl policy-driven cross-platform actions

Correlate data
Trigger response
Comprehensive report

CrowdStrike ~ Zscaler
Sensor Agent
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Enhanced Visibility and Seamless Pivot

Insights Logs

Event Time ©  User = Policy Action

Wednasday, February 19, 2020 10:58:0. tsulivan@crowdstri Malware block: malicious 3zdde274e5e8e.. A
Custom; 2/18/2020 12:00:00 PM - 2/19/2020.
Wednesday, February 19, 2020 11:08:5.. tullivan@crowdstri... ock: malicious 32dde274e5e8c. . Ri
Wednesday, February 19, 2020 11:11:2 tsullivan@crowdstri.

Search  ACTMITYw  TIMELINEv  REPORTSv  SENSORSw  AUDITw  VULNERABILIIESw  CUSTOMALERTSw

Investigate Host

Host Name mpa Time Range
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[ Sandbox File Properties (Zscaler)
Hast Info

Sandbox Gategery Suspioos HostName - | Real Time Response - | MAC Local IP Product Type * | Version Manufacturer - | Model
Sandbox Score i N10CUE Lo Ho: X i . ~

File Type Windows Executable

File Size 2018

One click from ZIA to bring up CrowdStrike console]

L File Detected on 1 Endpoint (Crow N Detect History (last 7 days)
CrowdStrike Agent 1D TiGstname Internal IP OS Version File Status. Last Seen © Endpoint Status.
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Endpoint To Application Protection

Reduced
TCO

Simple to deploy and

manage cloud native

security services that
scale with demand
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Thank you

End-to-end
Protection

Y,

Comprehensive visibility
and remediation from the
device to the app

Quicker
Remediation
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Faster detection,
investigation and
response to threats
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