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Haben
Etwas, das man hat
Token, Smart Card
Sein
Etwas, das man ist
Fingerprint, Irisscan
Wissen
Etwas, das man weiss

PIN, Antwort auf Sicherheitsfrage, Muster

AVANTEC

Competence. Seeurity. Trust.
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High-Level Attack Vector Vectors Authentication Threat

Attacking the human element Social enginesring bie

Phishing,/Spear-phishing v

Business Email Compromise [BEC) %

Email spams ¥

Scams 7

‘Web and Browser based Drive-by downloads v

Cryptojacking x

Malicious scripts v

SQLinj x

x

Internet exposed x

Default/weak credentials ¥

Password reuse v

Exploitation of vulnerabilities -
and cryptographic flaws

Supply chain attacks Software manipulation &

Hardware manipulation x

DNS attacks DN hijacking/poisoning v

Privilege or user credentials Access foken manipulation v

misuse Sticky-keys 2

Account manipulation v

Fileless attacks s

Table 1 Asack Vectar Taxanom (saurce:

Malicious PoweiShell and XL scripts

NISA ot landscape 2018
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AVANTEC
Competence. Security. Trust
Safenet Trusted Access
viele unterschiedliche Token-Typen
einfaches Management dank hoher Automatisierung
OnPrem und als Cloud verfugbar
AVANTEC ist Thales Platinum Partner
AVANTEC hat notwendiges Know-how und Projekt-Erfahrung
AVANTEC

Competence. Security. Trust,

kostenglnstige Losung

einfaches Preismodell, Lizenzierung pro User, Token inbegriffen

grosse Token-Auswahl (Software oder Hardware)

Token Policies (Vorteil gegentber Konkurrenz)

kein Betrieb eigener Hardware nétig, Software Patching und Update Uberflissig
deutliche Erhdhung des Security Levels durch Verzicht auf statische Passworter
vielfaltige Anwendungen mittels RADIUS, SAML, Agents und API
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AVANTEC
Competence. Security. Trust.

unternehmensweit einheitlicher Schutz

Desktop, Remote Access, Mobile Devices
benutzerfreundliche Nutzung

anpassbar (Branding)

User Portal als zentrale Anlaufstelle

unterschiedliche Anforderungen fur verschiedene SAML Apps
schlusselfertig fur den sofortigen Einsatz

SAML Templates
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Windows Desktop Logon
Zugriff auf verschiedene interne Ressourcen
Remote Access
Zugriff auf externe Ressourcen
AVANTEC
Competence. Security. Trust.
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Security Assertion Markup Language urspringlich entwickelt fir Webservices
Client (Browser) wird automatisch umgeleitet

keine Infrastruktur Anpassungen notwendig

sicherer als RADIUS (SSL)

designed for Single Sign-on

AVANTEC
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Remote access
Pulse Secure PCS as SAML SP
https://portal.test.avantec.ch

AVANTEC
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SAML IdP

https://idp.safenetid.com

5. signed
[response] 2. Get using
2. redirect e Phe SAML Token lauth-request]
th- t 2
[auth-request] signed
A 7. supply [response]
resource resource
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AVANTEC
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1] Office 365 Google amazon @ box
G Suite Wwebsenices  GoToMeeting
+ Bring Your Own Apps
“zendesk - slack servicenow 33 Dropbox ' @
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Automatisierung durch Provisioning Rules basierend auf AD
Gruppenmitgliedschaft

User initiated Enroliment moglich

Directory Service Synchronisierung, nur notwendige Daten (per default kein Pwd)
(Userld, Vorname, Nachanme, Email-address, [optional mobile phone number])

Multi-Tier/Multi-Tenant
Szenarios (Context Base Authentication) pro SAML App mdglich

AYANTEC

Competence. Security. Trust.

When a user is added or moved
to @ new group. changes are
c g DAP Syr 3% ia the LDAP Sync agent
User Changes Bireclon Saver Lg.:F Sync ynched via the LDAP Sync agen
Frovisioning

it
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.’- E Rules

Groups /) ]
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5 z "
!E! Baosed on their group's policies
(Provisioning rules), user receives
self-enrollment and token acfivation
smails
SafeNet Trusted Access
Self Enrollment e @
User is cuthenticated
‘_-‘ e to resource by
SafeNet Trusted
Access
Q)
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Enterprise
Resources

THALES
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feNet Trusted Access sendsa
icafion cod ng email to the user
for Identity proofing

mobile device or desktop computer (pending policy)

ithenticates using the received code and is
oice fo install an guthenficatorona

NOTE: Inferactionin
local language!

The user attempts to access
a resource profected by
SafeNet Trusted Access

Once the aulhenticalor s enrolled the user approves
a Push Authenticalion request* and is granted access
to the enferprise resource [pending policy]

SafeNet Trusted Access intercepts the accessreguest and
evaluates applicable self-enrollment and access control
policies and determines the user must acquire MFA

NV
-]

Google SafeNet
G Suite Trusted
Access
1) OFice 365

- Achoice befween Push ond manual nput of OTR i given

THALES

Multi-tenant architecture
Complete segregation
Scales to thousands of companies
Unlimited numbers of users per company

Manage multiple organizations from one
centralized interface

Unlimited numbers of companies
Supports multiple domains

Secure

Only view one level down - you can see your own
virtual server as well as the virtual servers of the
accounts you create

Delegated management for lower tiers
Deliver enhanced service wrappers
Great for multi-region networks

Inherit capabilities to lower level
AuthNode, SMS and smtp gateways sharing
Branding

AYANTEC

Competence. Security. Trust.

Service Provider

Managed Subscriber A

Subscriber B

~
,ﬁ\ Virtual Service Provider
1y
“““ oeleged Subscriber C
~

,‘\\ Enterprise Service Provider
0
Region 1 (Sub)
Region 2 (Sub)

Region 3 (Sub)
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AVANTEC
Branding
Self Service Portal
Alerting
per Email
Reporting
Email, scheduled, pdf, html, csv
Logging
Windows Event Log, text file, external
Communication
smtp, https, |[dap (on-prem)
B

Main Security Concern: Robustness & Availability of Service
Multi-tenant, Multi-tier architecture with data separation
Scalable architecture ensuring high availability

OTP Seed protected on FIPS 140-2 certified HSM

LDAP Synch agent communication is encrypted with AES
Highly protected datacenters: Physical, Network, Monitoring
Data-at-rest & transport encryption

Periodic penetration tests (3™ party auditing)

ISO 27002:2013, 27799:2016, GDPR

Hosting provider has no access to data

well documented Data Processing Terms

AVANTEC
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Wir stellen héchste Anspriiche. Tun Sie es auch.
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