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Branches and Clouds

Moving to Zero-Trust Access for Workloads
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Zero Trust Beyond The User

@ End-to-end Control

Full visibility within Zscaler
Optimized Connectivity, Scalability & Failover

e Zero Trust for everything

Extend your user security to your workloads
Eliminate lateral threat movement and minimize attack surface

ZERO TRUST ¥
EXCHANGE

e Reduce the Cost & Complexity

it & i ion with the Zscaler ecosystem
Eliminate configuration complexity and ongoing administration

e Same Cyber threat and Data protection across all sites
Any Device Keep the branch lean and leverage services from cloud edge ( SASE)
Secure Access as a drop-in function

Any Device

AVANTEC

Competence. Security. Trust.
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Zscaler Z-Connector Summarized
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Key Use Cases

o Cloud Migration o loT/OT Connectivity

e M&A IT Integration
Optimization

Zero Trust Site-to-Site
Zero Trust for move-to-cloud Zero Trust for IoT/OT
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Adding Zero-trust to the WAN

HQ / Data Center

HQ / Data Center

Saas
Internet Internet laaS/PaaS

ZERO TRUST
EXCHANGE

Local breakout .
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SD-WANor Router SD-WANor Router

Z-Connector

Branch: Users and Server/loT
Security Cameras, Badge Readers, Remoe Printing

Enables Zero Trust access for non-user devices

Complex routable WAN network Eliminates lateral threat movement and attack surface

A full mesh of site-to-site tunnels with routable WAN network increases cost ‘/

No routable WAN required

Increased the Risk of Lateral Threat Movement Eliminates the need for maintaining overlay routing network

A A single infected workload can infect everything on the network

Reduces operational complexity and cost
Increases the Internet Attack Surface Eliminates the need for virtual DMZs and a mesh of site-to-site VPNS
A Every internet facing firewalls can be discovered and exploited
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Coming Up (short & long-term Roadmap

ZPA load-balancing (MTS) Safe Harbor

Forward-Looking Statements

Ul improvements (Statistics, Monitoring & Alerts)

This presentation has been prepared by Zscaler, inc. (‘Zsealer) for informational purposes only and not for any other purpose. Nothing contained
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As-a-Service

ZDX integration
Location performance monitoring
Performance-based path selection
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... and everything new in ZIA/ZPA

AVANTEC
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Branch Connector Roadmap

HW packaging
Two form factors
Zero touch provisioning
for HW

BC Features
Basic Stateful firewall
Local VLAN routing
DNS & DHCP service
Uplink load-balancing & FO
Bandwidth Control
UCaaS application handling
Device ID integration
Hyper-V support

API enhancements for integration with NAC providers

Integrated w/ AppConnector & private Service Edge
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