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Zscaler
Who are we.
Where we are headed.

Nathan Howe

GVP, Emerging Technology @ Zscaler

Delivers Customer Value Strong Public Company
Nasdag-100 Index: ZS

)
70% Costreducton SIEMENS >$1B Exceptional financials

Annual Recurring Revenue, Cash flow positive

(:Zscalef Improved business productivity .
>60% Exceptional growth

Transforming how data is 80%  Fester usar experience VSR )
accessed and secured.

Reduced business risk >70 Delighted customers

Net Promoter Score, Avg SaaS: 30
35X Fewer infected machines Kgy 9

Market Leader Across All Verticals — 7,000 enterprises of all sizes. 50% international business. 40% of Fortune 500.
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Zero Trust Architecture: Transforming how Data is Accessed and
Secured

Internet 1aas |

Saas Paas

Transform Security &) @ Transform Networking

Secure Communication

Entities communicate with each other
using business policies

Zero Trust Connectivity

Internet replaces private, routable networks.
Branch offices become like a Starbucks.

Zero Trust

Exchange

Internet
Secure Data at Rest End-to-End Digital Experience
Secure data in SaaS, laaS/Paas, Visibility from endpoint to app to identify and
data center and endpoints o resolve performance issues
000 ¢
[
I
a Zscaler for Users ﬁi Zscaler for IOT/OT
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Zero Trust Exchange
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Zero Trust Exchange

Managed by others Managed by you
B =
Data Center 'f: ‘F 'f
Saas Internet Factory laaS/Paas
App Connectors
A
Outside-in C i Inside-out C
Zero Trust Firewalls/VPN
v
D Minimize Attack Surface X Apps and irascure arc
Connection Initiated No inbound connections, Apps Invisible G e from the Intmat
. 1
sy ENforCo Policy
G EEEAED S BT S LTS . Prevent Lateral Movement X Connect to corporate network
Allow, Block, Caution, Isolate, Prioritize, Deceive Connect to apps, not networks for application access
Control Risk
Inspect Traffic (Malware, Data Loss) @ Prevent Compromise and Data Loss Passthrough Architecture
Adaptive Control: Gontinuous Risk Assessment Proxy Architecture, SSL/TLS Inspection ~ Limited abilty to inspect encrypted traffic

Verify Identity and Context

R Who, What, Where, more

You can’t do Zero Trust Security with Firewalls/VPN
Connection Terminated to Zero Trust Exchange

A A What's the difference between these two cars?
Multi-tenant Architecture, 150 DCs Look Similar! ‘
Access over any network

*‘ Are they?

User + Device | Workload | loT/OT

User + Device | Workload | loT/OT
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Zscaler for Users

Fast, secure and reliable access to the Internet, SaaS and Private Apps

Internet
Saas

Secure Internet /

SaaS Access (ZIA)

150 DCs Worldwide

laaS/Paa$

o o

Connector

Direct Connect

ExpressRoute

Secure Private App
Access (ZPA)

Enforce Policy
Allow, Block, Isolate, Prioritize

Control Risk

Cyber Threat and Data Protection

Data
Center

Application Peering

Connector

- Verify Identity and Context
~\ /'

P )
J/

Digital User Experience (ZDX)

/

\

Connectivity: Browser, Client Connector, SD-WAN or Router

i ]

Any User: Workforce,
Contractor, B2B Customer

f;zscaier Experience your world, secured.

0 & mll
Any Device: Corp
Managed, BYOD

Any Location: HQ,
Branch, Factory, Home

Reduces Cost and Complexity
Eliminates SWG, VPN Infrastructure, site-to-site VPNs

Firewall / IPS Global load balancing
URL filter DDOS protection
Anti-virus External firewall / IPS

DLP Internal load balancer
SSL inspection VPN concentrator
Sandbox Internal firewall
Outbound DMZ Inbound DMZ

@ Immediate benefit
Secured 130,000 users in 6 weeks

©2023 Zscaler, Inc. All rights reserved 7

Securing workloads with a Zero Trust Architecture

Cloud Security Challenges

A Rapidly expanding workloads
across multiple cloud platforms

Multiple point products and poor
A integrations can lead to data loss
CSPM, CIEM, laC Scanning, DLP, more

A Too many alerts and no context makes
it difficult to understand the true risk

f;zscaier Experience your world, secured.

Integrated Security Platform from Build to Run

Posture Control (CNAPP)

Integrated security platform that prioritizes Build
risk and consolidates point products

p e Scanning (agentless) Internet

Identify exposed assets and
vulnerabilities (Attack Surface)

AZURE
* Discover sensitive data
Zero Trust
. . . Exchange
Configuration Scanning
* Identify and prioritize
v anc b Gep

misconfigurations

Identify excessive permissions
for users and workloads

Workl

Zero Trust Connectivity secures communications and
prevents lateral threat movement, non-routable

Workload to Internet
*  Attack surface reduction

* Runtime compromise and data loss
prevention, no virtual firewalls/proxies

Workload to Workload
Cloud-to-Cloud, Cloud-to-DC

Secure App to App Segmentation
without network segmentation

Aws
Production

AWS
Development

«  Identity-b:
Yy

d Workload mit gmentation

User to Workload
* User to App Segmentation
* Connect user to an app, not network

©2023 Zscaler, Inc. Allrights reserved 8
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Prevent lateral threat, segment, your OT systems

Zero Trust Architecture

Network Security challenges
can cause production downtime

VPN is high-risk

A «  Attack Surface

«  Grants users network access

g IT /OT network convergence risk
« Increased risk of lateral threat movement

Internet security risk

0T devices are easily exploitable
Beachhead to find high-value targets

A

Use decoys to catch attackers
moving laterally on the network

f:zscaier Experience your world, secured.

Active Defense —— Decoys

Privileged Access
On-premises, Remote

&)

Third-Parties/ Employees
All Protocols &
Privileged Isolated Access
(RDP/SSH/VNC)

Prevent
Compromise

|
|
J{;w—( o )
-
Zero Trust Access
for On-Prem Users

Factory (Ships, Oil Rigs)

9 Secure Internet
Communications

Internet
>)

Prevent Operational

Zero Trust
Exchange

Secure Access to
Production Apps

laa$ / PaaS

-]

Disruptions / Data Loss

Data Center

=]

t

Point of Sale to ERP in Azure/AWS

10T/OT Telemetry to Data Lake
OT System to Data Center ERP
Datacenter to Warehouse Printing

|
REs

N

Branch, Warehouse

©2023 Zscaler, Inc. All rights reserved

9

Zero Trust Exchange: Globally and Securely Scaled

1 50+ Data Centers

Policy enforcement at the
service edge (SSE/SASE)

350B+ e
Vancouver ¢ .
Seatlcg CNOS o Vork

Requests San Francisco e Denver g washington DC
processed/day Los Angeles o DallZSe e Atianta
Nuevo Loredo ® Miami

Scanned/day
Sao Paulo
.

13B

Policies
enforced/day

f:zscaier Experience your world, secured.

7B+

Threats
blocked/day

Oslo Stockholm
oo

175K+

Unique security
updates/day

Moscow
o Copenhagen
Manchester Amsterdam
London§, e Brussel® A5
‘o Frankfurt
ienna Beijing
Madride Milan Tianjin @  Seoul
® Tokyo
Tel Avive Shanghai ¢
QT New Delhi T
° Hong Konge @ Taipel . .
Saudi 1 b Yne © N @ Office 365 Data Center Peering
audi Arabia b
— Mumbai ® Chennai Peering: https://www.peeringdb.com
c 9 Kuala Lumpur o
o Singapore
Peering in
internet exchanges
® Johannesburg
T o Sydney
o Melbourne ¢

¥ Auckland

©2023 Zscaler, Inc. All rights reserved
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Customer Transformation

f;zscaier Experience your world, secured.
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A Journey in Size and Scale - Siemens
375K users, 50K contractors in 192 countries

Circuit

Eagle

SmartStorage
Internet/SaaS Private Apps loT/OT
Office365 Salesforce Consumer  Business
4Success AAE Wind Power Devices Use-Cases

I I Internet I I
Access to Internet and SaaS Access to Private Apps and Services

Zero Trust Policy Engine

y Access Management (IAM)
I Internet I

Large — Medium Corporate Locations Small Corporate Locations
Site Network ‘Site Network
jmymim] | | | O

WLAN Wi-Fi First LAN
LTE 4G-5G
Hardware

Acquisitions &
Divestitures

I e B &

Secure User Private
App Access

Secure User
Internet Access

| Ensure User
Digital Experience

féhzscaler Experience your world, secured.

Secure Workload to
Internet Access

Application Transformation
* Replace legacy apps with SaaS
« Lift and shift or refactor private apps

Security Transformation
*  Policy-based access control in a natively
segmented environment

Network Transformation

« Internet the default transport layer

«  90% of 2200 offices are internet only
*  Wireless-first approach

70% Cost savings

In Process

Secure Remote Access
to loT/ OT Systems

Secure Workload to
Workload Communications

©2023 Zscaler, Inc. All rights reserved.
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Revolution in Point of Sales

Typical Infrastructure for PoS aws
Anic e
Internet Internet
14 =]
Challenge:  Multiple sites requiring
: various (and local) equipment
H to interconnect boutiques to
MPLS _ eees 0 q ZERO TRUST ERP
: ERP backend EXCHANGE =R
H Solution: Zscaler Client Connector for
: iOS and Android based PoS ZPA App Connector
SD-WAN
= . Cell Py
Benefit: Agentless secure traffic
WiFi forwarding to the Zscaler WiFi 4GI5G Edge Compute
. service edges for secure
a internet access and secure Client Connector
private application access
Boutique Boutique Remote
Client Devices have secure access to the
internet and private apps without back hauling
f;zscaier Experience your world, secured. ©2023 Zscaler, Inc. All rights reserved.

Trusted Connectivity as-a-Service (TCaaS) — F100 company

- Increased Productivity.
- Work From Anywhere.
- Software Defined Perimeter.

Internet is the new corporate
network.
|oT is protected using Private APN
and TCaaS

- Begin standardizing on Internet as
Connectivity Transit for site connectivity.
- Adoption of ‘Thin branch’ model.

- Secure 3¢ party agent-less - Employee Hybrid Zero-
access. Trust/Perimeter mode. - True Zero-Trust Network Access.
- Real time visibility of 3" party - Secure North-to-South traffic with - Secure East-to-West traffic
user access. Identity-aware policy.

Reduce Technical Debt and
operational overhead with Evergreen
IT.

Decommission on-premise data
centers.

Consistent experience on or off
the corporate network.
Direct-to-Cloud Private apps
access.

Direct-to-Cloud App access.
Leverage elasticity of the cloud
End-to-end user to application
visibility.

Consolidate RAS platforms.
Rapid onboarding and non-
service impacting scaling.

Simplify

Replace VPN and improve  ~ e s calotackudace Discover user access and shadow
- D [ . with no inbound connectivity. - Secure Internet Egress. - - Eliminate external attack surface.
remote employee security Bri back i fel Policy-based I d Saas IT
Secure posture - Bring users back to office safely - Policy-based Internet and Saa Prevent East / West threats.
. with zero trust Access.
- Build Least Privilege Access - SSL inspection at scale.
Policy.

Increase security and data
protection with Browser Isolation,
CASB, DLP and CSPM policies.

- Significantly enhance user
and application visibility.

Phase 0 Phase 1 Phase 2 Phase 3 Phase 4

f;zscaier Experience your world, secured. ©2023 Zscaler, Inc. Al rights reserved.
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The Innovation Continues
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Innovations in Zscaler for Users

Risk Scoring Browser Isolation Attack Surface Deception Al / ML
Dynamically enforce policy Deliver Dynamic safe Reduce risk by eliminating Detect lateral movement Granular and specific
and controls, integrating application access by the external attack surface from compromised users. controls must be intelligently
user risk and device posture creating a virtual air gap and shrinking the internal Send Malicious activity to an automated, from policy,
into access controls between users and the web surface active sandbox with high isolation, threat hunting
in a fully isolated browser fidelity alerting
session

l‘;zscaler Experience your world, secured. ©2023 Zscaler, Inc. All ights reserved 16
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Innovations in

&

= &

[©]

ZT Branch & Cloud Cloud Native Control Zero-Touch Workload Protection Al / ML
Dynamically enforce policy Comprehensive asset, Robust and intelligent cyber Inspect traffic inline and Automate the intelligent
and controls, integrating investigations and controls threat controls and data loss services out of band: block execution of rules
user risk and device posture giving unprecedented prevention capabilities malicious or IP breaches.
into access controls scalability through cloud, automatically deployed Enable granular workload to
IDEs and other workload connections
laaS Data Center
= Bov. Ve
e || wnlenf | |
f;zscaler Experience your world, secured. ©2023 Zscaler, Inc. All ights reserved 17
Innovations in Zscaler for loT and OT
Privileged Access Factory ZT loT Reporting Deception LPE
Allow third-parties to Deliver fast and direct Get rich contextual Detect compromised users Deploy Zero Trust within
perform remote access within the factory multidimensional view of and limit ransomware core OT functions. With
troubleshooting, monitoring floor without hair pinning to every device from threats to OT systems partners such as Siemens
and maintenance with ease, the internet customer’s traffic.
under control
Factory
f;zscaler Experience your world, secured. ©2023 Zscaler, Inc. All ights reserved 18
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Zero Trust Architecture for 5G
Secure. Reliable. Simple

Secure Multiaccess Edge
Compute (MEC)

zeRoRuST
EXCHANGE

Secure Workload to Workload
Communications

Secure Internet and Multiaccess Edge Compute (MEC)

Virtualized, Containerized, Bare Metal

e Enterprise 5G @ @

Saas Traffic AWS Wavelength utposts
Azure Edge Zones, Stack Edge
SuperMicro, Intel, others
f;zscaler Experience your world, secured. ©2023 Zscaler, Inc. All ights reserved 20
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@ zscaler

PROTECTING OUR WARFIGHTERS
AND NATIONAL SECURITY
STARTS WITH ZE: O

The first and only ZTNA solution to achieve

"By leveraging both Klas' modular, scalable P el
solutions and Zscaler's Zero Trust | -
technologies, the Warfighter now has
unprecedented secure, granular access to
warfighting applications at the tactical edge."

— Carl Couch, Director of Engineering, Klas Government

f;bzscaier Experience your world, secured.

Zscaler: One True Zero

~0
0

ZERO TRUST s
EXCHANGE (S

Innovation Is Customer Zscaler is more than

Knowledge is Key
(and partner) Driven user Zero Trust

Get Certified

Customers will often drive us to

Enterprises need true granular Enterprises need protection from The ZTCA certification, built for
conclusions that we don’t see from a control over: malicious actors and lost of IP. industry unification on
product side. Workloads Controls can only be applied if knowledge, terminology and
If you see something, lets work 1oT / OT visibility is in place. architecture
together on it. Users

f;bzscaier Experience your world, secured.
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> zscaler H!

Zscaler Products

SASE/SSE
ZIA

ZPA

ZDX

Zero Trust

Nathan Howe

GVP, Emerging Technology @ Zscaler

SSE / SASE

f;zscaier Experience your world, secured.
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Zero Trust Architecture: Transforming how Data is Accessed and Secured

Ecosystem

Secure Access

Service Edge (SASE)
IAM/IdP

NTA/NDR

CSPM/SSPM
EDR/EPP

ZTNA CASB

SIEM/SOAR

CIEM

FWaaS

RBI

Legacy

Security

Service Edge (SSE)
—

l‘;zscaler Experience your world, secured.
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SASE and SSE

=
& " = =
Internet I SaaS laaS/PaaS 1 Data Center
f .

Real-time Reporting

Analyti
C.a ythIC:/ Al / ML Driven User Behavior Analytics
iy Digital Experience
Secu rity API | Saas Security (CASB, SSPM)
Functionalit Paa$S / laaS Security (CSPM, CIEM)
. | ) 3
Service Edge
SSE Inline | ZTNA Infine CASB Secure Access
Functionality Cyber Threat Protection TLS Decryption Sariica

Data Protection | SASE

(o)t ST S
’ 1 1 1
( Thi | C;) Workloads

WAN Edge

SD-WAN or Router | ﬁg‘ F..

Cloud/Datacenter

l‘;zscaler Experience your world, secured.
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Reliable Global Cloud Operations

-
2
<

l‘;zscaler Experience your world, secured.

Global Cloud with Optimal Performance

@ ) W
Internet SaaS laaS/PaaS

ata Center
‘ ‘ (@

000 600

—_—
—
-
S —

l‘;zscaler Experience your world, secured.
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Inspection at Scale to Prevent Malware and Data Loss

Legacy

SSE

f;zscefer Experience your world, secured.

IO AVOID WHEN
SELECTING AN
SSE SOLUTION

Building the Security Service Edge (SSE)

Understand SSE and Zero Trust S dhalngaton gl folo AN

https://www.zscaler.com/resources/ebooks/selecting-an-SSE-solution. pdf

Wo>zscaler | Experience your wor 1d, secure d:
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Zero Trust at the core of SSE

f;zscaier Experience your world, secured. © 2023 Zscaler, Inc. All rights reserved. 31

External Internal
\,
b
Internet Data Center || Factory laaS/Paas
S
/ &
Inside-out
T I y Connections
Connection initiated to an app, not a network A
7) Enforce Policy

6) Prevent Data Loss 8
c
5) Prevent Compromise g
[
. . o
4) Assess Risk (adaptive control) X
w
—_
[e]
. =2
Verify : c
Identity and Contex 2) Whatis the access context? §

1) Who is connecting?

Connection Terminated
| Access over any network |
[ )
]l -"
User + Device | Thing | Workload
l‘;zscaler Experience your world, secured. ©2023 Zscaler, Inc. All ights reserved 32
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Machine Learning

f;zscaier Experience your world, secured.

Our Vision: Turning “Cloud Effect” into “Security Data Cloud”

F

Zscaler Policy Knowledge Base

Anonymized Anonymized Participating Partner Anonymized
ZIA data ZPA data customers’ Intelligence 7ZDX data
inte”igence (e.g., VirusTotal)
l‘;zscaler Experience your world, secured. ©2023 Zscaler, Inc. All ights reserved 34
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Unlock innovations across Zero Trust, Sec Intel, SecOps ecosystem

ZDX AlOps Future Zscaler
ZPA intelligent policy Future customer ‘ '

innovation
innovation

ZIA threat detection

Future partner
innovation

Anonymized Anonymized Participating Partner Anonymized
ZIA data ZPA data customers’ Intelligence 7ZDX data
inte”igence (e.g., VirusTotal)
l‘;zscaler Experience your world, secured. ©2023 Zscaler, Inc. All ights reserved 35

How to get started

f;zscaier Experience your world, secured. ©2023 Zscaler, Inc. Al rights reserved. 36

AVANTEC

Competence. Security. Trust.



Zscaler Business Update
24. Januar 2023

Why Zscaler: Strong Foundation for Excellent Customer Experience

Architecture and
Core Competency
Company DNA

Comprehensive
Cloud Platform

Eliminates point products,
better security and agility

Service Reliability
and Availability

Mission Critical Service
when sitting in the data path

Long-term Viability

o> zscaler

Experience your world, secured.

&> zscaler

Secure Any-to-Any Connectivity
Purpose-built, Multitenant Proxy Architecture

Broad Capabilities, Deep Functionality

+ Secures user, device and workload communications
+ Secures data in SaaS, laaS, PaaS

« Delivers digital experience management

Market Leader

* 12+ years running an inline cloud

« Gartner market leader in SSE, only SWG MQ leader
* NPS Score: >70 (Saa$S avg 30)

Publicly Traded: Nasdaq ZS (Nasdaq 100)
* 40%+ of the Fortune 500
* 30%+ of the Global 2000

Firewall Companies

Traditional Network Security
Impossible to pivot: Siebel to Salesforce

Not Cloud-Native
* VM of a single tenant hardware appliance
+ Notin the Gartner MQ

Latency and Scale Challenges

» Not an edge architecture, backhaul

« Traffic bursts can impact performance
+ Caveated SLAs, unplanned downtime

Strength in Core Firewall Business
* Incumbent’s dilemma
« Architecture change

©2023 Zscaler, Inc. All rights reserved 37

Why Zscaler: Strong Foundation for Excellent Customer Experience

Architecture and
Core Competency
Company DNA

Comprehensive
Cloud Platform

Eliminates point products,
better security and agility

Service Reliability
and Availability

Mission Critical Service
when sitting in the data path

Long-term Viability

o> zscaler

5> zscaler

Secure Any-to-Any Connectivity
Purpose-built, Multitenant Proxy Architecture

Broad Capabilities, Deep Functionality

+ Secures user, device and workload communications
+ Secures data in SaaS, laaS, PaaS

« Delivers digital experience management

Market Leader

+ 12+ years running an inline cloud

» Gartner market leader in SSE, only SWG MQ leader
* NPS Score: >70 (SaaS avg 30)

Publicly Traded: Nasdaq ZS (Nasdaq 100)
* 40%+ of the Fortune 500
* 30%+ of the Global 2000

Experience your world, secured.

CASB Companies

APl-centric Security
Out-of-Band CASB (Secure SaasS data)

Not a Platform
* Incomplete and immature services
+ Point products from acquisitions

No Inline Experience at Scale
» High customer churn for performance
» No compression algorithms experience

Go Public or Get Acquired
» Check audited financials, operating margins
« Do reference checks with large customers

Firewall Companies

Traditional Network Security
Impossible to pivot: Siebel to Salesforce

Not Cloud-Native
* VM of a single tenant hardware appliance
* Notin the Gartner MQ

Latency and Scale Challenges

+ Not an edge architecture, backhaul

« Traffic bursts can impact performance
+ Caveated SLAs, unplanned downtime

Strength in Core Firewall Business
+ Incumbent’s dilemma
+ Architecture change
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Want the whole story about Zero Trust
Architecture?

Get a physical copy of the book from me

Or Download it here:
https://www.zscaler.com/seven-elements-of-zero-trust Seven Elements of
Highly Successful
Zero Trust Architecture

An Architect’s Guide to the
Zscaler Zero Trust Exchange

l‘;zscaler Experience your world, secured. ©2023 Zscaker, Ina Allrights reserved 39

Thank you

Nathan Howe

GVP, Emerging Technology @ Zscaler

nhowe@zscaler.com

f;zscaier Experience your world, secured.
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