Zscaler Business Update
24. Januar 2023

&> zscaler E

Zscaler Business Update

New Zscaler Features High' L
ZIA & ZPA

The latest innovations in the world’s most
deployed SSE platform

Thanh Trieu — Partner Consulting Solutions Engineer

24.01.2023

History of rapid Innovations & Growth
Workload
Segmentation
Attack surface |
monitoring Zscaler !
Internet attack Cloud :
< st surface tool Protection 1
II:IDUSTRY S1 1 ZIA : ZDX for
Multi-Tenant Cloud ZPA ! Browser ' ZPA
Security Platform Browser-based access Isolatior ZPAIPSE ; ZPA
: Zscaler : SCIM for 51 for | | Evolution
! i SSO Mobil Inline DNS. ‘_:IOUd : Office365 ZIA ZPA 1 1 Inspection
. Inline ) obile CASB Cloud Security Firewall Private Integrati Al/ML ' ! Deception
. pLp Integration Security | Sandbox . ! Access " e,grla on Zscaler ! Secure
: 1 : 1 : | : : ' 1 Partner API Digital : Remote
1 1 ) 1 I APIs CASB N 1 Access
(; ! 1 ! ] ! i ! ! ' [ Experience |
i | | ! : i | : ! ol i zB2B ! ! .
FOUNDED ! ] ] | ! | ! ! | ] [ 1 | | |
1 1 1 1 ! 1 1 ' ‘ 1 I
— [ ] [ ] ® [ ] [ ] [ ) [ o ® [ ] ()] [ ® ® ® »
2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022
o —0 : ° ° ° ) ° ° o o—>
] ' . H '
| 1 ! ! 1 1 1 1 1 1
| ! 1B Transactions Per Day \ 1 FORRESTER |
| L o XE P Leaderin
1 1
th e~ I ' ! th I
25 UOAM Visi ! 100t ! ZOOFHZZtent Wave .
Patent Founder V'Sionary | ] . Leader in
Filed swemaq ¢ P:fegt : . SSE MQ
e
IP
LEADER o ONLY MQ LEADER
SWG 10th Years
MQ as Leader

f;zscaier Experience your world, secured.

©2022 Zscaler, Inc. All rights reserved

AVANTEC

Competence. Security. Trust.



Zscaler Business Update
24. Januar 2023

What’s New ZIA

f;zscaler Experience your world, secured.

What’s new: Al-powered Cloud Browser Isolation

e Al-powered isolation uses web
category, destination, and user risk to
identify and isolate suspicious traffic

Al-powered Forensic

e Provide full threat intelligence into
isolated traffic for retrospective and Context-ich threet
. intelli
forensic analyses metaenee

ZERO-TRUST
EXCHANGE

One-click

e One-click configuration configuration
automatically isolates high-risk and ‘
suspicious web categories |||'|

e Enhanced user experience with
low-impact browser visuals
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What’s new: Al-powered phishing detection

o Stop the most sophisticated phishing
campaigns inline with Al-powered
phishing detection

e Detect zero-day and patient-zero
threats hiding behind never-before-seen
credential phishing pages

e Integrates directly into existing threat
feeds and phishing kit signatures (IPS &
ATP)
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Known phishing
sites

ThreatlabZ feeds

IPS
Signatures
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What’s new: user risk assessment

o Continuously assess user behavior and

the resulting risk to the organization

o Utilize real-time risk assessments to
create dynamic access policy for
firewall, URL filtering, DLP, and

browser isolation
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Device Posture Profile for ZIA

URL Filtering
Cloud Firewall
SSL Inspection

Cloud App Control
File Type Control
Data Loss Prevention
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Endpoint Posture
and Endpoint Score

ZIA provides g
contextual access @
based on device
posture

Zero Trust

Exchange EPP/EDR

Endpoint
Posture

Zscaler Client  EPP/EDR
Connector Agent
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Challenge

¢ User identity is not applicable for devices in the network
connecting to ZIA

¢ Need a wholistic security assessment of devices

Solution

¢ Adevice posture profile is a set of criteria that a user’s device
must meet in order to access applications with ZIA

* Device posture check includes a valid certificate, active anti-virus,
OS type, OS version, firewall enabled flag, Endpoint Protection
software etc.

* When a user requests an application, the Zscaler Client
Connector (ZCC) evaluates and sends the posture of the device.

¢ ZIA Public Service Edge allows access to the requested
application only if the device meets the posture requirements

Benefits

¢ Continuous assessment, real-time security and compliance
checks of the endpoints

¢ Ensure only secure devices can access internet applications

22 Zscaler, Inc. All rights reserved

What’s new: dynamic, risk-based access policy

User Risk

Is the user trustworthy?

Joe Doe Managed Critical Application
Product Mgmt Firewall ON Low Risk User
Low Risk Score AV ON Secure Endpoint

(pzscaler Experience your world, secured.

Device Posture

Is the device managed?

Access Policy

What policy to enforce?
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What’s new: cyber risk assessment

« Automatically identify your
organization’s exposure to web,
file, network, and encrypted threats

e Analyze trends in your
organization’s risk exposure over
time

e Easily apply recommended
policy changes to close gaps in
defenses

fpzscaler Experience your world, secured.

Cyber Risk Report

Cyber Risk Score Risk Trond Ovor the last 12 Months

84
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What’s new: consistent policy for work-from-anywhere users

e Consistent firewall policy for every
user

e Enable Cloud-Gen Firewall policy for
work-from-anywhere (road warrior)
users

e Automatically identify where the
user is to trigger granular policy actions
(e.g. access, DNS, IPS control)

¢ Simplify management of
remote/WFA users, there’s no need

for complex network configurations

fpzscaler Experience your world, secured.

Default knob enabled
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What’s new: firewall rules for wildcard domains

Simplify firewall policy management
with a centralized location to add multiple
IP address criteria matches

Create flexible access policy to cloud
services and PaaS/laaS without the
overhead of obtaining and creating rules
for every subdomain

Share match criteria across Cloud

Firewall, destination NAT, DNS, and IPS
policy

f'pzscaler Experience your world, secured.
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Source IP Groups

None v

P Addresses
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What’s new: centralized DLP policy violation notifications

Push DLP policy violation
notifications through Zscaler Client
Connector

Create consistent notifications for
web-based and native applications

Provide violation context to improve
organization-wide data loss
prevention efforts
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New Features and Capabilities with 6.2

* Al-powered Cloud Browser Isolation

*  Al-powered phishing detection

* Correlated Threat Insights

* Dynamic, Risk-Based Access Policy

®  Cyber risk assessment

* New enhancements for Cloud-Gen Sandbox
* New enhancements for Cloud-Gen Firewall
* DLP Violation Notifications

* Cloud HSM

®*  HTTP/2 Inspection

* |IPv6 Support

®  Zscaler Cloud Performance Test

* Failed Client SSL Handshake Logging

*  Bypass logging from Client Connector

f;zscaler Experience your world, secured. ©2022 Zscaler, Inc. All rights reserved.

What’s New ZPA
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As the industry’s first ZTNA offering, we continue to set the
standard for the category

Industry’s 157
Multi-tenant cloud
security platform
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Introducing ZPA, evolved: The industry’s only next-gen ZTNA

platform

Connect

Segment

Apps accessible
only through the
platform, not
published to
internet

User-to-app
segmentation

App-to-app
segmentation

(-

Privileged
remote access
for lloT/OT
Standalone

Privileged
remote access
for IT

-

Next-Gen Zero Trust Connectivity

Next-Gen Private App Protection

Protect

Public

In-line inspection &
protection

Integrated deception

S

Web Isolation

Cloud
Workloads
Minimize the attack surface
Apps invisible, impossible breach
szscaler Experience your world, secured.

Eliminate lateral movement
Enforces least-privileged access
without putting users on the
network

10T/OT
Devices

Stop compromised
users & advanced attacks
Prevent app exploitation, find

active attackers & insider threats

Cloud
Workloads

©2022 Zscaler, Inc. All rights reserved

16

AVANTEC

Competence. Security. Trust.




Zscaler Business Update
24. Januar 2023

Integrated deception detects the most sophisticated lateral
movement attempts

Internal Apps Decoy cloud

Public CDa‘a
Cloud enter

Connect attackers to decoys
Zscaler Deception

Native containment
ZPA policy cuts off
compromised user App decoys

Stop lateral movement
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Privileged remote access reduces the attack surface of high-
value users

3rd party management access to
private applications & lloT/Devices

i Data
Public

RDP & SSH

ZERO TRUST
EXCHANGE

Allow RDP or SSH access from
“joe.contractor@mycompany.com”
to manage “app.mycompany.com”

Web traffic

[=]

Agentless access through
the browser
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App isolation reduces risk of data theft from BYOD and third-
party users

Internal Apps

Public Data
(' cloud ) Center
Agentless access for BYOD & third-party
users

Access private apps from any device with a browser,
no agents needed.

Stop app compromise

Remove the risk of compromised endpoints being
used to access private apps

Pixels streamed to the user’s
browser
(HTMLS stream, RDP and SSH support)

ZERO TRUST
EXCHANGE

Prevent data loss

Control user's ability to upload/download files and
copy/paste data from private apps to their local
device

device

v
Browser access Integrated browser isolation
Works on any browser, any Prevents data loss
AR
L=}

Third Party / BYOD

Contractors, partners, vendors
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Thank you!
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