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ZIA & ZPA - Posture Check Integration mit CrowdStrike ZTA

ZPA - Posture Check Integration (ohne ZTA)

ZIA - Sandbox Integration

ZIA - Threat Intelligence Sharing

ZIA & ZPA - NSS Logs Integration mit Falcon LogScale

ZIA - Falcon XDR Integration
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ZIA - Kontrollierter Zugang zu Saas Services
ZPA - Kontrollierter Zugang zu definierten On-Prem oder Cloud Apps
ZTA - CrowdStrike Zero Trust Assessment > Access nur ab 75 Punkten

Posture-Driven Conditional Access Posture Driven Access Control for ZIA

Access control incorporating CrowdStrike
Zen sessment scone

Biocked for non-compliant, unmanaged or
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Zscaler Client Connector prift ob CrowdStrike Sensor lauft
Falls nicht > Access denied

ZTA wird nicht verwendet

Nur moglich mit ZPA

Device Posture-Driven Conditional Access

Device Posture-Driven
Conditional Access

Zscaler Client Connector inspects the
presence of a running CrowdStrike
sensor

Access blocked for non-complaint,
unmanaged, or rogue devices

]
A= CrowdStrike
Agent
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Demo Video ZPA_PostureCheck.mp4
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Setzt Zscaler Advanced Sandbox und CrowdStrike Insight voraus

Malware in Zscaler Sandbox detoniert

Threat Data wird mit CrowdStrike Sensor Metadata abgeglichen

Sandbox result logged (n ZUA Insight Log

. C—

AP1 Session Estadlahed

ZIA triggens quaranting request

CrowdStrike
api

Investgate and mitgate

Launch CrowdStrike console from ZIA
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20 12:00:00 PM - 2/19/2020...

Threat Super Category

Detection; Sandbo e 5|

CrowdStrike Endpoint Hits

[ Sandbos File Properties (Zscaler)

‘Sandbox Category Suspicious
‘Sandbox Score 7

File Type Windows Executable
File Size 22016

'01 File Detected on 1 Endpoint (CrowdStrike)

Crowdstrike Agent ID Hostnama

Internal IP

08 Version

WIOCLIENTOZ  10.10.10.84 Windows 10

Insights Logs

AM - F
Log Records Found

11:18:21 AM

Event Time. ©  User Policy Action
Wednesday, February 19, 2020 10:56:0...  tsulivan@crowdstri.. Malware block: malicious
Wednesday, February 19, 2020 11:08:5...  tsullivan@crowdstr... Malware block: malicious

Wednesday, February 19, 2020 11:11:2...

arch

ACTIVITY

Investigate Host

Host N

103 Co

Detect History (last 7 days)
File Status Last Sean (O

Date 02/19/2020, 12:04 PM

tsullvan@crowdstri...

TIMELINE v

e © | Real Time Response.

Sandbox block inbound r.

REPORTS™  SENSORSw  AUDITw

Host Name AgentiD Company
26400507 7de04600701737dfaa5c| | | Al
Host Info
MAC Local IP

Endpoint Status.

=
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Vhware Viry
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Setzt CrowdStrike Falcon Intelligence voraus
Threat Intelligene (I0Cs) werden automatisch in Custom URL Blocklist hinzugefligt

cked by network before
her endpoints
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Setzt Falcon LogScale Lizenz voraus
LogScale entweder Standalone oder als Falcon Long Term Repositoriy

ZIA Nanolog Streaming Service Logs
Firewall Logs, DNS Logs, Tunnel Logs, etc

LogScale bietet out-of-the-box Log Parser, Queries und Dashboards
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Setzt CrowdStrike Insight XDR und 3 Party Connector Lizenzen voraus
Aktuell Integration fur ZIA only

Response aus Crowdstrike > User in ZIA Gruppe aufnehmen flr eingeschrankten
Internetzugang e
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Neue Falcon XDR Detection
Phishing Angriff mit malizidsem Attachment

Unterschiedliche Log Sources
CrowdStrike: Informationen zu Host Aktivitaten, Korrelation der Logs
E-Mail Gateway: Absender, Empfanger, Subject, Attachment
Web Proxy: verdachtiger Beacon Traffic auf externe URL / IP Adresse

Response Moglichkeiten
Host Isolation
Forcieren von 2FA
Betroffen User einer Restricted Group fir Internet Access hinzufligen
Auch automatisierte Response moglich dank Built-In Falcon Fusion Workflows
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Best-of-Breed Partners Als CrowdStrike Partner ist AVANTEC zudem:

Fihrende Security Anbieter Zscaler ZENITH Partner
Fortinet EXPERT Partner

Vectra PREMIER Partner
Cisco E-Mail Security Partner
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Ingest Analyze
Identify: Custom & CrowdStrike
\E created detections
=
\LT W Orient: Native cross-domain
@ graph explorer
Enrich with
telemetry & " .
threat intel Hunt: Unified cross-domain
Normalize investigations
]

Advanced
analytics

Respond: Surgical response

2

3 for native & third-party tools

Automate: Native SOAR
automates repetitive tasks
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