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Fortinet Secure SD-WAN

SD-WAN HUB/Spoke Architektur

Notwendige Komponenten

Herausforderungen

Zero Touch Provisioning (ZTP)

ZTP Grundprinzip

FortiZTP Portal

Fortinet “Toolbox” fir ZTP SD-WAN Deployments
ZTP Demo
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Underlays (ISP, MPLS, 4/5G)
Overlays (IPSec VPN mit IKEv2)
Routing (iBGP mit Route Tags)
Traffic Steering (Performance SLAS)
Security Policies und -Profile
AVANTEC
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Komplexitat / verschiedene Technologien

Unterschiedliche Gegebenheiten (Standorte/Leitungsarten und -qualitaten)
Vielzahl an Parametern und Konfigurationsbereichen

Logistik (HW Shipping, Inbetriebnahme, Hands-on Skills)
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Ein automatisiertes Deployment von SD-WAN Branches nach dem “Plug and Play”-
Prinzip
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+ Device with factory config .
+ Ship the device .
+ Unpack+cable the device .
+ Power-on the device

Device discovers “home”
Device gets managed
Device gets configured

Not automated!! Fully automated!
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Device discovers “home”

How is real device retrieving its FMG details?

+ Device discovers “home” Device gets managed & configured
+ Device gets managed
T Eevice geks contiguicd How is FMG prepared to onboard this real device?

Fully automated!
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FortiCloud | DHCP Bootstrap
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By default = By default = By default
+  Device will contact forticloud.com = Device will use DHCP option = HW device will use USB Key
- Device will send its SN asking for FMG IP or FQDN - VM device will use Cloud-init
- Device will receive FMG P + SN - Device will receive network - Bootstrap config will contain initial
Requires FortiDeploy SKU settings + FMG IP or FQDN network config + FMG details
Requires DHCP - Requires DHCP Server/Relay - Bootstrap config can also contain
- Requires DHCP more settings (i.e., IPSEC)
Bootstrap config can also contain
desired firmware
Requires good logistic
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Replace
Per-device config
with Templates

per-site values
with Metadatas
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Template Zuweisung
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FortiZTP Portal
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FortiZTP Portal

FortiManager

Provisioning Templates

Scripts/CLI Templates

Meta Fields

FortiManager API fir Orchestrierung
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