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Zscaler: The leader in secure digital transformation

Zscaler envisions a world in which 
the exchange of information is 

always seamless and secure. 

Business Highlights

>80 Net Promoter Score, Avg SaaS NPS: 30

62% Year-over-year growth

$1B Annual Recurring Revenue, Cash Flow Positive

Nasdaq-100 Index: ZS

80% Faster user experience

35x Fewer infected machines

70% Infrastructure Cost reduction

Customer Value

Disrupting 30 years old networking and security architectures 

IaaS | PaaS SaaS

Internet

Zscaler 

*Customers by industry is based on the 2021 Forbes Global 2000

Market Leader across all Verticals
50% international business. 40% of Fortune 500. 

Banks & Diversified Financials1OF THE 
TOP8 10Household & Personal ProductsOF THE 

TOP9 10

Conglomerates
OF THE

TOP7 10

1 Outside of China

Healthcare Equipment & Services
OF THE

TOP7 10ChemicalsOF THE 
TOP8 10

Aerospace & Defense
OF THE 

TOP6 10
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Highest ability to execute and 11 
consecutive years of Gartner Leadership

Largest and most proven Security 
Cloud for SWG, CASB and ZTNA

Zscaler Zero Trust Exchange 
accelerates secure 
digital transformation

Magic Quadrant for Secure Web Gateways

Secure Web Gateways > 11 years Security Service Edge 2 years

Leader in Gartner Magic Quadrants
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Hub-and-Spoke Network

IT and Security are becoming business enablers 

Castle-and-Moat SecurityCastle-and-Moat Security

Ap
ps 
DC

Data is everywhere

This worked well when the DC 
was the center of the universe 

AWS

Azure 
West

AWS 
East

GCP

Internet

Zero Trust Architecture
Securely connects authorized users, devices 

and workloads using business policies. 

Better cyber threat and data protection
Fast user experience

Reduced cost and complexity 

Azure

SaaS

Internet

AWS

ZERO TRUST  
EXCHANGE

IaaS/PaaSSaaS

Users Users

Better Decision Making   |   Improved Productivity and Collaboration   |   Reduced Cyber Risk   |   Reduced Cost and Complexity

Challenges: Architectural change (network and security). Mindset and cultural change (Inertia, status quo)

Application Transformation
Datacenter to SaaS, IaaS, PaaS

Network Transformation
Hub-n-spoke to Direct Connectivity

Security Transformation
Castle-n-moat to Zero Trust Architecture+ =+

Secure Digital Transformation

Delivers Competitive Advantage



Zscaler Internet Access Webinar
4. Mai 2023

©2022 Zscaler, Inc. All rights reserved. ZSCALER CONFIDENTIAL INFORMATION 5

Internet

Apps are destinations
Apps and users are not on 

the same network 
Connector

Stop! Who are you?
Employee, partner, device identity (Microsoft, Okta, 

Ping)

Zscaler Zero Trust Exchange Architecture
Per session policy decision and enforcement across 150 DCs worldwide

SaaS IaaS/PaaS

Go! Establish Connection
Per session enforcement

Connect to an app, not the network

M365 SAP
Data 

Center

Managed by others Managed by you

Any User, Any Device, 
Any App, Any Location

What are you carrying?
Content inspection (Threat and Data protection)

LaptopMobile

Request origination

AppsIoT/OT

What’s the device profile and posture?
Device posture, Managed/BYOD (Microsoft, CrowdStrike)

Inside Out

ZERO TRUST  
EXCHANGE

Identity 
Verification

Application 
Policy

Security 
Posture

Device 
Verification

Policy 
Decision

Policy 
Enforcement

What’s the risk score?
AI / ML behavior-based score (User, Device)

Where are you going?
Internal, External, Sanctioned SaaS, Destination

Zscaler for Users
• Secure Internet and SaaS access (ZIA)

• Secure private app access (ZPA)

• Digital Experience (ZDX)

Zscaler for Devices (IoT/OT)

• Secure Internet, SaaS, private app access 

• Privileged access to OT

Zscaler for Workloads
• Secure Internet access

• Secure Workload-to-Workload communication 

• Configuration and Exposure Scanning (CNAPP)

©2022 Zscaler, Inc. All rights reserved. ZSCALER CONFIDENTIAL INFORMATION 6

Zero Trust 
Exchange

USERS WORKLOADS DEVICES

Security Services
Cyber Protection   |     Data Protection

Connection Initiated

Access Control Services
DNS, NG Firewall/IPS, Web Filtering, more

Platform Services
Unified Policy Engine, Logging/Reporting, more

Verify Identity & Context

Connection Terminated to Zero Trust Exchange

Zscaler Connectors: Client, Branch, Cloud or Browser

SaaS Internet

Zscaler Internet Access: Secure and fast internet and SaaS access

Business Value

Use Cases

Security Driven Zero Trust Connectivity

Reduce Risk

Reduce Costs

Superior protection 
in all locations

Eliminates appliances, 
reduces MPLS costs

Improve Productivity Better collaboration and 
internet experience 

Firewall / IPS

URL filter

Anti-virus

Data loss prevention

SSL inspection

Sandbox

Security Gateway Replacement
• SWG, Firewall, Proxy replacement

Superior Cyber Protection
• Defense in depth: Reputation, signatures, 

AI/ML, Sandbox, Isolation, more

• SSL/TLS Inspection at Scale 

Superior Data Protection
• Secure SaaS (CASB, SSPM)

• Advanced data classification and controls: 
EDM, IDM, OCR, Tagging (AIP), more

Local Breakouts (Microsoft 365)
• Performance optimizations and integrations

Zero Trust SD-WAN
• Non-routable branches (like Starbucks)

Secure Workload to Internet 
Eliminate virtual firewalls, proxies 

Secure IoT / OT to Internet 
• Zero Trust Connectivity 
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Pixels

Holistic approach to cyber threat protection

Zero Trust 
Exchange

Internet

Minimizes the attack surface
Apps are invisible to the internet

Inline cyber threat protection
SSL / TLS at Scale

User + Device | Workload | IoT/OT 

Active Defense
Uses decoys to catch attackers 
moving laterally on the network

IaaS / PaaS

Data or Pixels 
(Browser Isolation) 

Policy follows the user
Same protection everywhere

AI-Powered Cloud Effect
300 Trillion signals processed daily

Real-time Analysis
Instant drilldown of logs globally

Destination and Content Knowledge
• Destination: domain, URL, IP address 
• Content: file types, file hash, unscannable, country

Content Scanning and Correlation 
• IPS (all ports & protocols); Yara,  AV engines (web content, files)
• Dynamically computed risk score 
• Content: zero-pixel iFrames, obfuscated JavaScript, XSS 
• Domain: age, history, origin

AI / ML Risk Analysis 
• Web content & file-based models
• Similarities of known bad  

Behavior Analysis 
• Sandbox execution and dynamic analysis 
• Additional Yara, AV engines 

Content Delivery Method
• Data or Pixel Stream (Browser Isolation) 

Data Center

Prevent Compromise1

Prevent Lateral Movement 2
Three Levels of Segmentation
1. User to App 
2. Workload to Workload 
3. Identity-based Microsegmentation 

Browser Isolation
Stream pixels to the endpoint
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Prevent loss to the the 
internet and cloud

Find and block sensitive data 
with Inline DLP & CASB

Prevent loss to devices 
(BYOD, Managed)

Stream data as pixels 
with Browser Isolation

Users, data centers, workloads and IoT/OT

Inline Data Protection

API API

Secure SaaS Data

Prevent data oversharing and 
exposure with CASB and SSPM

Zero Trust 
Exchange

Internet / SaaS IaaS / PaaS

Top Secret

Pixels

Top Secret

Out of Band Protection

SaaS IaaS / PaaS

Integrated:  Secure all your cloud 
data with the most unified platform

API’s: Strong support across all 
major SaaS and Public cloud apps

Proven:  Deployed at scale across 
the world’s largest companies

What sets Zscaler Data Protection apart?

Secure IaaS/PaaS Data

Identify misconfigurations, 
and exposure risk (CNAPP)

Zero Trust 
Exchange

Advanced Data Classification : EDM, IDM, OCR

ML-Driven Behavioral Analytics (UEBA), Classification

Microsoft / Azure Information Protection Integrations

Key Data Protection Capabilities

Example: John has excessive 
downloads. Force reauthentication

Example: Excessive downloads on 
departing employee. Generate alert.

Contextual Policies

Protect data on devices
Endpoint DLP (coming soon)

Holistic approach to data protection
Users, workloads and IoT/OT systems
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Technology Ecosystem of best-of-breed platforms

Endpoint Network Identity Operations Cloud & Data
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Zscaler: The industry’s largest inline security cloud

Denver

Toronto

New York
Paris

London
Amsterdam

Brussels

Stockholm

Moscow

Mumbai

Singapore

SydneyCape Town

Madrid

Johannesburg

Atlanta Dallas

Frankfurt

Sao Paulo

Lagos
Kuala Lumpur

Tel Aviv

Washington DC

Chicago

Los Angeles

Copenhagen

Melbourne

Milan

Hong Kong Taipei

Zurich

Chennai

Tianjin
Tokyo

Qatar

UAE

Miami

Saudi Arabia

Warsaw

Seattle

Oslo

Shanghai

Auckland

SeoulSan Francisco

Beijing

Manchester

Rouen

Vienna

Nuevo Loredo

Vancouver

New Delhi

High 
Authority

Delivers exceptional user experience, reliability, and security

Requests 
processed/day

200B+ 200K+
Unique security 

updates/day
Zero Trust Exchanges 

worldwide

150
Security incidents and policy 
violations prevented/day

7B+

Osaka

Peering: https://www.peeringdb.com

Peering in internet 
exchanges and 
Microsoft 365 DCs

Montreal Munich



Zscaler Internet Access Webinar
4. Mai 2023

Zscaler, Inc. All rights reserved.© 2023

Vielen Dank!

Security 
Service 
Edge
(SSE)

Wan 
Edge

Decryption

SWG

ZTNA

CASB

FWaaS

Browser 
Isolation

Consistent User Experience
Zero-trust access

Consistent Security Policy
Threat and Data Protection

SD-WAN

WAN 
Optimization

Routing

SaaS 
Acceleration

Understanding Cloud Security Platform Frameworks

Secure Access Service Edge (SASE)

SASEFrameworks for Cloud Security Platforms

Secure Access Service Edge (SASE)

vs.

Security Service Edge (SSE)


