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5000+ Customers Rely on Zscaler Digital Experience
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Of IT Leaders Say 
Hybrid Work Will Continue

85%
Of Employees Are Still 
Frustrated By Workplace Tech

91%
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Point Tools Fail to Equip IT Teams in the Hybrid Workplace

Siloed metrics and 
blind spots caused by 
cloud security

Requires manually 
correlation causing 
reactive troubleshooting

Missed support SLAs 
without comprehensive 
root cause analysis

DEVICE 
MONITORING

END-POINT BASED
NETWORK MONITORING

SAAS / WEB / APP 
MONITORING
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Zscaler Digital Experience Helps Deliver Flawless Digital Experiences

Network Operations
Detect and fix developing 
issues across ISPs, 
networks and apps, early

Service Desk
Triage and escalate to the 
right teams for faster IT 
ticket resolutions

USER 
EXPERIENCE

DEVICE

WI-FI | ISP

VPN | NETWORK

ZERO TRUST EXCHANGE

APPLICATION | INFRA

API

AI-POWERED 
ROOT CAUSE ANALYSIS
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Globally Distributed Cloud: 150+ Data Centers, China Connectivity, Peering, BCP/DR 

Part of the Zscaler Zero Trust Exchange

Cyber Threat Protection
Prevent compromise 
and lateral movement

Zero Trust Connectivity
Workforce, Third Parties, Customers, Branches, Factories, Public Clouds, Data Centers 

Business Analytics
Knowledge from trillions of daily telemetry signals

Zscaler for Users Zscaler for B2B Zscaler for IoT / OTZscaler for Workloads0"

Data Protection
Prevent data loss, 

inline and API
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Comprehensive Device - to - App Telemetry
Every 1, 5, or 15 minutes

Device & Software
Model, software, versions, patches

Device Health 
CPU | Memory | Battery | Disk I/O & Usage |                

Network I/O & Bandwidth | WiFi Signal

Processes
Top processes with utilization details 
CPU | Memory | Disk I/O | Network I/O

Windows OS

Focus Time | Boot Up Time | Crash Reports

Page Fetch Time
PAC Parsing Time, DNS Time, TCP 
Connect Time, SSL Handshake Time

Server

Response time

Application
Availability

Comprehensive Insights
WiFi, Last Mile and Intermediate ISPs, 
Corporate, Zscaler, Proxies

Multi-Protocol

TCP, UDP, ICMP, with adaptive mode

Hop - by - Hop Network Metrics
Latency, Packet Loss

Zoom, Teams, WebEx
Audio, Video, Sharing metrics

DEVICE NETWORK APPLICATION
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Intelligently Detects and Notifies

Adaptively baselines ‘normal’ over time, for each app, 
region and user to accurately detect anomalies

INCIDENTS

1

Fix developing issues before users complain

IT SELF SERVICE2

Guide end users to fix device, WiFi, local ISP issues

TICKETS

API | webhooks

3

Alert or create tickets with root 

cause analysis and diagnostics
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Network Operations 

to find and fix issues 
before users complain

Service Desk

to achieve faster mean 
time to resolution

Desktop Support

to rapidly troubleshoot 
and fix device issues
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Network Operations: Proactively Fix Issues

Weak Wi-Fi signal strength detected

Isolate root cause using 
AI, and resolve problem

3

15 minutes to resolve user 
experience issues, down from 8 

hours previously

Review impacted locations, 
users, and apps

2

Detect developing global, 
and regional issues

1
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Service Desk: Accelerate IT Ticket Resolution

Remote Barry experiencing slow app
1

ZDX helped us identify the root 
cause of long-term performance 
issues and our helpdesk teams 

resolve user issues easily

Service desk shares snapshot with desktop team

3

Service desk sees issue due to high CPU, opens details in ZDX

2
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Desktop Support: Resolves Issue for Multiple Users

Same process affecting upto 120 devices

5

Desktop team
fixes issue for 
Barry, and on 
119 other 
devices

6

Desktop team identifies offending process

4

ZDX helped us identify the root 
cause of long-term performance 
issues and our helpdesk teams 

resolve user issues easily
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Ensure High Quality Teams, Zoom and WebEx Experiences

Device Health
CPU | Memory | Disk I/O
N/W I/O | Bandwidth | Processes

Device Health
CPU | Memory | Disk I/O
N/W I/O | Bandwidth | Processes

Meeting Session
Audio : Latency | Jitter | Loss I/O | MOS 
I/O
Video : Latency | Jitter | Loss I/O
Sharing : Latency | Jitter | Loss I/O

Meeting Session
Audio : Latency | Jitter | Loss I/O | MOS 
I/O
Video : Latency | Jitter | Loss I/O
Sharing : Latency | Jitter | Loss I/O

ALL USERS

High latency
between Hotel 
gateway and ISP

High latency detected between gateway and egress 94%

Zscaler, Inc. All rights reserved.© 2022

Reduce Cost and Complexity with ZDX

14

Cost Savings

$7.4M
in annual 
savings

330% ROI 
over 

three years

Productivity Gains

20%
fewer hours lost to 

downtime

$4.5M
annual benefit of increased 

productivity

Operations Improved 

52%
faster 

mean time to resolution

$4M
benefit of improved 

efficiency

* All data, calculations, and assumptions are based on what our customers have experienced in real-world production environments. 

Our mean time to resolve (MTTR) has improved by 62%, 
helping us scale to support a doubling in our workforce



Zscaler, Inc. All rights reserved.© 2022

Assure Flawless Digital Experiences

Multiple tools and     
tedious troubleshooting

AI-Powered DEM 
and proactive IT

Unified Visibility 
From Device To 

Application
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AI-Powered 
Root Cause 

Analysis

Ticket Avoidance
With

IT Self Service

Proactive 
Resolution With 

Incident Dashboard
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Challenge Products

Outcomes
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● Reduced application issue resolution from weeks to minutes with AI-powered analytics 
and real-time insights

● Optimizes Microsoft Teams and M365 for improved experiences and reduces 
IT overhead

● Allows direct internet access to IIoT, IoT, and other connected devices across 1,300 sites

● Gains a strategic partnership for securing planned multi-billion-dollar physical 
infrastructure investments

< ½ day to deploy WFA 
access to private apps for 
800 users

Replace insufficient security with a 
comprehensive zero trust approach that 
optimizes WFA for IIoT and IoT devices

16

Auckland, New Zealand

Approximately 1,100 employees 
serving 1.7 million residents

“With ZDX, it takes us only 
second to track down Teams 
issues, which frequently are 

related to a user’s ISP”

Adam Gower, Head of Digital Operations, Watercare

● Zscaler Zero Trust Exchange™
● Zscaler Internet Access™ (ZIA™)
● Zscaler Private Access™ (ZPA™)
● Zscaler Digital Experience™ (ZDX™)

Reduced application 
issue resolution from 
weeks to minutes

Federal & Government

Every day public utility Watercare Services converts approximately 400 million liters of 
collected fresh water into drinking water for 1.7 million residents of the greater 
Auckland, New Zealand region. Watercare also treats wastewater and operates a 
construction division.

View Success Story
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Challenge Products

Outcomes
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● Maintains identical security for employees at the branch office or remote locations

● Inspects the 70% of its traffic that is SSL-encrypted

● Reduces application latency by 20%

● Doubles meeting participation

● Cuts costs by 50%

Cut costs by 50%

Raise the engagement level of 
all employees, specifically during 
daily meetings

Hanover, Maryland, USA

6,600+ employees in 35 countries

“ZDX is now the starting point for 
all user performance issues at 
Ciena. And we can pinpoint the 

root cause 95% of the time.”

Ed DeGrange, Director of Cybersecurity Operations and 
Programs, Ciena

● Zscaler Zero Trust Exchange™
● Zscaler Internet Access™ (ZIA™)
● Zscaler Private Access™ (ZPA™)
● Zscaler Digital Experience™ (ZDX™)
● Zscaler Advanced Cloud Firewall™

Reduces application latency 
by 20%

Telecommunications

Ciena is a networking systems, services, and software company that delivers best-in-
class networking technology through high-touch consultative relationships. They enable 
their customers to optimize their existing frameworks while incorporating new 
technologies and ways of working.

View Success Story
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Challenge Products

Outcomes
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● Pinpoints the source of a chronic 4-month performance issue in minutes 

● Achieves unified and centralized user experience visibility to help speed issue resolution 

● Gaines AI-powered analytics and real-time insights that quantify experiences across 
applications 

● Improves IT efficiency by proactively identifying latency issues and device upgrade 
opportunities 

● Supports the strategic allcloud transformation and adoption of a zero trust security approach

Solves 4-month performance 
issue in minutes

Obtain the visibility and insights 
required for delivering premier 
modern workplace experiences

18

Jersey City, New Jersey, USA

9,000 at 100+ offices in 
34 countries

“ZDX provides us with unified, 
granular, real-time insights into 

application, network, and endpoint 
device health.”

Jeff Negrete, Vice President of Infrastructure and 
Operations, Verisk

● Zscaler Zero Trust Exchange™ 
● Zscaler Private Access™ (ZPA™)
● Zscaler Internet Access™ (ZIA™)
● Zscaler Digital Experience™ (ZDX™) 
● Advanced Cloud Sandbox

Quantifies user experience 
across applications globally

Financial Services & 
Insurance

Verisk is a global predictive analytics and decision-support firm, providing solutions to 
more than 70 percent of FORTUNE 100 enterprises. Customers rely on Verisk’s 
advanced technologies to manage risks, enhance decision-making and improve 
operating efficiency. 

View Success Story
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Deliver Great User Experiences

Turn On

Enable ZDX; uses 
Zscaler Client 

Connector on devices

Configure

Apply built-in and 
custom monitoring 

templates

Connect

With ServiceNow, 
PagerDuty, Slack for 
alerting & workflows

1 2 3
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80
COUNTRIES

7000
EMPLOYEES

100+
CITIES

14
COUNTRIES

"Using ZDX we’ve improved our 
troubleshooting time by 62%, 
enabling us to focus attention 

on the source of a user’s 
connectivity issue.”

Challenge
Customer service call center expanding from 1,200 to 
more than 5,000 remote customer service 
representatives (CSRs)

Solution
Monitor performance of devices, network, and 
applications to provide insights and isolate root cause of 
connectivity issues

Result
Regardless of a problem’s source, Careem can now 
identify it fast

“Our mean time to resolve (MTTR) has improved by 62%, 
helping us scale to support a doubling in our workforce with 
the same Infosec staff while also improving colleague and 
CSR experiences.” - CIO
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Additional Slides

Use Cases and Scenarios
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Popular Use Cases

ZTNA 
Visibility

Hybrid Workforce 
Experience

UCaaS 
Monitoring
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ZDX Score indicating 
the degradation and 
recovery times in Zoom

Use Case 1: Proactively Detect Applications Outages With AI

ZDX Web Probe 
metrics indicating 
502 errors

ZDX Score highlights 
Zoom outage ZDX AI-Powered 

root cause 
analysis

Zoom Outage – Global issues in September 2022
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ZDX AI-Powered 
root cause 
analysis

ZDX AI-Powered root cause 
analysis indicates the reason 
for the outage

ZDX CloudPath 
showing end user to 
destination

Use Case 1: Proactively Detect Application Outages With AI

Zoom Outage – Global issues in September 2022
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Use Case 2: Quickly Isolate High Latency Between Routers

ZDX Score highlights 
Microsoft Global 
issues

ZDX Score indicating Microsoft 
OneDrive outage and recovery 
(times in IST)

ZDX Score indicating Microsoft 
SharePoint outage and recovery 
(times in IST)

ZDX Score indicating Microsoft 
Outlook outage and recovery 
(times in IST)

ZDX Web Probe metrics 
indicating 503 errors 
(times in PST)

Microsoft Outage – Global issues in January 2023
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Use Case 2: Quickly Isolate High Latency Between Routers

ZDX AI-powered root 
cause analysis indicates 
the reason for the outage

ZDX CloudPath showing 
end user to destination

ZDX CloudPath details 
showing the issue 
between Microsoft Azure 
nodes

ZDX Web Probe metrics 
indicating 503 errors 
(times in PST)

Microsoft Outage – Global issues in January 2023
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Use Case 3: Real-time Detection of SaaS Outages

Salesforce Outage – Global issues in May 2021

Salesforce CTO

Global ZDX Score for SFDC drops significantly
Global view of impacted Zscaler employees on 
May 11, 2021, between 2-5 pm PST
Automated alert triggered, updating NOC team 
in real time
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Use Case 4: Detecting Regional Performance Issues

Microsoft 365 Outage – Regional Issues in February 2021

Baselined ZDX score shows 
performance degradation 
when compared to unaffected 
users

2

Regional m365 performance 
issues affecting Zscaler west 
coast employees

1
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PFT of 3.5s and above

Use Case 5: Network Latency Inside the Microsoft Network

Sub-optimal routing within the Microsoft Network Causing bad user experience, detected with ZDX

Bad ZDX Score trend 
observed for a given 
user when accessing 
Sharepoint Online

1

Sustained high Page Fetch Time 
(PFT) value indicates it takes 2x to 
load the page for the impacted user 
during the time window

2

High latency observed 
upstream from Zscaler Data 
center to destination 
service (Sharepoint)

3

Hop by hope analysis 
indicate sustained high 
latency within MSFT 
backbone network

4
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Use Case 6: Detecting Hop-By-Hop Network Issues 

Local ISP hop exhibits high latency

Majority of latency is from 
the ISP last mile

3

ZDX identifies 
corresponding spikes 
in network latency 
reaching 518 ms

2

ZDX shows 
intermittent 
slowness affecting 
all applications

1
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Office
HomeHome

Use Case 7: Baselining Performance Between Office and Working from Anywhere

Spotty performance 
while working from 
home

1
Excellent 
performance when 
working from the 
office

2

ZDX identifies that 
home performance 
issues are caused 
by local ISP

3
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Use Case 8: Detecting Employee Home WIFI Issues

Weak Wi-Fi signal

This high latency 
corresponds with a 
drop in Wi-Fi signal 
strength

3

ZDX show 
degradation in app 
performance caused 
by high network 
latency

1

ZDX shows very 
high network 
latency between 
device and AP

2
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Use Case 9: Detecting High CPU Causing Application Degradation

End user device performance issues

This is the September 
2020 m365 outage

1

Next day after outage, ZDX 
show continued slow m365 
performance

2

ZDX identifies that a multi-hour CPU surge was 
causing slowness

3
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Use Case 10: Scheduled Anti-Virus Impacting Performance Across Users

ZDX shows degradation 
in user experience at 
certain time each day

1

ZDX alerts on high CPU 
affecting many users at 
this same time

2

ZDX shows multiple users 
seeing large CPU spikes at 
the same time caused by AV 
process

3
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Use Case 11: Visibility into Private Applications via ZPA

ZDX provides CloudPath visibility 
for private apps over the Internet all 
the way to the destination

1

ZDX identified 2x increase 
in end-to-end latency 
causing degradation in user 
experience

2

High network latency 
observed in customer’s 
private network

3
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Use Case 12: Call Quality Monitoring for Microsoft Teams

ZDX shows degraded 
Teams meetings

1

ZDX then lists the 
Teams meetings, 
participants and their 
call quality scores

2

ZDX shows detailed call 
quality metrics for the 
troubled user

3

ZDX provides network 
analytics during the 
Teams meeting

4
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Device Health
CPU | Memory | Disk I/O
N/W I/O | Bandwidth | Processes

Device Health
CPU | Memory | Disk I/O
N/W I/O | Bandwidth | Processes

Meeting Session
Audio : Latency | Jitter | Loss I/O | MOS 
I/O
Video : Latency | Jitter | Loss I/O
Sharing : Latency | Jitter | Loss I/O

Meeting Session
Audio : Latency | Jitter | Loss I/O | MOS 
I/O
Video : Latency | Jitter | Loss I/O
Sharing : Latency | Jitter | Loss I/O

ALL USERS

High latency
between Hotel 
gateway and ISP

Service Desk Quickly Troubleshoots & Resolves Poor User Experience
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High latency
between ISP and 
Microsoft 
datacenter

Network Operations Proactively Monitor and Optimize Performance



Complete platform for 
securing data on all channels

Zscaler Data Protection

Cédric Blöchlinger
Principal Sales Engineer
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Top challenges with Data Security

Controlling 
Distributed Data

Cloud Data to grow from
33 ZB to 175 ZB by 2025

Protecting 
Clouds
95% of workloads will 
be in the cloud by 2025

Sensitive Data

Securing a mobile workforce

Any Device Any Location

Web

SaaS

PaaS

IaaS
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Data protection with point products is too complex

WebSaaS PaaS IaaS

Business Challenges

Too Many Tools
Multiple DLP Engines and Policies

Too Many Alerts
Missed incidents and slow 
investigation

Complex Deployments
Difficult to administer, lack of agility

Not purpose-built
Not architected for the cloud scalability

On-prem DLP

Web DLP

Endpoint DLP

OOB CASB 

BYOD 
Reverse 

Proxy

Email DLP

3rd Party 
SaaS Apps DSPMSSPM

Private App 
DLP

Inline CASB 
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Comprehensive Platform to Secure, Simplify and Transform your Business 

IaaS/PaaSInternet
Data 

CenterSaaS

Posture Cloud

Secure Data-
at-Rest

AI Cloud

Turn Data into 
Knowledge

Secure
Communications

Inline Cloud

Secures SaaS, Public 
Cloud and Endpoint Data

Discovery, Classification, 
Posture Assessment (API)

Delivers Business  
and Cyber Insights

Leverage telemetry from 
trillions of daily transactions

Business policies securely connect 
users, devices and apps over any network 

IoT / OTWorkloadsUsers B2B
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Cyber Threat Protection
Prevent compromise 
and lateral movement

Globally Distributed Cloud: 150+ Data Centers, China Connectivity, Peering, BCP/DR 

Solutions Across Four Key Areas

Zero Trust Connectivity
Workforce, Third Parties, Customers, Branches, Factories, Public Clouds, Data Centers 

Business Analytics
Knowledge from trillions of daily telemetry signals

Zscaler for Users Zscaler for B2B Zscaler for IoT / OTZscaler for Workloads0"

Data Protection
Prevent data loss, 

inline and API
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Public

Public

Secure 
IaaS/PaaS Data

SaaS

SaaS

Secure 
SaaS Data

Comprehensive, Unified Data Protection Across All Channels

Built-in workflow automation. Integrations with third-parties, including ServiceNow, Slack and Teams.

Scans SaaS 
Apps

Scans
IaaS & PaaS

SaaS Public CloudInternet

Scans Endpoints

Scans Data-in-Motion

Discover Shadow IT & Risky Apps

Discover Data In-Motion & At-Rest

AI-Powered Auto Classification

Internet

Secures User, Workload & IoT/OT traffic

Inline DLP & TLS Inspection 

Browser Isolation / Pixel Streaming

Public 
CloudDC

Proxy Inspection 
(TLS)

All traffic

AI-Powered Discovery & Classification

Sensitive data & risky apps?

Secure Data-in-Motion

Prevent data loss across all channels?

SaaS

Secures SaaS/Endpoint Data (CASB, SSPM, eDLP)

Secure IaaS/PaaS Data (Posture Control)

SaaS Supply Chain

Secure Data-at-Rest

Configured correctly? Exposure?

Public Cloud

AI-Powered 
Isolation Stream 
Pixels

Cloud 
Browser

Internet

Scans EndpointsSecure Endpoint Data
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SaaS Internet IaaS/PaaS

Advanced Classification
Inline and At Rest

All data and channels

APIAPI

AI Discovery and Classification

45

Real-time Discovery

8,000

Total Files

In top 10 ML 
categories

Securities & Exchange 
Commission forms 320

Medical Documents 240

Mortgage Documents 160

Immigration and
Passport 80

SSN 77

Unsanctioned File Sharing apps

Apps Not PCI Certified

Uploads to Personal Email 

Evasive Collaboration Apps

33%

23

17%

300

18

4%

3%

2%

2%

<1%

AI-Powered Data ClassificationShadow IT Discovery

Dormant Third-party Apps

90k+ cloud app 
discovery catalog

75 risk attributes 
per app

27 thematic 
ML-based categories

Sophisticated AI/ML algorithms 
(NLP, lemmatization, clustering) 
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Unified Policy Engine
Consistently Applied, Globally

Internet Public 
Cloud

Managed Device

Secure Data in Motion

46

Contextual
• Cloud App Control
• Tenancy Restrictions
• File Type Control

Classification
• Structured: EDM 
• Unstructured: IDM
• Images: OCR 

Third-Party Integration
• Microsoft Tag Enforcement (AIP/MIP) 

Pre-defined & Custom Dictionaries
• PII, Source Code, Credit Card, 100+ more
• Regex and ML-based

Inline, Real-time Enforcement

Unmanaged Device E.g. access SAP from BYOD (stream pixels)

Prevent Loss to Unmanaged Devices
VDI Alternative

Block source code going to GitHub 

Enable secure Generative AI use: block 
uploads that violate DLP policies

Allow, Notify and Educate end-users uploading 
documents labeled confidential to OneDrive 

Flexible Configuration Options
Allow, Block, Warn, Justify

Cloud 
Browser

Stream Pixels
Browser Isolation (SaaS & Public)

Prevent download, copy, paste, print

SaaS

Prevent Data Loss
Inline DLP, TLS Inspection

All Ports and Protocols
Email: MAPI over HTTPS
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IaaS & PaaS 

Public Cloud

Agentless, 
APIsAPIs

SaaS

SaaS 

APIs

SSPM
Misconfigurations 

& compliance

API CASB
Collaboration control

SaaS Supply Chain
Secure third-party apps

Secure SaaS Data 

Scans data on 
Endpoints

Secure All Data at Rest - SaaS, Public Cloud and Endpoint

47

Internet

Secure Data with Endpoint DLP
• Removable storage, network shares, 

printing, personal storage sync

Secure IaaS/PaaS Data

Service & Data Discovery
Data stores like S3, VMs, 

Containers, RDS, Mongo DB

Posture
Misconfigurations, excessive 
permissions, vulnerabilities

Actionable Insights
Correlate and prioritize risk.  

Auto-remediation

Secure IaaS data with DSPM
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Comprehensive Data Protection

48

Extensible Platform Enables Rapid Innovation

AI-Powered Discovery 
& Classification

All Data Sources
Inline Web, SaaS, Public 
Cloud, On-prem Apps, 

Endpoint

AI/ML-Powered 
Classification

Structured, Unstructured, Images 
(EDM, IDM, OCR), Thematic categories

3rd Party Integrations
Microsoft AIP/MIP Labels
Titus Tags, Boldon James

Shadow-IT
Sanctioned and Unsanctioned Apps,  

Generative AI/Chat GPT, App risk  

Web Email
Secure Data Across Microsoft 
Exchange & Corporate Gmail

Secure Data-in-Motion

Cloud DLP
Full SSL Inspection, Inline 

Enforcement, Monitor & Block Mode  

Browser Isolation
Sensitive Data on BYOD and Unmanaged 
Assets, Pixel Streaming, Granular Policies

Workflow Automation
User Coaching & Justification  

Integration with Slack, Teams, Service Now  
Case escalations

Secure Data-at-Rest

SSPM & Supply Chain Security
SaaS Misconfiguration, Compliance Violations, 

Risky 3rd Party Apps and Browser Plug-ins

Endpoint DLP
Scan Data-at-Rest, Control USB, Removable 
Disks, Printers, Sync Clients, Network Shares

API CASB
Secure SaaS Collaboration, Public Shares, 

External Collaborators, Quarantine 

Data Security Posture Management
Find data stores, understand risks 
and improve security and posture
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The business value of Zscaler Data Protection

Costs Savings

$2.1M annual 
savings

385% ROI  
over three years

Risk Reduced

173% more 
incidents identified

27% faster 
data loss resolution

Operations Improved

37% faster 
deployments

22% more efficient 
IT teams

Avg. organization interviewed

A Zscaler customer survey:
Benefits of Zscaler Data Protection

Employees: ~33k
IT Staff: ~3700
Revenue: $7.79B

Branches: ~75
Apps Supported: ~800
Cloud VMs: ~300

Full Report
zscaler.com/idc
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Workflow 
Automation

3rd Party 
Logging

Adv. Incident Mgmt.

Easily manage, assign 
and escalate incidents  

Stop data loss to Web and SaaS

Secure data in SaaS and Cloud Apps

Web 
DLP

Web 
Email

Private App 
DLP

CASB 
with DLP

SaaS Security 
Posture Mgmt.

Browser Isolation 
for BYOD

Data Protection Advanced

Adv. Classification 

EDM IDM OCR

Secure custom data, forms 
and screen shots

Endpoint
(add-on or in 

Data Protection Unlimited)

Endpoint 
DLP

Secure 
device data

Data Protection Prime
(Data Protection Advanced + 3rd Party + Adv. Classification + Adv. Incident Mgmt.)

Getting started with Zscaler Data Protection

Endpoint 
DLP

APIAPI

Browser 
Isolation

Internet 
Private 
AppsEmail SaaS

IaaS & 
PaaS 

BYOD

A unified approach for reduction of cost and complexity

3rd Party App Security

Zscaler
AppTotal

Control risky SaaS 
Platform connections
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Ready to see Zscaler Data Protection in action?
3 Minute Feature Videos

See a quick demo of key data protection features

Indexed Document 
Matching (IDM)

Optical Character 
Recognition (OCR)

DLP Dictionaries 
and Policies

DLP User 
Notifications

Exact Data 
Match (EDM)

Tenancy 
Restrictions

CASB Shadow IT
Discovery

CASB Collaboration 
& Sharing Mgmt

BYOD Control with 
Browser Isolation

SaaS Security Posture 
Management (SSPM)

Watch Videos

zscaler.com/data-demos
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What sets Zscaler Data Protection apart? 

52

Industry’s most comprehensive data protection platform
Inline DLP, CASB, endpoint, email, private apps, workloads, cloud misconfigurations, SaaS supply chain

Proven Inline Proxy Architecture
Over 4,000 enterprise customers doing real-time inspection to prevent data loss 

AI-Powered data discovery and classification 
Data-in-motion, Data-at-rest (endpoint, SaaS, Public Clouds)
No ongoing manual tuning which is required for policy-based classification  

Integrated incident workflow automation
User coaching, escalations

3rd Party app discovery and risk assessment (SaaS supply chain)
Extensive app risk database with >90K apps, 130K browser extensions 
App Sandbox determines risk score and can automatically revoke permissions 

Extensive endpoint DLP capabilities, no additional agents
All channels: USB, printers, network shares, cert-pinned apps, removable drives
Offline policy enforcement when a device is disconnected from the networks 



Thank you!
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Forrester Wave for SSPM

(SaaS Security)

54
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Wave Released: Q4 2023

A grey bubble or open dot indicates a nonparticipating vendor
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The Only Leader in SSPM Wave for SaaS Security

“ Zscaler provides a rich SaaS application catalog
and powerful shadow IT detection

Zscaler Advanced SSPM
Strongest offering and strongest strategy

Strengths highlighted
• Versatile Shadow IT and Data Protection capabilities
• Extensive SaaS App Catalog
• Extensibility & integration surpass the competition

Excellent Wave Scoring
Perfect scores in 7 out of 12 categories for offerings

Read the report

Zscaler, Inc. All rights reserved.© 2022

AI-Drive Data Discovery
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Data Timelines Top Data DestinationsTop Users

Discovered data leaving the organization

Find, Understand and Control data with ML-Powered Discovery

ML-Powered 
Data Discovery

See all data risks with ease

Pivot to policy creation 
in a few clicks

Accelerated deployments –
no administration needed!

Zscaler, Inc. All rights reserved.© 2022

Endpoint DLP
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Zscaler Endpoint DLP:  Streamline & simplify device protection 
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Zscaler 
Endpoint DLP

Centralized 
DLP Policy

Quick Deployment
Leverage existing Zscaler DLP policy

Unified Policy
Consistent alerting across endpoint, inline & cloud

Streamlined, consolidated agent
Lightweight with minimal performance impact

Faster Incident Management
Forensics, dashboards & workflow automation

Benefits

Streamlined Protection
Use single DLP policy and unified agent.

Removable 
media

Network 
shares

Printing

Personal 
storage sync

Endpoint Channels Protected:

Zscaler Endpoint DLP DLP

Unparalleled Visibility
See data movement instantly, no policy required.
Works online and offline.

Zscaler, Inc. All rights reserved.© 2022

Workflow Automation
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Justification Escalate
“It’s ok –

needed for 
business”

User

“Train user on 
correct policy”  

People Manager & HR

Resolve
Close Incident & 
Create Workflow

DLP Admin

Streamline incident management with Workflow Automation

Data 
Incident

DLP Admin

Workflow Automation
Justify incidents while 

enabling user coaching

Automate repetitive tasks 
(notifications, escalation, ect)Full Incident details and forensics

Incident Notification:

A violation needs 
your attention

Incident Link

Please provide 
justification

It’s Ok.
Needed for business

Engage and coach 
users on violations

HomeData in Motion
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Third Party App Security
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The risks associated with the Third-Party Apps

Sign In

UnknownApp wants to 
access your Google Account

• Connect to external service
• View your email
• Read, write, delete files

developer@unknownapp.com

This will allow UnknownApp to:

IT installs hundreds of 
SaaS Platform Apps

1

Users connect thousands of 
unapproved & risky apps

2

The 
results?

3

These third-party app risks increase potential for data loss

Over-privileged
Does it really need the privileges it asks for?

Potentially Harmful
Is it really what is says it is?
Has it been compromised?

Vulnerable
Where can it connect to or from?

Data Leakage
Has data left your platform?
Where was it copied to?

Zscaler, Inc. All rights reserved.© 2023

Zscaler AppTotal: Secure SaaS from risky third-party apps

Asses connections
Comprehensive app risk library

Reduce attack surface
Revoke unused or risky apps

Enforce Governance
Control future app connections

Control Third-party Apps

Risky
Third-party App

HomeData at Rest
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Generative AI

65
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Data risks associated with Generative AI

Internal source code
“Take my code and optimize it”

Confidential content creation
“Make my acquisition notes
into a press release”

Sensitive analysis
“Analyze these pipeline 
numbers for trends”

Acme Workforce

Data Risks

Public or Competitors ?
“Tell me about Acme” 

! “I know A LOT
about Acme!”

Acme 
Intelligence
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Securing sensitive data from Generative AI

Internal 
source code

Confidential 
content creation

Sensitive 
analysis

Acme Workforce

Data Risks Public or Competitors ?
“Tell me about Acme” 

“Only what I can 
find on Wikipedia”

No Acme 
Intelligence

Block sensitive data

ChatGPT

DLP Inspection Policy

Control access

AI and ML Applications

URL Filtering Policy (All Apps)

Cloud App Control (ChatGTP)

Productivity and CRM

Secure Browsing
Browser Isolation
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Configuring Zscaler policy for Generative AI

68

Block Sensitive Data | DLP Inspection Control Access | Cloud App Control 
URL Filtering
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DSPM

69
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Zscaler Posture Control

Posture 
Control

Find data stores
• S3 
• VM, Containers 
• RDS
• Mongo DB

Discover & 
Classify Data

1

Understand risks
• Misconfigurations
• Excessive permissions
• Vulnerabilities
• Cloud Activity

Map & Track 
Exposure

2

Develop Policies 
• Actionable Insights
• Correlate Events
• Prioritize Risks

Remediate
Risk

3

Enforce Controls 
• Granular Policies
• Secure All Channels

Improve 
Posture

4

Posture Control needs to be combined with Data Security for Web, SaaS, Email and Endpoint
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Supporting Slides
- Single & alternative slides
- Deeper discussions
- Analyst slides
- Case studies
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Powered by a best-in-class Data Protection Engine

Machine Learning
Unmatched detection intelligence

Continuous learning across 
170M+ daily files

Adv. Data Classification
Customize detection with EDM, IDM & OCR

Protect custom data & list, 
documents, and screen shots

Microsoft Information Protection
Integrate with existing ecosystem

Block tagged data inline &
write tags for data at rest

Data Loss Prevention (DLP)

Cloud Access Security Broker (CASB)

Shadow IT Discovery
Stop risky app usage 

Comprehensive
cloud app catalogue

Tenancy Restrictions
Granular control over account usage

Full control over corporate vs 
personal account usage

Collaboration Management
Prevent risky data sharing

Unified DLP to help find and 
revoke sensitive data sharing
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Secure data in motion
Web, Email, Private App DLP

Protect data at rest
CASB with DLP, SSPM

APIAPI

Secure BYOD access
Browser Isolation

Pixels

Secure device data
Endpoint DLP

Internet 
Private 
AppsEmail SaaS

IaaS & 
PaaS 

Zscaler’s solution to Data Protection
Reduce cost and complexity with a holistic approach to risk reduction

Powerful Data Classifications
ML-powered Data Discovery
EDM, IDM and OCR
UEBA adaptive access

Simplify Operations
Workflow automation w/ user coaching
Robust SIEM and ITSM integrations

Unified Platform
Secure all channels
Unlimited SSL Inspection
Unified agent

Zscaler, Inc. All rights reserved.© 2022

Internet
Public 
CloudSaaS

Unified Threat & 
Data Protection
Fully integrated SSE 

for risk reduction

World's Largest 
Security Cloud

250B daily transactions
175k daily threat updates

Delivering Data Protection with Zscaler Zero Trust Exchange 

Complete Data Protection: 
How to stop both External and Internal Threats

Required Steps

Proven, scalable SSL inspection 
across everything

Full 
Visibility

1

Secure internet, stop ransomware 
and breaches (SWG/Sandbox)

Block Risky 
Destinations
and Threats

2

Block risky, personal and email apps
(CASB/DLP)

Block Risky
Apps

3

Control sensitive data in SaaS
(CASB/DLP)

Secure 
Cloud Data

4
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Private 
Apps

Secure data on Endpoints

Stream data to BYOD as pixels
with Browser Isolation

Prevent Internet & 
Cloud App data loss

Block sensitive data with  
DLP for Inline, Email & Private Apps

Web,
SaaS & Email

Protect Cloud 
App Data

Prevent data oversharing 
and exposure with CASB

Control Cloud 
Posture and Data

Close misconfigurations and control 
native apps with SSPM

Pixels

How Zscaler secures all your data channels

Secure data on managed devices  
with Endpoint DLP

SaaS & IaaS

What sets Zscaler Data Protection apart?

Zero Configuration Data Protection: Innovative auto data discovery

AI/ML Powered:  Improved accuracy with less false positives

Proven:  Worlds largest, most deployed inspection cloudEndpoint DLP
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What makes Zscaler data protection different?

Managed endpoint

VPNWeb 
DLP

On-
Premise 

DLP

On-Premise 
Proxy

Web content
(split tunnel)

Data At Rest

Data 
In

Motio
n

OOB CASB

BYOD

Reverse
Proxy

CSPM

SSPM

DLP Policy #1

DLP Policy #2

DLP Policy #3

Unified platform SWG/CASB
No overlay complexity

Enterprise DLP Protection
Protect all channels

Posture management
Unified SaaS/IaaS/PaaS

Management
Unified visibility & administration

Legacy complexity Simple, modern architecture

SaaS PaaS/Data Storage

ZERO TRUST  
EXCHANGE

Managed Endpoint

BYOD
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Security 
Service 
Edge
(SSE)

Wan 
Edge

Decryption

SWG

ZTNA

CASB

FWaaS

Browser 
Isolation

Consistent User Experience
Zero-trust access

Consistent Security Policy
Threat and Data Protection

SD-WAN

WAN 
Optimization

Routing

SaaS 
Acceleration

SASE
Frameworks for Cloud Security Platforms

Secure Access Service Edge (SASE)

vs.

Security Service Edge (SSE)

Understanding Cloud Security Platform Frameworks

Zscaler, Inc. All rights reserved.© 2023

GigaOm Radar Report:  Cloud Access Security Brokers (CASB)

Key Criteria
Received highest “Exceptional” ratings:
• Real-time Data Protection
• Multi-Mode CASB
• UEBA
• Malware and Vulnerability Detection
• SaaS Application Portfolio
• Enterprise Integration

• Ease of Use
• Quality of Experience
• TCO & Support

Evaluation Metrics
Received highest “Exceptional” ratings:

Zscaler CASB
Identified as a Leader and Innovator
Expected to outperform other vendors

Read the Report
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90,000+
employees

150
Countries

Data Protection

Scott Ostrander, Sr. Director, Enterprise 
Security Engineering, Medtronic

“
Medtronic is seeing great results and 
efficiencies by using Zscaler for 
securing data movement and 
reducing complexity

Watch His 
Testimonial

Problem

Securing sensitive and proprietary data

Improve visibility over data movement

Disjointed solutions slowing down operations

Solution

Zscaler Internet Access for secure Internet & SaaS

Zscaler DLP across all SSL

Zscaler CASB for cloud app control

Benefits

Full inspection and visibility across SSL traffic  

Reduction in cost and complexity

Unified platform simplifies operations and workflows

Zscaler, Inc. All rights reserved.© 2023

Serves companies worldwide 
and their 1B+ users

Data Protection

“
Instead of taking several hours to find 
the problem and resolve it, it took me 
only five to 10 minutes.

Read His 
Testimonial

Problem

Challenges with scaling protection across all users

Lack of consistent, universal protection policies

Missing visibility to all data movement

Solution

Zscaler Internet Access for secure Internet & SaaS

Zscaler DLP/CASB for sensitive data

Zscaler Adv. Classification (OCR) for custom data

Benefits

Complete control over data across all users, in all locations

Improve protection over images and PDF’s with OCR

Saves hours daily for security administration

Leo Lovishchuk, Cloud and Network 
Service Manager, Protegrity.
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Michael Baker, VP & CISO 
General Dynamics Information Technology

“ Partnering with Zscaler was the right 
decision.   Within a month we had real 
noticeable risk reductions.

180,000+
employees

Federal 
Contractor

Data Protection

Solution

Zscaler Internet Access for secure Internet & SaaS

Zscaler DLP for sensitive data in motion

Zscaler CASB for sensitive data a rest

Problem

Reduction of data risk across internal and external threats

Consistent policies on and off network, and for home users

Maintaining strict data compliance regulations

Benefits

Full protection, at the edge, for a fast experience

Improved operational management with zero-trust policies

Impactful risk reduction across all users, devices and locationsWatch His 
Testimonial

Zscaler, Inc. All rights reserved.© 2022

Healthcare

82

Industry Leaders partner with Zscaler for Data Protection (NA)

Users: 65k

Users: 41k

Users: 61k

Users: 300k

Users: 47k

Users: 66k

Users: 45k

Users: 62k

Users: 59k

Users: 25k

Users: 24k

Users: 11k

Users: 52kUsers: 106k

Users: 115k

Users: 21k

Users: 80k

Users: 58k

Users: 95k

Users: 66k

Users: 60k

Users: 170k

Financial & Insurance Manufacturing Retail & Food High Tech

Users: 55k

Users: 25k Users: 39k
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Users: 12k

Users: 68k

Users: 25k

Users: 18k

Users: 59k

Users: 9k

Users: 9k
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Industry Leaders partner with Zscaler for Data Protection (EMEA)

Financial & Insurance Services & Retail Energy & Transport High Tech & Telecom

Users: 13k

Users: 60k

Users: 40k

Users: 38kUsers: 50k

Users: 105k

Users: 45k

Users: 20k Users: 14k

Users: 14k Users: 6k Users: 5k

Users: 20k
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Industry Leaders partner with Zscaler for Data Protection (APJ)

Users: 67k

Financial & Insurance Manufacturing & High Tech Retail & Food Gov, Services and Health

Users: 34k

Users: 14k

Users: 25kUsers: 115k

Users: 105k

Users: 30kUsers: 50k Users: 10k

Users: 5k Users: 30k

Users: 35k

Users: 58k

Users: 20k

Users: 11kUsers: 2k
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Supporting Technical Slides
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Prevent data loss to Internet and SaaS
Inline Protection:  DLP and policies for users, servers, workloads and IoT/OT

Inspect ALL content with full inline SSL inspection
On/off network – All ports/protocols

Context and Content-aware DLP

Inline DLP for Web, Email and Private Apps

Predefined and customizable dictionaries for PCI, PII, PHI, GDPR etc.

Why Zscaler? Avoid outages with worlds most proven inline inspection cloud.

Microsoft Information Protection (MIP) Integrations

Enforce or write tagging for data inline and inside SaaS apps
Servers & 
workloads

Advanced Data Classification

EDM:  Match on custom data to reduce false positives

IDM:  Fingerprint sensitive documents for blocking

OCR:  Find text in images and block

Internet
& SaaS

ZERO TRUST  
EXCHANGE

Users, servers, workloads and IoT/OT

Private 
Apps

Data 
Center Private 

App DLP
Web DLP

Email DLP

Top Secret
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Secure data on BYOD and Unmanaged devices

Isolated 
Browser

Unmanaged Device 
(BYOD)

External 
or Internal App

BYOD Portal

Internet
& SaaS

Secure access without 
Reverse Proxy limitations

Data as
Pixels

App Portal for BYOD Devices

Use Cases:

B2B/Partner: 
Access to SFDC data, but 
no cutting and pasting

Workforce: 
Enable SAP access on 
untrusted device

Full App Support
Host any external or internal app

Granular Policies
Flexible control over data access

Stop Data Loss
Prevent Copying, Downloading or Printing 
(via pixel streaming)
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Multi-mode CASB and SSPM for complete cloud app control 

Customer List246

98 PCI72

Remove external collaborators

Remove Sharing

Apply Microsoft AIP Tag

Find and 
secure data
CASB/DLP

Stop malware
CASB/Sandbox Quarantine Malware

Remove MalwareVirus32

Spyware15

Why Zscaler? Reduce point product complexity with a unified platform 

Fix misconfigurations
SaaS Security Posture Mgmt. (SSPM)

Set strong passwords

Enable multi-factor authentication

PASS

FAIL

SaaS

API
Scanning CASB 

and SSPM 
(Out of Band)

Top Secret

Users, data centers, workloads and IoT/OT

Risky 
Apps

Internet

Real-time 
CASB 
(Inline)

Scan Cloud 
Data

Full visibility for risky apps and shadow IT

Control unsanctioned apps 
& tenancy restrictions

Robust cloud 
app catalog

Thousands of app definitions 
with in-depth risk attributes

Protect SaaS data from risky exposure

Control sharing and secure SaaS data

API Support Over 20 supported apps from Microsoft, Google, AWS, Atlassian and more



89Zscaler, Inc. All rights reserved.© 2022

Protect public cloud data and workloads

Availability Zone

VPC 1

Prevent data 
loss inline

Internet

Close exploitable 
misconfigurations

Stop data 
exposure

Top Secret

PaaS/IaaS

Unsanctioned

• Predefined dictionaries and engines for PCI, GDPC, ect.

• Custom dictionaries via keywords and patterns

Stop loss with real-time Data Loss Prevention

Prevent cloud breaches and exposure with CNAPP

• Close exploitable gaps with Cloud Security Posture Mgmt.

• Remove dangerous permissions with Cloud Infra. Entitlement Mgmt.

Why Zscaler? Avoid operational complexity with a unified approach 

• Find sensitive data and control exposure

• Find and remediate malicious malware

Unified protection across DLP and CNAPP (Cloud native application protection platform)

Zscaler, Inc. All rights reserved.© 2023

Granular 
Artifact 
Control

Email
notification DLP 

Admin

Contextual reporting and real-time alerts
DLP incident details are sent to auditor’s mailbox

Secure
ICAP

Third-party 
DLP Server

Secure ICAP forwarding
Supports integration with third-party DLP solutions

Real-time
log feeds SIEM 

Server

SIEM integration
Stream real-time logs via NSS to an external SIEM for further insights 

SIEM 
Cloud

Data protection: reporting, analytics and incident management

Internet
& SaaS

Private 
Apps

Zscaler
Workflow 

Automation

Centralized Incident management 
Streamline workflows across IT and workforce.  Integrate with ITSM.

ZWA
ITSM or 
Cloud Storage
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Stopping ransomware data loss

Stop sensitive data exfiltration
(Inline DLP)

Stop inbound malware from propagating
(API CASB)

Prevent misconfigurations & breaches
(CSPM)

Prevent account/credential abuse
(CIEM)

Protect sensitive data at rest
(API CASB)

Improve security posture
(SSPM)

Phishing 
email

Steal 
credentials

Move 
laterally

Steal
data

Install 
ransomware

Demand 
ransom

Malicious
macro

Install
malware

Own 
domain 

controller

Improve security posture
(CSPM)

Public Cloud

ZERO TRUST  
EXCHANGE

SaaS Internet

API API

How Zscaler Data Protection helps break the ransomware lifecycle
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Define custom phrases & patterns with 80 custom dictionaries

Preconfigured 
data patterns

Described 
content

Inspection Category

Single & multi word 
keywords with proximity

Regex

Trained 
data sets

Pre-trained 
engines

Inspection Technique

Fingerprinting Structured 
fingerprints (EDM & IDM)

Define custom 
phrases and 
patterns with 
80 custom 
dictionaries

• Social security # (US)
• National insurance # (UK)
• NRIC # (Singapore)

• Citizen service # (Netherlands)
• National ID # (Hong Kong)
• Social insurance # (Canada)

• Card expiration & CCV 
• First name, last name

• Credit card number
• Financial statements

• CPT & ICD codes
• High value documents/forms

• Medical information
• Medicare number

Zscaler content inspection capabilities & custom dictionaries
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shouse
user

prodmgmt
group

Firewall or 
proxy

(limited visibility)
172.16.1.12

source IP
64.81.2.24

destination IP
TCP/443
destination port

SSL
protocol

HTTPS
protocol

HQ
location

file sharing
URL category

Power Point
file type

jumpshare
application

“Confidential”
content

upload
app function

File type control
Restrict upload/download 

by types of files

Cloud App Control
Control use of sanctioned 
and unsanctioned Apps

Context driven

Cloud DLP
Classify industry and custom 

data to prevent loss

Content driven

Inline inspection
(classification engines)

SSL decryption
(full visibility)

Full contextual visibility with Zscaler classification engine 
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How Exact Data Match works

Zscaler Index Tool
(EDM & IDM)

Hash cells on-prem

Hashes 
Only

To: HR@vendor.com

Jim Smith said his correct 
social # is 409-49-2027.  

Please update

Regards,
Accounting

SaaS
PaaS/

Data StorageInternet

CSV

Custom structured data

Name Credit Card SSN Street Address City Zip Code

Jim Smith 4716653795988590 409-49-2027 123 Main St Burbank 91505

Jane Doe 5163272601356640 679-10-1537 456 Central Ave Burbank 91505

Structure custom data you want to secure1

Index data and send only hashes to Zscaler2

Zscaler ready to find custom data3

Prevent data loss with DLP block policies4

Benefits of Zscaler EDM

• Secure high value sensitive data:
PCI, PII, HIPAA, Inventory codes, membership #s, ect.

• Reduce DLP false positives
Ex: Trigger on meaningful SSNs, not all SSNs

• VM-based Index tool keeps things simple 
High-value data doesn’t leave premises
Used for both Exact Data Match & Indexed Document 
Matching

Secure custom data with Exact Data Match
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SaaS
PaaS/

Data StorageInternet How to use Indexed Document Matching

Zscaler Index Tool
(EDM & IDM)

Fingerprint 
document or IP 

on-prem

Document/IP 
Fingerprint

Identify high-value form or IP to protect1

Fingerprint form or IP with index tool2

Zscaler ready to find other instances of form or IP3

Prevent data loss with DLP block policies4

Benefits of Zscaler EDM

• Secure high-value documents and IP from loss

• Managed docs with ease by mounting SMB drives
Index up to 100GB of files

• Powerful VM-based Index tool
Fine-tune detection with adjustable match accuracy
Used for both Index Document Matching & Exact Data Match

Document

Intellectual Property
<script>
document.getElementById("demo").inner
HTML = "Hello JavaScript!";
</script>

Tax forms
Medical forms

Manufacturing forms
High-value forms

Source code
Trade secrets

Document

Secure custom forms and IP with Indexed Document Matching
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Better protection with Advanced Data Classification

Zscaler 
Index Tool

Hashes 
Only

ZERO TRUST  
EXCHANGE

SaaS
PaaS/

Data Storage
Internet

Name Credit Card Soc

Jim Smith 4716653795988590 409-49-2027

Jane Doe 5163272601356640 679-10-1537

Custom structured data

Optical Character Recognition (OCR)

Block sensitive data found in screen 
shots or image files

• Extract text from images
• Scan and block with DLP engine
• Works on embedded images (MSWord)

Exact Data Match (EDM)
Secure high-value data like PCI, PII, 
Inventory Codes or Membership #’s

• index structured data 
• Send hashes to Zscaler for blocking
• Helps reduce false positives

Indexed Document Matching (IDM)
Secure high-value forms like tax, medical 
or manufacturing forms

• Index unstructured data
• Send hashes to Zscaler for blocking
• Works to secure source code and trade 

secrets as well

Machine Learning DLP 
Improve detection accuracy across all 
content - on and off network

• Supervised learning model
• Document clustering
• Term Frequency Inverse Document 

Frequency (TFIDF)
JPG | BMP
PNG | TIFF

Document

High value forms
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Thank you
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