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In a perfect world ...

Clientless Access

Browser Access: Access to Private Web.
Apps.

Privileged Remote Access: Accessto
OT and Private Apps using RDP and
SSH via Isolated Sessions, the end
User only receives a Pixel Stream.

Zscaler Client Connector (2CC)
Lightweight Agent deployed on the end
point (Win, Mac, Linux, Android, i0S),
always on, used to provide the Users
seamless access to Public or Private
Apps, with no User intervention.

(..
—

Corporate U °

Identity Provider

SAML, SCIM

Branch

(SD)WAN Integration
GRE or IPSEC Tunnels from (SD)WAN
Edge o Firewalls to the ZTE in order to
forward traffic to Saas or the Public
Intenet via ZIA.

Depending on the SD-WAN Vendor,
Tunnel provisioning can be automated
using APIs between the ZTE Central
Authority and the SD-WAN Control
Plane.

%
[ cc— N
Servers, Apps, 10T
21
| c——

Zero Trust
Exchange

Isolation Proxy

Secure access to Saa$ applications from
unmanaged endpoints via Isolated Browser to
ensure Users can access Saas applications
securely, with all the defined ZIA policies being
applied and transactions being logged.

The end User only receives a Pixel Stream
DLP policies enforces, no cutipaste, print,
download. Data does not persist.

Cloud Connector (CC)

Lightweight VM builds a TLS session
from the inside out to the ZTE to forward
traffic from Workloads to Intemet or
other Workioads.

Wo>zscaler

Experience your world, secured.

Log Streaming Service (LSS)
Dedicated AC which streams logs from
ZPA 10 SIEM.

Nanolog Streaming Service (NSS)
On prem VM which streams logs from
2ZIAto SIEM.

laaS / PaaS

App Connector (AC)
Lightweight VM builds a TLS session .
from the inside out to

traffic to Private Apps from the Users or
from other Workloads.

Zscaler Internet Access (ZIA)
Zero Trust Access o Intemet and SaaS
Resources.

laaS / Paa$ / DC / Factory

the ZTE to forward

Zscaler Private Access (ZPA)
Zero Trust Access to Private Apps in the.
DC, Iaa$, Paa$ environments.

e e o o o o Traffic to Internet & SaaS

e e o o o op  TraffictoDC/laaS / PaaS

e e o = o o Third Parties Traffic to DC / laaS / PaaS / OT
= w= w= <  Third Parties Traffic to SaaS
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Hub’n’Spoke vs. Full-Mesh
VLANs / VRFs

Routing Protocols

Routing Exchange

MACHELEN
PRG
PIT

AUTO-VPN

AVANTEC
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SD-WAN Benefits and Challenges

Internet / SaaS

O RFC 1918 Routing

N Iy laaS / PaaS

Direct Connect /
Express Route

Local Internet
Breakouts

SD-WAN over the Internet Replaces MPLS
Site-to-site VPNs extend the network to branches, factories, laaS/PaaS, more

'—;ZSCHE( Experience your world, secured.

laaS / PaaS

/
RFC 1918 Routing

=

SD-WAN

HEE

Offl

g Risk of Lateral Threat Movement

A\ Large Attack Surface

(#) Complex Routable WAN

SD-WAN

¥
@ RFC 1918 Routing

©2023 Zscaler, Inc. All rights reserved.

Network Transformation: Zero Trust Branch connectivity

Medium size
branch
Users + Devices
on Internet-only

Café style branch
Users
on Internet-only

b o 0 B

i

75%

f;zsceler Experience your world, secured.

Campus & DC
Users + Devices
Hybrid (Internet + WAN)

Data
Center

o =N

25%
EE——
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Use Case 1
Connect your Branch

f;mier Experience your world, secu|
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... but someone forgot to get rid of the server!

Introducing

Zscaler Branch Connector

AVANTEC

Competence. Security. Trust.
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Z-Connector for Branches / Branch Connector

Plug & Play Appliance

Features
v Zero touch provisioning

v Granular forwarding policy for
Internet, private applications
and direct WAN traffic

v Leverage URL filtering, file
type control, cloud firewall
policies for internet bound
traffic

v Zero trust ZPA policies for
loT devices, servers etc.

v Centralized visibility and
logging

v High Availability
(Active/Passive)

';-.\zscafer Experience your world, secured.

ZT-400

Small to medium
branches

200 Mbps throughput

4 GE ports
TPM 2.0

ZT-BC-400-ESS-PRE

ZT-600

Small to medium
branches

500 Mbps throughput

6 GE ports
TPM 2.0

ZT-BC-600-ESS-PRE

Virtual Appliance

ZT-800 VM

Medium to large
branches

Branch and data center

1 Gbps throughput
8 GE ports
TPM 2.0

KVM, ESXi
Small & Medium VMs

ZT-BC-800-ESS-PRE ZT-BC-ESS-PRE

©2024 Zscaler, Inc. All rights reserved.
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Phased branch deployment

e

Branch Connector as VM Branch Connector HW Appliance Branch Connector as Gateway

f;zscafer Experience your world, secured. ©2024 Zscaler, Inc. Al rights reserved.

.
Branch fixed - well done!
Branch Office Data Center|
(-Q] . INTERNET
Cloud(s)
';-.\zscaier Experience your world, secured. ©2023 Zscaler, Inc. All rights reserved.
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Use Case 2
Terminal Server never die

f;zscafer Experience your world, secured. ©2022 Zscaler, Inc. All rights reserved. 15
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If you just search long enough ...

Branch Office

O
Y —=

Cloud(s}

Introducing

Zscaler VDI Agent

f;&cder Experience your world, secured.
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VDI Agent - Quick Overview

G Qe G
N/

Tunnel Internet Traffic
with User Attributes

VM/Server
registration (mTLS)

VDI Agent*1

[ =) Sl p—- INTERNET
Connector
= Network flow reporting

VDI instance: (Win 10/11 multi-session, Windows RDS) (Proprietary Tunnel)

Light agent *1: a new ZS VDI agent will be installed on the Tunnel Internet Traffic
master image and cloned to the VMs with User Attributes ZPA

(available May)

© 2024 Zscaler, Inc. All rights reserved.
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VDI Landscape Primer

~ Users ™~ — Hypervisor /— Resources —\
N N
@ Ny r
Multi-user none- | e— . . .

persistent
Multi-user . »
persistent

(with UPD or FX)
L
o

Golden Images

Single-user
none-persistent

(with UPD or FX) 0 :
| | MICROSOFT
| INTUNE
Single-user | fa citrix
Persistent — Endpoint Management
\__ Desktop Clones App Distribution

N 7

©2024 Zscaler, Inc. All rights reserved.
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Picture complete

nnnnn
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Use Case 3
Workloads in the Cloud

AVANTEC
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App Transformation Drives Cloud Workloads at Scale -
Compounding the Problem

Lift & Shift

Refactor Cloud First

Monolithic applications
are being lift and
shifted to run
on public cloud.

Legacy applications
are refactored to public
cloud to reap the benefits
of Cloud elasticity

New applications are
built on cloud first
principles to leverage the
Cloud Platform

Driver: More cost-effective

Driver: Modernizing
in public cloud vs on-prem

existing app to leverage
cloud services

Driver: New app to enable
digital transformation, using
cloud architectures
f;zscaier Experience your world, secured.
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Introducing Zero Trust Cloud Connectivity Innovations

Real-time Resource

Security & Segmentation
by User-Defined Tags

Discovery

Cross-cloud

Security & Segmentation
Performance Monitoring

by FQDN, CIDR, IP

Visibility Workload Policies

Expanded Cloud Coverage

Prevents Compromise ZeroTrust
Cyber Protection

Minimizes the
Attack Surface

Leveraging ZIA and ZPA for Workloads

f;zscaier Experience your world, secured.

VDI Security

aws ::: - :
China Region

Eliminates Lateral Stops Data
Exchange

Threat Movement

Multi-session VDI
Security

Persistent VDI
Security

Loss

©2023 Zscaler, Inc. All rights reserved.
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Workload Security and Segmentation by User-Defined Tags

Data Center
Internet
: Granular Policy Enforcement
i : ‘Workload Group = Prod Finance Apps’
: ZET&I;;? i « Cyber Threat, Data Protection
- Private App Access

Internet and SaaS Access

Public
Clouds

B3

Zscaler Admin
— Creates workgroups using tags
Workload Group = Prod Finance Apps
App Finance <AND> Environment Prod

Z-Connectors

Real-time Discovery
Pub-Sub

DevOps
Assign tags to resource types

Resource Type Key Value
VPC Store_East
Subnet App_Tier1
EC2 App Finance
ENI Pay_Internal

Reduce operational complexity by leveraging tag-based policies

VDI Agent

VS

Privileged Remote Access

©2022 Zscaler, Inc. All rights reserved. 26
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Virtual Desktop Infrastructure

S ——— e e = = — = — - — .
s |

é;g B SECURE

v - I o VDI

I
I
I
o |

REPLACE

f;mler Experience your world, secured. ©2024 Zscaler, Inc. All rights reserved.
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Z-Connector Value Proposition

Zero Trust Branch Architecture

External Apps Internal Apps

@ (‘éﬁ"% odta a Zero Trust for everything
I |

No Routable WAN network or Inbound Listeners
Eliminate lateral threat movement and minimize attack surface

Zscaler Internet Access (ZIA) Zscaler Private Access (ZPA)

ZERO TRUST
EXCHANGE

2Z-Connector (Forward / Receive Traffic)
DNS /Bandwidth Control

@ Reduce the Cost & Complexity

Zscaler becomes the default route

Eliminate configuration complexity and ongoing administration

@ Same Cyber threat and Data protection across all sites

Extend branch to Cloud Edge (IPsec) Keep the branch lean and leverage services from cloud edge ( SASE)
1

Eliminate lateral threat movement and minimize attack surface

Traffic Forwarding
(Router or SD-WAN) 10T / OT Systems
Security Cameras

Badge Readers
O& @ E Remote Printing

";zscaler Experience your world, secured. ©2024 Zscaler, Inc. All rights reserved.

Thank you
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