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Zscaler Mission: To Secure, Simplify and Transform Businesses

Delivering a Highly Reliable, Mission 
Critical, Service at Hyperscale

• Cyber & Data Protection

• Zero Trust Connectivity

• Actionable Business Insights 

SaaS Internet
Public 
Cloud

SitesUsers Data Center

An innovative approach to securing and 
accessing data, apps and systems

70% Infrastructure 
Cost reduction

Secure
Reduce Business Risk

Simplify
Eliminate Cost and Complexity

Transform
Increase Business Agility

35x Fewer infected 
machines

1 Day to onboard 
M&A users

Nasdaq-100
Index Member (ZS)

STRONG PUBLIC COMPANY

$1.5B+ ARR
>48% YoY Revenue Growth (FY23)
Cash Flow Positive

MARKET LEADER

40%+
Fortune 500 are customers

40+ Million
Users Secured

TECHNOLOGY LEADER

100% Renewable energy 
DCs, Offices

Daily transactions
20x Google Searches300B+

World’s Largest Security Cloud 

12 Years Gartner MQ Leader 
in SSE & SWG

70+
SaaS Avg: 30

Net Promoter Score

DELIGHTED CUSTOMERS

12+ Years of operational 
excellence
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Legacy security tools inhibit digital transformation

Security User experience Manageability

Can’t inspect SSL/TLS traffic 
at scale

Backhauling leads to poor 
user experience

Constant upgrades & 
inconsistent policies
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Hub-and-Spoke Network

IT and Security are becoming business enablers 

Castle-and-Moat SecurityCastle-and-Moat Security

Apps 
DC

Data is everywhere

This worked well when the DC 
was the center of the universe 

AWS

Azure 
West

AWS 
East

GCP

Internet

Zero Trust Architecture
Securely connects authorized users, devices 

and workloads using business policies. 

Better cyber threat and data protection

Fast user experience
Reduced cost and complexity 

Azure

SaaS

Internet

AWS

ZERO TRUST  
EXCHANGE

IaaS/PaaSSaaS

Users Users

Better Decision Making   |   Improved Productivity and Collaboration   |   Reduced Cyber Risk   |   Reduced Cost and Complexity

Challenges: Architectural change (network and security). Mindset and cultural change (Inertia, status quo)

Application Transformation
Datacenter to SaaS, IaaS, PaaS

Network Transformation
Hub-n-spoke to Direct Connectivity

Security Transformation
Castle-n-moat to Zero Trust Architecture+ =+

Secure Digital Transformation

Delivers Competitive Advantage
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Digital Transformation requires Zero Trust Architecture

Network & Firewall-centric Architecture Zero Trust Architecture

Two Opposing
Architectures

Internet / SaaS

Factory

Branch

Branch

Factory

Remote Workers

User User

B2B Customers / Suppliers

Co. A Co. B

Data 
Center

MPLS

IPSec 

Internet / SaaS

Factory

Branch

Branch

FactoryIPSec

MPLS

User User

Data Center

VPN

Co. A Co. B

Data Center

IPSec 

A trusted network connects users, sites and apps
Secure the network for threat and data protection

Rigid, Complex and a Security Risk
Barrier to Transformation

Business policies determine who can access 
what over any network, the network is transport

Agile, Simple and Secure

Enables Transformation
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SaaS/Internet Private Apps

Connector

Zscaler Zero Trust Exchange Architecture 

You can’t do Zero Trust with Firewalls/VPN

IoT/OT User B2B Apps

Stop! Who are you? (Identity)

Where are you going? (App Policy)

What’s the risk? (Adaptive)

Go, No-Go? (Enforce Policy per Session)

Context is the New Perimeter
Identity can be stolen

Device Risk
Type, Posture

User Risk
Behavior (UEBA)

3rd Party Intel
MSFT, OKTA, CRWD

Destination & 
Content Risk
TLS inspection

Public 
Cloud

Internet
Data 

Center
SaaS

0" 0"

Managed by others Managed by you
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Zscaler for Users
• Secure Internet and SaaS access (ZIA)

• Secure private app access (ZPA)

• Digital Experience (ZDX)

Zscaler for Devices (IoT/OT)

• Secure Internet, SaaS, private app access 

• Privileged access to OT

Zscaler for Workloads
• Secure Internet access

• Secure Workload-to-Workload communication 

• Configuration and Exposure Scanning (CNAPP)
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Access Control

Threat Protection

Data Protection

Zscaler Internet Access: An Adaptive Security Service Edge

Email DLP Web/Cloud DLP

Inline/API CASBWorkflow Automation

Advanced SSPM Endpoint DLP
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Zero Trust Firewall URL Filtering Bandwidth Control DNS Filtering

IPS Browser Isolation Deception

Cloud Sandbox Advanced Threat 
Protection

Inline 
Anti-Virus

DNS Security

Browser Isolation DSPM
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Zscaler Single Scan Multi-Action
Full in-line traffic inspection without latency

Zscaler Inspection 
Architecture 
► Platform Approach for ease of 

operation 
► ZERO duplicates & copies packets
► No need for policy ordering between 

engines gives effective controls 

Packet in 
memory

Data Packet

Zscaler Proxy with SSMA

Final Outcome 
► Consistent Action
► Complete inspection with 

enriched log for hunting 
► Great End User experience 

Allowed action reduces compete inspection 

Firewall based SASE 
Architecture 
► Multiple Vendors and Consoles 
► Match and Exit policy engine 
► Maintaining Policy ordering can be  

operationally challenging 
Data Packet

URL DB Antivirus Sandbox DLP

Final Outcome 
► Blind Spots for Coverage 
► Added Latency to End User
► Block based ordering 

reduces log enrichment 
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Internet

Layered defense and protection prevents compromise, lateral movement

Policy follows the user
Same protection everywhere

Full Inline Content Inspection 
(SSL/TLS at scale)

AI-Powered Cloud Effect
300 Trillion signals processed daily

Real-time Analysis
Instant drilldown of logs globally

Destination and Content Knowledge (Zero Trust Firewall + URL Filtering)

Destination: domain, URL, IP address, network & application services, location
Content: file types, file hash, unscannable, country

Content Scanning and Correlation 
IPS (all ports & protocols); Yara,  AV engines (web content, files), DPI
Dynamically computed risk score 
Content: zero-pixel iFrames, obfuscated JavaScript, XSS 
Domain: age, history, origin

AI / ML Risk Analysis 
Web content & file-based models
Similarities of known bad, Unknown phishing domains

Behavior Analysis 
Sandbox execution and dynamic analysis 
Additional Yara, AV engines 

Content Delivery Method
Data or Pixel Stream (Browser Isolation) 

ZERO TRUST  
EXCHANGE

Pixels Stream pixels for view only 
access. Prevent downloads, copy, 
cut and past functions. (Browser 
Isolation)

Public 
Cloud

Data 
Center

Protect users, servers, workloads, IoT and OT Systems
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AWS Data Center

Data Center

Decoy

Cyber Threat Protection
Comprehensive approach to securing users, workloads and devices

Risk360: Holistic view of company-wide risk

Users, Workloads, IoT/OT

AI-Powered Isolation 
Stream Pixels

App to App Segmentation (VPC to VPC, VPC to VLAN) 

Internet

AI-Powered Threat Protection

250K unique security updates a day

Connect to an app, not the network

Users & Apps not on the same routable network 

User to App Segmentation, Deception 

Proxy Inspection (TLS)
Inline Sandbox

All traffic

Cloud 
Browser

Minimize Attack Surface Prevent Compromise Eliminate Lateral Movement
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Apps and Branches are not exposed to the 

Internet; can’t be discovered or attacked

Branches/Factories, 
Public Cloud, Data Center
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Public

Public

Secure 
IaaS/PaaS Data

SaaS

SaaS

Secure 
SaaS Data

Comprehensive, Unified Data Protection Across All Channels

Built-in workflow automation. Integrations with third-parties, including ServiceNow, Slack and Teams.

Scans SaaS 
Apps

Scans
IaaS & PaaS

SaaS Public CloudInternet

Scans Endpoints

Scans Data-in-Motion

Discover Shadow IT & Risky Apps

Discover Data In-Motion & At-Rest

AI-Powered Auto Classification

Internet

Secures User, Workload & IoT/OT traffic

Inline DLP & TLS Inspection 

Browser Isolation / Pixel Streaming

Public Cloud
DC

Proxy Inspection (TLS)
All traffic

AI-Powered Discovery & Classification

Sensitive data & risky apps?

Secure Data-in-Motion

Prevent data loss across all channels?

SaaS

Secures SaaS/Endpoint Data (CASB, SSPM, eDLP)

Secure IaaS/PaaS Data (Posture Control)

SaaS Supply Chain

Secure Data-at-Rest

Configured correctly? Exposure?

Public Cloud

AI-Powered Isolation 
Stream Pixels

Cloud 
Browser

Internet

Scans EndpointsSecure Endpoint Data
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Proactively identify and resolve performance issues (ZDX)

Unify monitoring silos for great visibility to quickly resolving performance issues using AI

All users / All locations

Endpoint
Device and 

Connectivity Health

Visibility from Endpoint to App
Continuous performance analysis form endpoint to app

Network
Hop-by-hop 

performance

Apps
Performance, 

availability, and uptime
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IaaS/PaaSInternet
Data 

CenterSaaS

Quickly identify Zoom and Teams performance issues

Device Health
CPU | Memory | Disk I/O
N/W I/O | Bandwidth | Processes

Device Health
CPU | Memory | Disk I/O
N/W I/O | Bandwidth | Processes

Meeting Session
Audio : Latency | Jitter | Loss  | MOS
Video : Latency | Jitter | Loss 
Sharing : Latency | Jitter | Loss 

Meeting Session
Audio : Latency | Jitter | Loss  | MOS
Video : Latency | Jitter | Loss 
Sharing : Latency | Jitter | Loss SPECIFIC USER

High latency between 
Hotel gateway and ISP
High latency between 
Hotel gateway and ISP

Full view of every step of the traffic path
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APIs WebhooksWorkflow Automation: ( (
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Zscaler: The Industry’s Largest Inline Security Cloud

Delivers exceptional user experience, reliability, and security

150 Zero Trust Exchanges 
Worldwide 360B+ Requests 

processed/day 500T Daily Signals

AMERICAS

Vancouver

Seattle

San Francisco

Los Angeles

Toronto

Miami

Atlanta

Washington DC

New York

Boston

Montreal

Denver

Nuevo Laredo

Mexico City

Bogota⁺

Rio de Janeiro⁺
Sao Paulo 1, Sao Paolo 2, Sao Paolo 3

Dallas

Buenos Aires⁺

Santiago

EUROPE, MIDDLE EAST and AFRICA

Oslo

Stockholm

Helsinki

MoscowCopenhagen

Amsterdam

Manchester

Slough

Madrid

Vienna

Marseille

Tel Aviv

Milan

MunichZurich

London

Rouen
Brussels

Paris

Lagos

Qatar

Dubai

Abu Dhabi⁺

Johannesburg 1, 
Johannesburg 2

Cape Town 1,
Cape Town 2

ASIA-PACIFIC

New Delhi

Hyderabad⁺

Chennai 1, 
Chennai 2

Mumbai 1,
Mumbai 2

Tianjin

Beijing 1, Beijing 2

Seoul
Tokyo 1,
Tokyo 2⁺

Osaka
Shanghai 1,
Shanghai 2

Kuala Lumpur

Singapore

Taipei

Sydney

Melbourne

Canberra

Auckland 1, 
Auckland 2

Hong Kong

⁺Coming soon.

Frankfurt 1, Frankfurt 2
Dusseldorf

Chicago 1,
Chicago 2⁺

Warsaw

Microsoft Peering

High 
Authority
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Vielen Dank!

Nächste Schritte

2 Architecture Workshop

1 Use Case Discovery Meeting
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Fragen?


