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Vorstellungsrunde (Name, Firma, Aufgabe: max 5 min)

Welche spannende Neuerungen gibt es bei Zscaler im Bereich ZPA (10 min)
Was gibt es zusatzlich zum letzten Jahr im Bezug auf ZPA 3rd-Party (10 min)
Kurzdemo PRA, falls die Zeit reicht.

Offene Runde (15 min)
Fragen & Antworten
Eigene Anforderungen an ZPA
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Spannende Neuerungen bei ZPA aufzeigen

Anwendungsbeispiele & Use-Cases kennenlernen, um eigene
Einsatzmadglichkeiten zu identifizieren

Moglichkeiten zur einfachen Integration im bestehende Setup
erkennen

Erfahrungen austauschen durch eine Diskussion & offene Fragen
klaren



Vorstellungsrunde

ZPA On Premises

Zldentity

ZPA Multimatch Segments

Zscaler SIM / Cellular Edge

ZPA Legacy VPN with Wireguard (1 und 1)
ZPA External Applications

ZPA & Micro-Segmentation (11, Il und IlI)
ZPA PRA My Approval

ZPA PRA Emergency Access

ZPA PRA Microtenant

Demoportal, falls die Zeit reicht
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ZPA On Premises https://www.zscaler.com/products-and-solutions/ztna-on-premises
Zidentity https://help.zscaler.com/zidentity/what-zidentity

ZPA Multimatch Segments https://help.zscaler.com/zpa/using-app-segment-multimatch
Zscaler SIM / Cellular Edge ; Vortrag Kevin Schwarz

ZPA Legacy VPN with Wireguard (1 und Il); Vortrag Kevin Schwarz

ZPA External Applications https://help.zscaler.com/zia/understanding-extranet-
application-support

ZPA & Micro-Segmentation (11, Il und IlI)

https://www.zscaler.com/resources/data-sheets/advantages-of-using-zscaler-for-
microsegmentation.pdf

ZPA PRA My Approval
ZPA PRA Emergency Access https://help.zscaler.com/zpa/about-emergency-access-users
ZPA PRA Microtenant https://help.zscaler.com/zpa/about-microtenants


https://help.zscaler.com/zpa/microsegmentation
https://help.zscaler.com/zpa/about-my-approvals
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was uns dabei wichtig ist.
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Wie heissen Sie?
Bei welcher Firma arbeiten Sie?
Welches ist Inre Aufgabe?



Private Cloud

Continuous Sync of
Zero Trust Config and Policies
Exchange ..........................

Users

Data Center
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Full ZTNA

Kurze Wege (Langsame
Zugriffe; Bypassen)

Fir DR Fall

Nur im DR-Fall
eingehende Verbindungen
notwendig



@ Zidentity

G

Trust Portal

&

Zscaler Private Access
prod_zpath.nat, kleckerbox link

Zscaler Digital Experience
zscloud.net, christian-burgert.de

©2007-2025 Zscaler Inc. All ri

Zldentity Administration

. e

Zscaler Cloud and Branch
Connector
zscloud.net, christian-burgert.de

gt

Zscaler Internet Access
zscloud.net, christian-burgert.de

s reserved. | Version 3

Workflow Automation
app.eul.zsworkflow.net, christian-bur..

rr

Zscaler Client Connector
zscloud.net, christian-burgert.de
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Muss aktiviert werden

Multimatch

& Enabled Disabled

Multimatch: Applikation greift bei mehr als einem App Segment

» 900 _ClientToClient_otherPorts dev-*-*kleckerbox.link ] On Access > b £ &



Zscaler Cellular Infrastructure Zscaler Policy
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Initial POC test:
Customer using Zscaler Cellular Path

“plug in" sim and go — access services in
Zscaler BETA environment
* Internet goes through Zscaler
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Mext Step:
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Zscaler Cellular Infrastructure — With Customer Policy
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2 C:\Users\christian>route PRINT

Schnittstellenliste
. Wireguard Tunnel

Logout 8 75 al be 3c 81 ......Intel(R) Ethernet Connection (6) I219-V
5 8d 5a a7 6d 5a ......Microsoft Wi-Fi Direct Virtual Adapter #3
56 8d Sa a7 6d 59 ......Microsoft Wi-Fi Direct Virtual Adapter #4
+ 54 8d 5a a7 6d ......Intel(R) Wireless-AC 9260 160MHz
54 8d 5a a7 6d ......Bluetooth Device (Personal Area Network)
Software Loopback Interface 1
Zero Trust Tunnel
Username christian@kleckerbox.link
Netzwerknaske Gatemay  Schnittstelle Metrik
Service Status ON | (M Turn y
ericestats O 0.0.0.0 10.21.8.1 10.21.0.13 U5
255.255.255.8  Auf Verbindung 1.1. 256
Network Type Off-Trusted Network .1.1.1 255.255.255.255 Auf Verbindung 10.1.1. 256
255.255.255.255 Auf Verbindung 1.1.
b Authentication Status 255.255.255.6  Auf Verbindung 16.21.0.1
O 255.255.255.255  Auf Verbindung 10.21.0.1
. on .21.0. 255.255.255.255  Auf Verbindung 10.21.6.1
Broker 136.226.193.242 .e.0. 255.0.0.0 Auf Verbindung 127.0.0.
.0.0. 255.255.255.255 Auf Verbindung 127.0.0.
Client dev-tekki-cb-01 kleckerboxlink 127.255.255.255 255.255.255.255  Auf Verbindung 127.0.0.
B N S 192.168.252.0  255.255.252.0  Auf Verbindung 10.1.
Time Connected Thu, Mar 20 2025 01:32:49 PM 192.168.255.255 255.255.255.255  Auf Verbindung 10.1.
224.0.0.0 208.0.0.0 Auf Verbindung 127.0.0.
protocol s 224.0.0.0 208.0.0.8  Auf Verbindung 10.21.0.1
224.0.0.0 240.0.0.0 Auf Verbindung 10.1.1.
255.255.255.255 255.255.255.255 Auf Verbindung 127.0.0.
Statistics 255.255.255.255 255.255.255.255  Auf Verbindung 10.21.0.1
255.255.255.255 255.255.255.255  Auf Verbindung 10.1.1.
Total Bytes sent 141.56KB Standige Routen:
Keine
Total Bytes Received 1.4 MB
C:\Users\christian>nslookup test.kleckerbox.link.
MENunne! Server: UnKnown
Network Service Edge 3.67.66.94:51820 ﬁ\ddress : 10 . 20 . 191 . l
Client Tunnel IP 10.1.11
Time Connected Thu, Mar 20 2025 01:32:53 PM Nicht autorisierende Antwort
R, T Name : test.kleckerbox.link
] a
e — s Address: 192.168.255.U8

C:\Users\christian>|

Muss aktiviert werden, braucht Network Connector, braucht ZCC



ZPA Legacy VPN with Wireguard

Connecting various components inside the second tunnel

s _Control Connection via ZTNA %

ZTNA i
Service Data Path cor ion via Service Edge H

Edge

VPN Service Network
% Server
Connector

Remote User Zscaler Zero Trust Exchange Datacenter Applications

 App Connector (ZPA)
* Network Connector (VPN)
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General Information|
Name
HZE-Applications

Description

Optional

Connected Networks
LAN IP Address
192.168.252.0/22

The application/server subnet.
FQDN

Ex. voice.acme.com. Add items seperated by returns

Q Search
testkleckerbox.link X
1-10f1 1 /1 Remove All

If the end user is accessing the application using a Fully Qualified Domain Name (FQDN),
configure it here. Ensure the IP addresses that these FQDNs resolve to are included in the LAN IP
address field configuration above.

DNS Server

192.168.254.254

This is the DNS Server that will resolve the above configured FQDN's.
Network Connector Group

HZE o~



A day in the life of packet

The DNS request is forwarded to the
extranet-configured DNS server for
resolution

Exchange

P

,/ZTE validates Access policy

ZPA User wants to access
application sap.acme.corp

Zero Trust

<

Global DC

Business Pariner’'s DC

LAN Subnet 10.0.0.0/24

IPSec to ZTE
2~
7 Sap.acme.corp
v is 10.0.0.20

Source IP - 192.168.11.12
Destination IP - 10.0.0.12

The fraffic Is source nated to the assigned IP
192.168.11.12

acme.corp

IPSEC SA for Location

192.168.11.12-10.0.0.0/24

2024 scaler, Inc. Al rights reserved
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Edit Extranet

EXTRANET
Name

acme.corp

Description

TRAFFIC SELECTOR
Default ~ Name

81

Default  Name

O TS2

Default  Name

O T3

DNS SERVER

Default Name

Default Name

0] Manish

Cancel

IP Address Start

192168111

IP Address Start

19216821

IP Address Start

8.881

DNS Server 1

1721619.216

DNS Server 1

8888

IP Address End

1P Address End

88822

DNS Server 2

8888

DNS Server 2

111
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Zero Trust
Exchange Extranet Partner

Partner
Data Center

-
| —]
Zscaler Client ZPA Public
Connector User Service Edge

ZIA Public \ IPSec
Service Edge \ Gateway

]

IPSec Tunnel




Use cases

R

ITES - ODC

Use Case: ITES employees
need access fo vendor
resources, but vendors won't
install new hardware.

Solution: Vendors establish
IPSec connectivity to the Zero
Trust Exchange (ZTE). ITES users

connect to the ZTE for
project-specific access based
on defined policies.

Product - ZCC with EAS

Health Care

Use Case: Healthcare
systems refrieve patient

records from external labs.

Solution: The BC/CC
enables workloads ac:
to lab records based on
Zero Trust policles.

Product - Branch or Cloud
Connector with EAS

Retail Chains

Use Case: External vendors
access OT devices remotely
for maintenance, using RDP
or S§H from unmanaged
devices.

Solution: Stores use an [PSec
tunnel o a Zero Trust
exchange. allowing
third-party confractors
secure OT access via a PRA

portal.

Product - PRA with EAS

Extranet Application Support - Components

IIA

Partner Onboarding
IPsec Provisioning
Location Management
Extranet Insights

IPA

Application Segments

Server Group
Access-Policy
ZPA Diagnostic
Exitranet health

Branch Connectivity

Use Case: Crganization
with temporary or sateliite
offices that don't have
necessary Infrastucture to
install app connector

Solution: Use EAS as an
altemative for App
Connector to access
resources on temporary
offices

Product-EAS asa
workaround for App
conneckor

2024 Iscaler, Inc. Al ights reserved
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-

wer sich dafiir auf uns verlasst.
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End-User

Approval Request

O O
Yol @

Operator/Admin

App
Connector

4

Approval PRA
PRA - My Requests Notification Emai* Console
- o

Email*

©)

Time-bound
Access

5
Al pproy al

PRA - My Approvals

?
00

e;_.

Target System

(SSH/RDPA/NC)

D
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Q) mEmms ©0®

My Web Applications

Q
@
Do

<l

{ @ You can now request access to consoles in the Restricted Microtenant from the ‘My Approvals' tab

My Consoles (8)

Connection Type » | Status v Q search by console name

28 eng-workstation-1 I 4 =8 eng-workstation-2 VAUL... 4 D_ linux-jumpbox-1 4 D_ linux-jumpbox-2 VAULTED 4
ot-hmi-1 4 ot-hmi-2 VAULTED 4 == win-jump server-1 I 4 = win-jumpserver-2 VAULT... 4
Rows per page: 10 w 1-80f8 111

K .
JAE! @ ®© 0

g ® & <
My Approvals
l o You can now request access to consoles in the Restricted Microtenant from the ‘My Approvals' tab X l
My Requests
Request Status w | | Console Type = | | Microtenant » | | Console Name v
~
7
Console Microtenant Start Date Duration Status Actions
Restricted Linux Server Restricted Thursday, April 03 2025 9:18:00 am ... 1 day PENDING u)
Restricted Windows Server Restricted Thursday, April 03 2025 9:18:00 am ...  1day PENDING in]
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ldp
Okta

IdP APl Token

User Greup Name

Administrators

Emergency Authentication Domains

*  Okta Account fiir zusatzlichen IDP Setup
* Approval fir den neuen EM-User erstellen
* https://help.zscaler.com/zpa/configuring-emergency-access



Zscaler Private Access

Dashboard

Insights

Analytics
Authentication
Resource Management
Application Managem..

User Portal

Defined Application Segments Al-Powered Recommendations

» Mo filters have been applied

Name Applications
» Acquisition Discovery *thezerotrustlab.com
» Azure - ENG-WKS-01 ¥ 1010.0.4
» Azure - ENG-WKS-02 % 10,2005

Microtenant  Default

Application Segments  Browser Access  AppProtection  Privileged Remote Ac

QA
Sl Restricted
Application !
Default

Status

(-]

AVANTEC

Competence. Security. Trust.

Microtenant Admin

Health Reporting

On Access .
Microtenant
A
On Access
On Access . Microtenant

Admin
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Cloud Browser Isolation
AppProtection

ZPA over ZIA

Airgap

Zusammenspiel mit Branchconnector
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