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Remotes Arbeiten hat sich in der heutigen
Arbeitswelt etabliert.
Road Warrior, Home-Office, Wartungspersonal, Business to Business
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Life of a VPN user...

User needs to be educated about the correlation Target-Ressource <> VPN-Endpoint
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What about MFA?
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2024 has seen a series of critical firewall and VPN vulnerabilities

Zero-Day Alert: Critical Palo Alto Networks PAN-0S Flaw Under

<

178K+ SonicWall Firewalls Vulnerable to DoS, RCE
Attacks

MARCH 12, 2024, 5:13 PM EDT

The five newly disclosed
advisory warning Tuesday|

Active Attack Two flaws di apart are oster & with slightly different exploit pa ,
) Apr12,2024 & Newsroom Home > News > Security > Hackers target Check Point VPNs to breach enterprise networks
Fortinet Disclos  gackers target Check Point VPN to breach enterprise networks i
Vulnerabilities, !
Flaws By Sergiu Gatlan May 27, 2024 0219 PM 0
BY KYLE ALSPACH W S AttaCkerS

lvanti Connect Secure and Policy Secure Gateways

Release Date: February 29, 2024

Alert Code: AA24-060B
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2025i iff
025 is not different... <
foheises IT Wissen Mobiles Security Developer Entertainment Netzpolitik Wirtschaft Journal Newsticker Foren heiseonline » Security » Palo Alto stopft hochriskante Liicken in PAN-OS und GlobalProtect
roumtana# | [ W iy | [ Podcais 8 | | ity
e Crossec
 Atert
peaorkne > Secutty > Fomiat AnreirHbnan Y Phseblndomgeminien . . .
Palo Alto stopft hochriskante Liicken in PAN-OS
und GlobalProtect
™ Aertt
) L . Palo Alto Networks verteilt aktualisierte Software - sie stopft teils hochriskante
Fortinet: Angreifer kénnen VPN-Verbindungen Sicherheitslecks in PAN-OS und GlobalProtect.
umleiten
@ S O
scl in unter anderem
FortiADC und Forti0s, Bislang gibt es keine Berichte 2u Attacken
& @ A e O
[ 12.06.2025, 15:36 Unr  Lesezsit: 4 Min. | Security
12062025, 1131 Ube Losezeit: 2 Min. | Security o b
Nutzen Angreifer eine (CVE 2 4019 / EUVD-202 CVSS 4.4, Risiko "mittel") in FortiClientWindows erfolgreich aus,
kénnen sie etwa via DNS-Spoofing VPN-Verbindungen umleiten. Solche Attacken sollen ohne Authentifizierung maglich sein.
- . . . P " N Im VPN-Client GlobalProtect filtert die Log-Funkti te -0S Zeich: ht ke kt, wodurch nicht-
FortiOS st unter anderem ber eine Liicke (CVE-2024-50562 / kein EUVD, CVSS 4.4, Risiko "mittel") attackierbar und Angreifer Acimins Iore Reehte 2 oot auswelten konnen (CVE 20254352, CVS6 8.5, Riko thoahr)
kénnen sich unbefugt Zugriff auf das SSL-VPN-Portal verschaffen. Dafiir mizssen sie aber im Besitz eines entsprechenden Cookies CUss8S
sein.
hei fer-k PN-Verbi leiten-10441108.html hei Ito-stopft Luecken-in-PAN: d- -10442194.html
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What can be seen from the Internet will be probed and attacked <

Firewall / VPN Architecture

Internet

N
N\

/ \ N
Public IP Public IP Public IP Public IP
Targeted Attacks VPN iliti Known iliti SSL/TLS Risks
Exposed public IP VPN attack vector for Servers with Higl Servers Running
Addresses 56% of enterprises’ Severity CVEs Old Versions

Users, Branches / Factories Data Centers Public Clouds (AWS, AZURE, GCP, OCI)

Private Apps Supplier Portal

Attackers exploit vulnerabilities to establish a beachhead on your
network

The best tection is to minimize the atta ace
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Country Germany
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Organization

S G bH & Co. elektrotechn. Fabrik

IsP Deutsche Telekom AG
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Grimmelfinge

Beiningen [Holzheim

#/ LAST SEEN: 2025-06-13

s Open Ports

443/TCP2

%

Server Unavailable

HTTP/L.1 583 Service unavailable
Date: Hon Jun 3 16:33:41 2025 GT
Content-Length: 57431

comnection: close

Content-Type: text/ntnl

SSL Certificate

certificate:
oata:
version: 3 (ex2)
Serial Number:
2ibe: adbeis2:b2
Signature Algorith: sha2SeHithRSAEncryption
Issuer: C-US, ST-Arizona, L-Scottsdale, O-Starfield Technologies, Inc., QU-ttp:\/\/certs.starfieldtech.con\/repository\/, Ch-Starfie
1d secure Certificate Authority - G2
validity
Not Before: 4pr 1§ 13:57:56 2024 GHT.
Not After : fpr 15 13:57:56 2025 GT.
Subject: CN=".spobu. com
Subject Public Key Info:

What can be seen from the Internet will be probed and attacked

Firewall / VPN Architecture

Internet

Public IP

Targeted Attacks
Exposed public IP
Addresses

Users, Branches / Factories

Attackers exploit vulnerabilities to establish a beachhead on your
network

The best protection is to minimize the atta

AN
N

v v N
Public IP Public IP Public IP
VPN Known iliti SSL/TLS Risks
VPN attack vector for Servers with High Servers Running
56% of enterprises’ Severity CVEs Old Versions

Data Centers

Private Apps

Supplier Portal

Public Clouds (AWS, AZURE, GCP, OCI)

ace

AVANTEC

Competence. Security. Trust.



Sicherer Remote-Zugriff mit Zscaler Private Access
24. Juni & 3. Juli 2025

Zscaler Minimizes the Attack Surface

Firewall / VPN Architecture

Internet

v
Public IP Public IP Public IP Public IP
Targeted Attacks VPN ilitic Known iliti SSL/TLS Risks
Exposed public IP VPN attack vector for Servers with Higl Servers Running

Addresses 56% of enterprises’ Severity CVEs Old Versions

(20 ]
(55 gt-r'=;_|; o Private Apps. Supplier Portal
Users, Branches / Factories Data Centers Public Clouds (AWS, AZURE, GCP, OCI)

Attackers exploit vulnerabilities to establish a beachhead on your
network

< Exchange <
No egress No VPN Exploit Risk / Protects Servers with Vulnerabilities
attack surface Ingress attack surface & Outdated SSL/TLS (Log4j)
2 ] zc] <]
[FIH Private Apps Supplier Portal
Users, Branches / Factories Data Centers Public Clouds (AWS, AZURE, GCP, OCI)

Your apps, branches, factories (including OT systems) are hidden
from the Internet; they can’t be attacked or exploited.

Zero Trust Architecture

&

No Customer Public IPs

Zero Trust

Zscaler Cybertrveat Protection Overview

The best protection is to minimize the attack surface.

How a Zero Trust Architecture Works

Managed by others

Internet Saas

Adaptive Access
per Session

Zscaler Al Fabric

Destination & Content

Third-party Intel

Context is the New Perimeter
Identity can be stolen

@y (@

Workforce Workloads

Managed by you

Data

Cloud Center

]

O)
O

Private Apps

What action to take?
Allow, Block, Isolate, Caution, Deceive, Privileged

Risk Factors: User, Device What's the risk? (Compute Risk)
Continuous Analysis

Stop! Who are you? (identity)

J

I

Internet replaces private networks

loT/OT B2B

Everything is invisible from the Internet (no public IPs)
You can't aftack what you can't see

Enforce policy on a per session basis
Adapt as context changes

Proxy architecture for proper content inspection
Cyber and data protection

Connections are made to apps, not networks
Prevents lateral movement

Everyone is untrusted
No implicit trust, not trusted network

Back to Use Cases

Zero Trust architecture is the opposite of firewalls. It can't be bolted on firewalls and VPNs
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Zero Trust Private Applications Access

ZTNA for Remote users, Clientless ZTNA for
On-Prem users, Branch Third-Party users and Privleged Remote
and Campus Contractors Access for OT and loT

©2024 Zscaler, Inc. Al rights reserved.

LTNA for Remote users, On-Prem

users, Branch and Campus
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Easiest Possibility: Client with Zscaler Client Connector

<

Zero Trust Private Web
Applications

Lightweight Agent (around 50 MB)

Available on all Major Operating Systems:
« Windows

*« Mac

« Linux

Zero Trust
Exchange

Available for all Major Phone OS:
« Android
« 108

=]

| e——

Managed
Endpoint with
ICC

Chrome Enterprise + Zscaler Private Access

Zero Trust Private Web
Applications

=

N

e

~—

Chrome Enterprise Premium

endpoint security benefits

. DLP ) Zero Trust

. Watermarking Exchange

. URL Filtering

. Security Reporting :

. Evidence Locker

Access to Application based on Posture of Chrome Enterprise

Access Policy
Client=CE
¢ @

[

Unmanaged Managed
Endpoint Endpoint

Device with
any other
Browser
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Chrome Posture

Information

Name

Key

Value

Browser version

browser_version

126.0.6478.127

Key Trust level

key_trust_level

CHROME_BROWSER_HW_KEY

Operating
System

operating_system

MAC_OS_X

Disk Encryption

disk_encryption

DISK_ENCRYPTION_ENCRYPTED

Host Firewall

os_firewall

OS_FIREWALL_ENABLED

Boot Mode

secure_boot_mode

SECURE_BOOT_MODE_ENABLED

Screen Lock

screen_lock_secured

SCREEN_LOCK_SECURED_ENABLED

Safe Browsing

safe_browsing_protection_lev

el | STANDARD

EDR

crowd_strike_agent

true

©2024 Zscaler, Inc. All rights reserved.

Danger of connecting Branches via VPN

Local Internet
Breakouts

SD-WAN

Internet / SaaS

IS

laaS / PaaS

T ¥

.,
HA
i

laaS / PaaS

Direct Connect /
Express Route

A\ Large Attack Surface

@ Risk of Lateral Threat Movement
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Connect Branches with Zero Trust instead of Side-to-Side-VPN <

Clientless ZTNA for Third-Party
Users and Contractors

AVANTEC

Competence. Security. Trust.



Sicherer Remote-Zugriff mit Zscaler Private Access
24. Juni & 3. Juli 2025

Clientless ZTNA for Third-Party Users and Contractors <

Zero Trust Private Web
Applications

Easy Access to Web applications inside éi’éi,:,r,;set

the Organisation.

Additional Possibilities with Browser
Isolation (i.e. Data Protection)

| e——

External
User/Contractor

Privileged Remote Access for OT

and loT

AVANTEC
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The problem o

Legacy Networks and security fail for remote access

Increased remote access
resulting in breaches and

malware

Remote access has increased in
a post-pandemic world along
with the growth of outsourced,
managed operations

Legacy network security
design creates a massive
attack surface

Traditional firewalls and VPNs
systems allow attackers to take
advantage of excessive
privileges and move laterally

e

Third-party and privileged

users pose significant risk
Mitigating the risk from privileged
users becomes a priority

The value of zero trust in OT/IT
convergence

Resources ?fn I q =y
everywhere E i ful = (1)

Zero Trust Exchange
Adaptive Policy Engine

Context
User Device
. —) Role Type
Identity dm— Location M d
Risk Score BYOD ture

OT Systems Content
Unpatchab! Malicious

v Sensitive
Priority

Connect to local Zero Trust Exchange
Broadband, Fiber, 4/5G, Satellite

Entities anywhere — ’ll‘l I
(untrusted) Q D ﬁ ||||| [ |

Old-world

OT system access requires

network access
Risk of lateral threat movement

Connect users to OT systems/apps.
not corporate/OT networks, to
prevent lateral movement

Publish OT systems on the
internet Make OT systems invisible so

Large attack surface they can’t be attacked

Passthrough architecture

Limited ability to inspect and protect
Proxy architecture for better cyber
threat and protection

A zero trust architecture is the optimal approach for industrial network transformation.

2024 Zscaler, Inc. All rights reserved
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Iscaler Privileged Remote Access o

Clientless RDP, SSH and VNC Access with Powerful Data, Security and Session Conftrols

Customer
Infrastructure

=
==

Time-bound access

. Access during an allotted window of time including business working hours
constraints.

RDP/SSH/VNC
Target

Sandboxed File Transfer

. Protect aga ero-day threats and Advanced Persistent Threats (APTs) through
RDP/SSH/VNC Sandbox analysis.

Credential Vault and Mapping

Zero Trust )
. Store shared/privi 1 credentials of target systemsin the Cloud Vault. Perform

secret-less broker ing credential map policies.

Exchange

sun % (B Session proctoring, recording and playback
Pixel stream / \ User Input . }J:{Ij:’rdlm 1 contfrol and transfer along with on-screen activity
( 0 Qo | D
"™
\ /

Remofe Users

2024 Zscaler, Inc. All ights reserved

Zscaler Delivers a Strong ROI

Reduction in security breaches Reduction in IT effort

D% i/ O%

Return on
Investment (ROI)

2 8 ; 7 Annual Infrastructure cost savings Annual productivity savings with
o faster remote connectivity

Up to

$1.75m |1 Snctemete ver

Source :"The Total Economic Impact ™ Of Zscaler Private Access (ZPA)," December 2024 a commissioned study conducted by Forrester Consulting on behalf of Zscaler.
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Next Steps

Use Case Discovery Meeting

2 Architecture Workshop

2024 Zscaler, Inc. All rights reserved
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