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We found something weird…
PDF Editor.exe
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PDF Editor.exe (0) with command "" connected to https://appsuites.ai/api/update

svchost.exe (3628) created pdf editor.exe (25076) with command: cmd.exe /d /s /c "powershell.exe 
"Get-WmiObject Win32_Process | Where-Object { $_.Name -eq 'chrome.exe' }"

svchost.exe (3628) created pdf editor.exe (25076) with command: cmd.exe /d /s /c "powershell.exe 
"Get-WmiObject Win32_Process | Where-Object { $_.Name -eq 'msedge.exe' }"

svchost.exe (3628) created pdf editor.exe (25076) with command: cmd.exe /d /s /c "taskkill /IM 
chrome.exe"
PDF Editor.exe (25076) created cmd.exe (16036) with command: taskkill /F /IM msedge.exe

pdf editor.exe (25076) with command '"PDF Editor" --cms --partialupdate' connected to 
https://appsuites.ai:443



AppSuite.Ai
It’s just an update…
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Threat Hunting
Before we dive in, let's set the stage:
A modern IT system is not a “network.” It's a stack.
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What is Threat Hunting?
What Not..?

Threat Hunting ≠ Incident Response
Threat Hunting ≠ Alert Triage
Threat Hunting ≠ Threat Intel Feed consumption
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Hunting Output
Threat hunting does not end with “we found something.”

New Detection:
from TTP → query → signal → rule/use case

Telemetry Fix:
missing logs, incorrect audit policy, gaps in EDR

Control Improvement:
hardening / access / segmentation to close 
observed abuse paths
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Cyber Security in Numbers
241 days

MEAN TIME TO IDENTIFY 
AND CONTAIN A BREACH

IBM

3.2B+
Stolen Credentials by Threat Actors 2025

FLASHPOINT

43%
OF COMPROMISES 

GET DETECTED 
INTERNALLY IN 2024

MANDIANT 

$4.4M
(CHF 3.5M) 

AVERAGE DATA 
BREACH COST 

2025
IBM

26%
AKIRA and 
LOCKBIT

FIRST HALF OF 
2025
NCSC

23M
DEVICES INFECTED 

WORLDWIDE BY 
THREAT ACTORS 

(ACROSS SIX 
CONTINENTS) 2025

FLASHPOINT 

https://www.ibm.com/reports/data-breach
https://go.flashpoint.io/2025_GTIR
https://services.google.com/fh/files/misc/m-trends-2025-en.pdf
https://www.ibm.com/reports/data-breach
https://www.ncsc.admin.ch/ncsc/de/home/dokumentation/berichte/lageberichte/halbjahresbericht-2025-1.html
https://go.flashpoint.io/2025_GTIR


Initial Infection Vector
2024 MANDIANT
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https://services.google.com/fh/files/misc/m-trends-2025-en.pdf


Offense is Winning
A dollar of offense always wins
against a dollar of defense.

 241 Days 
mean time to identify and contain a breach

 a working idea

 an entry point

 a chain that slips through



Mit AVANTEC Services

https://attack.mitre.org/

Framework



Hunters should be careful…
… about relying too much on IOCs
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Pyramid of Pain
Utilize IOCs for quick wins, but attempt to move up the Pyramid of Pain to 
understand adversary TTPs
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Types of Indicators of Compromise (IoC)
TTPs (Tactics, Techniques, and Procedures) - Tough

 Tactics, Techniques and Procedures (TTPs): 
How the adversary goes about accomplishing 
their mission, from reconnaissance all the way 
through data exfiltration and at every step in 
between. 

 "Spear phishing" is a common TTP for 
establishing a presence in the 
network. "Spear phishing with a trojaned PDF 
file" or "... with a link to a malicious .SCR file 
disguised as a ZIP" would be more specific 
versions. 

 "Dumping cached authentication credentials 
and reusing them in Pass-the-Hash attacks" 
would be a TTP. Notice we're not talking 
about specific tools here, as there are any 
number of ways of weaponizing a PDF or 
implementing Pass-the-Hash.
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Questions You Should Be Asking Your MSSP



We found something weird...



What do they all have in common?



They all get Advertised over Google



Let’s download them...



What we know…





Trusted Signatures as Camouflage
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Mapping
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TA0003 - Persistence
T1053.005 - Creation of scheduled tasks for logon/start/repeating triggers.

#event_simpleName=ProcessRollup2
| ImageFileName=/\\schtasks\.exe$/i
| CommandLine=/\/create/i
| CommandLine=/\/sc\s+(onlogon|onstart|minute|hourly|daily)/i
| CommandLine=/\/ru\s+("?(SYSTEM|LOCAL SERVICE|NETWORK SERVICE)"?)/i
OR CommandLine=/\/rl\s+highest/i
OR CommandLine=/\/it\b/i

| regex(field=CommandLine,
regex="(?i)\\/TR\\s+.*?\\\\(Users\\\\[^\\\\]+\\\\(Downloads|Desktop|AppData|Temp)|Windo
ws\\\\Temp|ProgramData|Public)\\\\")
| table([@timestamp, ComputerName, UserName, ParentBaseFileName, CommandLine])



TA0003 - Persistence
T1053.005 - Creation of scheduled tasks for logon/start/repeating triggers.



TA0003 - Persistence
T1547.001 - Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder

#event_simpleName=ProcessRollup2
| ImageFileName=/\\reg\.exe$/i
| CommandLine=/\b(add|delete)\b/i
| CommandLine=/HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Run(Once)?/i
| table([@timestamp, ComputerName, UserName, ParentBaseFileName, CommandLine])



TA0003 - Persistence
T1547.001 - Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder



TA0003 - Persistence
T1547.001 - Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder

#event_simpleName=/File(Create|Write|Rename|Close)/i
| TargetFileName=/\\Microsoft\\Windows\\Start Menu\\Programs\\Startup\\.*\.lnk$/i
| table([@timestamp, ComputerName, TargetFileName])



TA0003 - Persistence
T1547.001 - Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder



Mapping
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TA0007 - Discovery
Native Recon Commands (systeminfo / whoami / net / ipconfig / netstat)

#event_simpleName=ProcessRollup2
| ComputerName="REDACTED"
| ImageFileName=/\\(systeminfo|whoami|net|ipconfig|netstat)\.exe$/i
| table([@timestamp, ComputerName, UserName, ParentBaseFileName, ImageFileName, 
CommandLine])



TA0007 - Discovery
Native Recon Commands (systeminfo / whoami / net / ipconfig / netstat)



App execution frequency (global)

#event_simpleName=ProcessRollup2
| ImageFileName=/PDFConverter\.exe$/i
| groupBy(field=ImageFileName, function=[

count(as=ExecCount),
count(field=aid, distinct=true, as=Hosts),
count(field=UserName, distinct=true, as=Users),
min(@timestamp, as=FirstSeen),
max(@timestamp, as=LastSeen)

])
| table([ImageFileName, ExecCount, Hosts, Users, FirstSeen, LastSeen], limit=max)



App execution frequency (global)



IOCs
If you find one of these certificates in your environment, be sure to contact your MSSP or SOC, or 
contact us.

Mainstay Crypto LLC BLACK INDIGO LTD BLUE TAKIN LTD AMARYLLIS SIGNAL LTD

LONG SOUND LTD OR KAHOL LTD TECHNODENIS LTD SPARROW TIDE LTD

TAU CENTAURI LTD Grassroots Consulting Group, LLC



Unser Herz
schlägt für Ihre IT-Security.

Pionier.
IT-Security Anbieter der ersten 
Stunde seit 1995.

Technisch führend.
Höchste Zertifizierungen, über 5000 
erfolgreich durchgeführte Kundenprojekte.

Menschlich verbunden.
Persönliche Betreuung vom Techniker, 
Account Manager bis hin zum CEO direkt 
aus Zürich.

Geringe Fluktuation.
Langjährige Mitarbeitende auch im 
Support. Sie kennen uns und wir kennen 
Ihre Umgebung.

Marktführende Lösungen.
Wir sind neutral und finden für Sie die 
marktführende und individuell passende 
Lösung.

Massgeschneidert.
Angepasst auf Ihre Bedürfnisse –
Integration, Managed Services, Cyber
Defense Center.

Happy Hunting!
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