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Al Security Intro

"g GenAl: Enable productivity * Control data risk E

Use cases:
F n # =)

Public Al (Shadow Al) Copilot (Oversharing) Private LLMs
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Unmanaged public Accidental data leakage Secure, isolated

models & data exposure. VEECHSECH model deployment.
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élé @ The goal: safe Al, not blocked Al.

Use Case 1: Shadow Al (Public GenAl)
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Discover Al apps Block/warn or isolate Inline DLP for sensitive
& prompts risky apps inputs/outputs
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Use Case 2: Copilot Oversharing (M365)

Copilot chat
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Fix OneDrive Permissions
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Reduce over-permissions
& restrict access.
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Label consistently for
data classification

Prompt Visibility &
Inline Blocking
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Inspect prompts;
block sensitive inputs.

Use Case 3: Private LLMs (Al-SPM + Al Guard)
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@>zscaler’ Al-Security

Security for Public Al Apps (SaaS) Security for Private Al Apps (In-house)
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Customer-facing < Employee-facing Developers building
Al Chatbot Al Chatbot custom Al Models/Agents

OneDri :
neDrive ) ] \ o . / #
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NV e -
f Cloud

Gen Al Security ‘ CoPilot Security f - ) (AWS, Axure, GCP)

Al Guard (Proxy) Zero Trust Data Classification (API) Pl Cloud
Exchange | O (O = (AWS, Axure, GCP)

! I | Cloud Data Center aws m a

Public LLM Private LLM

=0 - Customer-facing Al Chatbot: 7> Al Visibility: Discover Models,
Policy Enforcement (> Detectand block prompts with ~, Agents, MCP and Shadow Al.
) _m_allc!ous intent, prompt Al Data & Access: Map Al
Manage and Control GenAl Use: Marketing can only use injection. overreach and data exposure.
ChatGPT and Gemini, but can't submit any information
¥ , : Al Governance: Control and
regarding MBA. Employee-facing Al Chatbot: Assess Al Supply chain.

- | fr i
Secure CoPilots: Enable employee use of copilots and prevent rr’];e:;r;lge;zgrg%a:z:id Al Lonmnlisne [eaduess

sensitive data in OneDrive from training M366 CoPilot. Risk Management: Prioritize
¢ passwords. and mitigate risks.

5> zscaler

Zscaler Al Guard

Full confidence in enterprise-managed Al

Data Center

Private model e )
Publie Cloudd Private LLM ‘\AD Securing Al Apps and Models

~

| Visibility: Oversight of apps/models, prompts and
l\\[ “ / responses

.--\ﬁ

‘ Usage controls: Block unsanctioned Al, control who
/ and how Private Al apps are accessed and used

7N Al guardrails: Block adversarial attacks like prompt
\ A\% injections, data poisoning, toxicity, malicious outputs, and
more

Customer-facing Al Employee-facing Al . Data protection and classi tion: Block sharing
chatbot application [[] ) of sensitive data in prompts /responses; Protect data
) -Iztfrom exposure in models/copilots

Ef Audit trail: Keep full logs of users, prompts, responses, ‘
= / and apps
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( @ sPLX: The End-to-End Platform for Securing Al

] ( @ Automated Al Red Teaming )

Agentic Radar

Al-BOMs

SAST for Agentic Al

Workflow
Transparency

Al Applications RAG Chatbots Agentic Workflows = LLM APIs & Integrations
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Myth Reality Myth | Reality Myth Reality
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Begin small,

grow steady
with unified
workflows

We use Zscaler No labels Start now Too
Microsoft complements yet with Al-driven complex
with inline/multi- classification
SaaS/non-browser

coverage

7

AVANTEC

Competence. Security. Trust.




GenAl ohne Risiko - Zero Trust als Schliissel zur KI-Strategie
26. Februar & 3. Mirz 2026

Next Steps + Q&A + Contacts

il

g - A ( A
Request a Data Security Book a GenAl Workshop Contact:
& Al Safety Assessment (Shadow Al - Copilot « Private LLMs) zscaler.com/contact

(Assessment) ( Workshop )

AVANTech-Day 2026

Datum: 7. Mai 2026 | Ort: Office LAB Sihlcity | Uhrzeit: 10.00 bis ca. 18.30 Uhr inkl. Lunch und Apéro

-

Highlights am AVANTech-Day: Spannend fiir Zscaler Kunden:

ot Deep Dives zu aktuellen - Zero Trust Branch (ZTB) mit Airgap —
{,@l IT-Security-Themen wozu ist das gut?

) . _ Kontrolle und Schutz im Zeitalter von KI -
Working Sessions und direkter Der Zscaler-Ansatz fiir GenAl Security
Austausch mit AVANTEC Engineers

Disaster Recovery im Cloud-Zeitalter

Lunch, Apéro und Networking @% Zscaler Automatisierung

£ ( Jetzt anmelden & Platz sichern unter avantec.ch/avantech-day-2026 g
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va
/ " Thank You!

For attending our webinar.
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The 3 Why’s

s 3

Why Anything Why Now Why Zscaler

» Data everywhere; Breach +  Unified platform;
ransomware compliance inline inspection;
exfiltrates; GenAl pressure; Al Al classification;
adds exposure. adoption surging. single agent.
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All Channels in Plain Words

Web/Email SaaS Endpoint BYOD Public Cloud GenAl

. D’

Stop sensitive Fix SaaS Control Secure BYOD Find/secure See/block
data leaving misconfigs USB/printing/shares (no downloads) cloud data risky prompts
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Strategy Funnel (Shrlnk Risk)
gy Ml

ngh RlSk 3 Cloud \Apps Devrces GenAJ s
Data Surface : //

Medium Risk: | m ,{ ' ‘ @ { 1
Apply Controls @ {é} % Q Q E]
App Isolation Instance FI|E type Contem Advanced GenAI BYOD
control .control inspection classification controls

Low Risk
Data Surface i _
(Controlled) : ! Workflow
automation
Add controls step-by-step; reduce the data-loss
surface with context (user/device/app risk)
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How the Data Protection Journey for “customer” looks like

High-level overview of phased approach to meet Deutsche Borses capability requirements

PHASE 2
Secure Sensitive Data
within SaaS Applications

PHASE 4
Expansion of Data
Protection to Endpoint

and adv. Classification
Quick Wins:
Based on
exisfing

PHASE 1

Start with Comprehensive Data
Intelligence and Govemnance

» Monitor user behaviour & reduce

uncontrolled data leakage risk

-+ Gain Visibility with Shadow IT &

Data Discovery Report

» Restrict critical applications to
reduce business risk

» Configure Caution Pop-ups for
awareness

Leverage SaaS Shadow |T Report
for policies

» Set Cloud Tenant Restrictions
(e.g. OneDrive, Dropbox)

licensing

P

PHASE 2

Secure data from open gaps
& risk management

Secure data from open gaps &
risk management

Analyse historical data in SaaS

Gain actionable insights: data
location, type, usage, user
interaction

PHASE 3

Secure Data in SaaS:
Data-in-motion &
at-Rest

Secure sensitive at-rest Data
within SaaS

— Detect potential misconfigurations

-+ Start Data Protection: Inline,
GenAl, and Email

+ Activate Inline Web DLP for
Internet Traffic

— Activate GenAl DLP for granular
control

+ Expand Data Protection to Email

Secure sensitive Data on Endpoint
& adv. Classification

Activate DLP for endpoint (USB,
printing, personal cloud)

Get visibility & control with
advanced classification (EDM, IDM,
OCR)

— Leverage Data Discovery & Device

Control on endpoints

Classify structured/unstructured
data & optical characters
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