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Agenda AvANIIS

Competence. Secu

= Welcome / Introduction

AVANTEC SC usage
= Smart Card Logon Windows Desktop, pwd, wiki, projects, LanCrypt
= FIDO Logon PRA
= FIDO & SC on mobile device
= Authentication IDPrime + NFC + FIDO

Background / Explanation — theory
= AuthN, Signing, Encryption

Challenges
= What is passwordless (asymmetric authN)
= FIDO versus Passkey
= Advantages SC versus FIDO2.1 EF (certificates versus just public private keys)

Enrolment SC versus FIDO Token
= Registering card /token for unblocking & recovery

What's happen next QCRC or PQC



Zero Trust starts with secure AuthN
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Main aspect - security Avani

Competence. Security. Trust.

= passwordless
= No symmetric keys or secrets that could be stolen
= asymmetric/ public key cryptography.
= Not transfer of symmetric credentials (include hashes) or storing creds or seeds

= hardware based
= anti-tampering protection
= cryptographic operation on secure device / independent of Client-OS
= Real 2FA

= Protection against
= Key logger
= |nfo stealer
= Phishing resistant
= Man-in-the-Middle attacks



What is passwordless Avani

Competence. Security. Trust.

‘ OTP (PIN+Token code = Passcode) ] Passwordless
certificate based

userlD&Password +
Tokencode

key based

J [ PushOTP J Passwordless

[ Face regocnition

Fingerprint J

password
(



https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Public-key_cryptography
https://en.wikipedia.org/wiki/Personal_computer
https://en.wikipedia.org/wiki/Smartphone
https://en.wikipedia.org/wiki/Security_token
https://en.wikipedia.org/wiki/Biometric_signature
https://en.wikipedia.org/wiki/Passwordless_authentication#cite_note-1

Create a
nonce
random
string
<<f)pes»
Lorem
ipsum
dolor sit
encrypt > amet,
priv key consete
hash
6b229a19
af9776fb6
410c9899
a0836782
hash fe031918 —n
be4b0a49 decrypt -
55d86c6a
363b162 pub key

Non-repudiation
- User is owner of the private key!
- Nonce was not manipulated!




AVANTEC use cases AvANIIS

Competence. Secu

= Smart Card Logon

= Desktop Logon - IDPrime + NFC + FIDO + RFID (legic)

= [Zscaler, M365, Outlook / Teams] based on SAML

= Logon to different resources
= |[nternal Websites via SAML (ADFS) — Wiki, Passwordsafe, ..
= Pathfinder -
= LanCrypt
= SC removable behaviour

= FIDO Logon
= PRA
= \Welsites

= Other AuthN — Mobile devices
= MS AuthN, MobilePASS+ (STA Portal)
= Asymmteric & passkey

= Challenges
= Enrolment, unblocking, recovery token, keys
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Logon PRA with FIDO-Token - ac avaniD

Competence. Security. Trust.

[ Privileged Remote - Dirk Gluch
Eile Help
Home
Jump ltems I, Vault Accounts If Oueues I L J Group Chatl
> D Create~ B Bport +
Add Filter ~ Q Search Jump ltems
Ll My Jump Groups Mame . Hostname / IP Jump Methed Comments Group Tag Status Last Accessed
~ Tf::p”gii:iup o) 3 Blue DC-02 10.240.0.112 {@l Remote RDP Personal Available
> Personal L3 BLUE-ADFSD1 BLUE-ADFS01.b w Remote RDP external-systemn Available 10/30,2025 01:04:52 pm
external-system
1) Gateways @ dc - avanatec.lab 10.240.0.11 Remote Jump Personal Unavailable 11/08/2024 10:43:35 am
| D DC-0m 10.240.0.101 W Remote RDP Personal Available
E.‘ DC-BLUE 10.240.0.111 w Remote RDP Personal Available
G EnergieThun 10.20.102.158 w Rernote RDP Personal Available 08/06/2025 03:22:46 pm
C3 Fortigate S5H 10.111.1.1 Shell Jump Gateways Fortigate Available 04/24/2023 12:13:33 pm
| Fortigate Web 10,1111 @ Web Jump Gateways Fortigate Available 08/19/2025 04:40:25 pm
0 Ics Toaantanan @ Web Jump Gateways ICS Available 07,/24,2024 09:33:01 am
C§ Issuing-AVALAR 10.240.0.103 w Remote RDP Personal Available
3 Issuing? - w2k2s 10.240.0.125 W Remote RDP Personal Available
G Luki 10.241.0.132 W Rernote RDP Personal Available
Michael ¥ Luki - win11-Demo winll-c. w Rernote RDP Personal Available 03/05/2025 01:42:53 pm
Cd Techie 10.21.0.20 w Rernote RDP Personal Available 01/05/2026 03:08:48 pm
% Win-C - PMC 10.241.0.132 Remote Jump Personal Available
L3 Win11-B-rdp 10.241.0.112 w Remote RDP Personal Available 06,/29/2023 03:5%:34 pm
L& Win11-B-ij 10.241.0.112 Remote Jump real ZFA Personal 2FA Available 03,/22,2023 01:40:58 pm

& with Approval 10.240.0.103 m Remote RDP Personal Unavailable
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Demo With Mobile deVipmmmm v

Competence. Security. Trust.

_ Kartenbezeichnung: Card #31EEQEAFDOFD2042
0 « Karle initialisiert Ja
= Logon to Teams with SC o Thales
; 1D Prime MD {IDPrime 3930 FIDC)
Serlennummer: S1EESEAFDOFDZ042

= U Sl n g |:| DO for Lesername:  NFC Interface
= We bS | te Der Softwareschliissel ist giltig {13uft nie ab)
= RSY

User
Veroleibende Versuche: 15 {von 158)

Sign
Verbleibende Versuche: 5 {von 5)

Objekte

Cantainer (User)

Dirk Gluch

AVANTEC-intermediate-CA

Giiltig von 2. Januar 2026 bis 21, Januar 2028
Verwendungen: Anmeldung, Clientauth

Offentlicher Schlissel
RSA 4096

I ® <



Advantages of separate hardware ...

Competence. Security. Trust.

Keys on a hardware device — anti-tampering protection
= Physical (Legic, MiFare, Desfire, ...)
= Logical (cba/PKIl)
= NOT just software protection

= Communication between computer and key holder device secured
= Authentication and encrypted
= Relevant signing operation on key holder device
= PIN / passphrase transferred locally

= Strong authentication if PIN is enforced = 2FA
= Phishing resistant

= Protected against key logger or Info stealer

= Protected against attacks on service provider

= No symmetric keys / secrets - passwordless



Thales Smart Cards - ID-1 format a.'™

Competence. Security. Trust.

= |IDPrime 930 (FIPS) versus 940 (CC) (contact based cba)
= |IDPrime 931 930+ RFID (MIFARE, DESFire, HID, ...)

= |IDPrime 941940 + RFID

= |IDPrime 3930 versus 3940 (contact based and NFC cba)
= |[DPrime 930C

= |DPrime Bio (FIDO)

= Combination
= [DPrime 39x0 + FIDO
= [DPrime 39x0 + FIDO + Legic v DesFire

= eToken Fusion
= Based on IDPrime (cba and FIDO)
= NFC
= BIO



Thales IDPrime (PKI - cba) VAN

Competence. Security. Trust.

X.509 Certificate based usage (not just authentication) — PKI cards
IDPrime 930/ 3930

IDPrime 930C (upcomming)
= FIPS140-3 (listed in the )
= RSA 4096
= ECDSA, ECDH up-to P-521
= Mit FIDO2.]

IDPrime 940 / 3940
= Common Criteria EALG+

Europe’s first PQC ready card (ID card)

= https//www.thalesgroup.com/en/news-centre/press-releases/thales-launches-
europes-first-certified-smartcard-ready-quantum-age


https://csrc.nist.gov/Projects/cryptographic-module-validation-program/modules-in-process/modules-in-process-list

Thales ID card with QCRC (PQC) '™

Competence. Security. Trust.

Quantum-resistant
smartcard




Thales IDCore & PIV avani

Competence. Security. Trust.

IDCore 230 /3230 under NIST Validation

United States Government

Afliliation
Contractor

Agency Dapanment

Department of

IDPrime PIV 4.0 FIDO under NIST - \ | = ooty

§ 2014FEB25

3 Expires
N 2028FEB24

R

IDPrime 930C

https://csrc.nist.gov/Projects/cryptographic-moc
orocess/modules-in-process-list

THALES SAMPLE CARD


https://cpl.thalesgroup.com/sites/default/files/content/product_briefs/field_document/2024-02/safenet-idcore-230-3230-pb.pdf
https://cpl.thalesgroup.com/sites/default/files/content/product_briefs/field_document/2024-02/safenet-idcore-230-3230-pb.pdf
https://cpl.thalesgroup.com/sites/default/files/content/product_briefs/field_document/2024-02/safenet-idcore-230-3230-pb.pdf
https://cpl.thalesgroup.com/sites/default/files/content/product_briefs/field_document/2024-02/safenet-idcore-230-3230-pb.pdf
https://cpl.thalesgroup.com/sites/default/files/content/product_briefs/field_document/2024-02/safenet-idcore-230-3230-pb.pdf
https://cpl.thalesgroup.com/sites/default/files/content/product_briefs/field_document/2024-02/safenet-idcore-230-3230-pb.pdf
https://cpl.thalesgroup.com/sites/default/files/content/product_briefs/field_document/2024-02/safenet-idcore-230-3230-pb.pdf
https://cpl.thalesgroup.com/sites/default/files/content/product_briefs/field_document/2024-02/safenet-idcore-230-3230-pb.pdf
https://cpl.thalesgroup.com/sites/default/files/content/product_briefs/field_document/2024-02/safenet-idcore-230-3230-pb.pdf
https://cpl.thalesgroup.com/sites/default/files/content/product_briefs/field_document/2024-02/safenet-idcore-230-3230-pb.pdf
https://cpl.thalesgroup.com/sites/default/files/content/product_briefs/field_document/2024-02/safenet-idcore-230-3230-pb.pdf
https://cpl.thalesgroup.com/sites/default/files/content/product_briefs/field_document/2024-02/safenet-idcore-230-3230-pb.pdf
https://cpl.thalesgroup.com/de/access-management/idprime-piv-card
https://cpl.thalesgroup.com/de/access-management/idprime-piv-card
https://cpl.thalesgroup.com/de/access-management/idprime-piv-card
https://cpl.thalesgroup.com/de/access-management/idprime-piv-card
https://cpl.thalesgroup.com/de/access-management/idprime-piv-card
https://cpl.thalesgroup.com/de/access-management/idprime-piv-card
https://cpl.thalesgroup.com/de/access-management/idprime-piv-card

Custom Cards by Thales DIS BPS ™

Competence. Secu

Design and production of smartcards w/wo contact in
LF-, HF- and UHF-frequency ranges certified ISO 9001:2015; o ".““W'W‘ Cl',ds_
Own Dual-Interface- DIS (soldering technology) and - ‘
hybrid cards, also embedding service
Dual-Interface-Coil-on-Module

Twin- cards with any combinations of chip available

like MF, Desfire, Hitag, IDPrime with FIDO...

In-house development of applets, emulation and testing
Technical consulting services incl. Legic-Partnership

Our features for you:

AVAN. = Layout in any colour, wide spread of materials
= Printing in Thermotransfer, Inkjet, special lack
= [aser engraving as standard option (both sides)
= Special features like self printing foils, magnetic
stripes, holographics

ammne
=

Ofido THALES

ALLIANCE

Contactuson: www.thales-dis-bps.de



http://www.thales-dis-bps.de/
http://www.thales-dis-bps.de/
http://www.thales-dis-bps.de/
http://www.thales-dis-bps.de/
http://www.thales-dis-bps.de/
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Smart Card enroliment avanil

Competence. Security. Trust.

(\}e rsasec Lifecycle Actions v Repository v Templates v Options v

Home = Lifec

1. Select a Credential Selected Credential

Card serial number: F42F 2A79 6240 0082 F42F 2AT9
Card template: User C SmartCard - AD User (Minidriver)

Card status: Assigned Cert enrolled, lssued, Initiated
User ID: xas AVANTEC

\ ANTEC, OL-
Certificate(s): WSECCWMSUserSmartcardLogon

2. Select Process

uccessfully set
5 AVANTE
PIN policy for Primary credential PIN successfully updated
CMSUserSmaricardl ogon certificate fully enrolled
ssfully initialized

CMS Authentication key. ully updated (1 key

. Execute Process



https://www.youtube.com/watch?v=KUmQusgPUcs
https://www.youtube.com/watch?v=KUmQusgPUcs
https://www.youtube.com/watch?v=KUmQusgPUcs
https://www.youtube.com/watch?v=KUmQusgPUcs
https://www.youtube.com/watch?v=aPvOQkWW15Y
https://www.youtube.com/watch?v=aPvOQkWW15Y
https://www.youtube.com/watch?v=aPvOQkWW15Y
https://www.youtube.com/watch?v=aPvOQkWW15Y
https://www.youtube.com/watch?v=aPvOQkWW15Y
https://www.youtube.com/watch?v=aPvOQkWW15Y

@ VSEC:CMS - Lifecycle
File Go Help

(versasec Lifecycle  Actions v Repository v

Home > Lifecycle

1. Select a Credential
Use the credential inserted in

‘ Gemalto USB SmartCard Reader 0
UserID:
| F42F 2A79 6240 00B2 F42F 2A79

2. Select Process

S el N / \
Active )= Inactive /:—-{ Locked )

/

N

3. Execute Process
Selected process(es):

Templates v

Options v

Selected Credential

Card serial number:
Card template:
Card status:

User D:

F42F 2A79 6240 00B2 F42F 2A79

- smtpddev
rob@rnwood.co.uk

Messages Sessions

Received Subject

Inspect

View

Selected Credential Template Description

[ Listening on port 25 | Stop Listening

Options




Thales IDPrime BIO (FIDO)

‘Mit FIDO?2, gerateinterner Biometrie und NFC

Nach FIDO 2.1 Level Tund Chip CC EALG+
zertifiziert

Benutzerverifizierung mit PIN und Biometrie
(Fingerabdruck)

«Kontakt- und kontaktlose Modi

Unterstutzt von Windows, Mac, Linux, Android
und i0S

‘Kompatibel mit allen Diensten, die WebAuthn
und U2F unterstutzen

II;)P\rime Fido

i\ /A
L 7




Thales eToken AVANIE

USB devices = Smart Cards + SC Reader § 1

eToken 5110+

= Cba based on IDPrime 930

= eToken Fusion |
= [DPrime + FIDO 2.1 Enterprise Features
= NFC
= BIO \‘ Y &
= PIV or FIPS 140-3 Sfido ¢
o ALLIANCE

USB-A, USB-C and NFC e -

Made in Europe (France) N )




Advantages FIDO VAN

Competence. Security. Trust.

= Asymmetric cryptography
= No symmetric secrets or data on cloud over the net

= Phishing resistant

= Protecting against man-in-the- middle attacks . .
Comply with market regulations

= Short PIN or passphrase locally

 FIDO2

= No need to change passsword regulary .
e Common Criteria

= No long complex passwords
 elDAS

. . < B o * French ANSSI
o certificates an neede e FIPS 140-2

* FIPS 140-3

* FIPS 201



Challenges FIDO devices Avani

Competence. Security. Trust.

= Enrolment - out of band, end user oriented
= Unblocking Token
= Recovery Card/Token

= Revoke certificate / Disable access

= Enforce PIN
= PIN policy

= FIDO on Phone - Passkey



Thales FIDO 2.1 Enterprise Features aai®

= FIDO 2.1
= PIN define PIN length

= enforce PIN change on first use
= Force PIN Input

= Enterprise feature Thales
= central Management of FIDO Credentials
= Provisioning of Credentials on [multiple] IdP's

= Restrict usage of Token on defined Services
= Unblock Token


https://www.tec-bite.ch/fido-im-unternehmen/
https://www.tec-bite.ch/fido-im-unternehmen/
https://www.tec-bite.ch/fido-im-unternehmen/
https://www.tec-bite.ch/fido-im-unternehmen/

- © Thales 2018 All rights reserved.

This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole or in

part or disclosed to a third party without the prior written consent of Thales
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FIDO 2.1 and Thales FIDO Enterprise features

FIDO PIN unblock

Enforce PIN change Enforce PIN

Authentication

Define Minimum PIN
length

)

REF XXXXXXXXXXXX rev xxx - date

Name of the company / template : 87211168-GRP-EN-004 THALES GROUP LIMITED DISTRIBUTION - SCOPE

Define ‘Managed
Mode’

THALES
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I Manage FIDO/PKI Token Life Cycle & Configuration

4 @000 ®
8 1. Sakct n credentsl
: e
(0] ~ ;
2 || Needs
O
» PKl-like admin controls on FIDO authenticators/security keys = N
:‘Lhm;f.:mc-il‘l-‘_d\ :’ngr_nﬂd/ ;

» Requires an IDP that supports FIDO authenticators

- © Thales 2018 All r

| Solution

_—J

» VSEC:CMS integrates with multiple IDPs and allows customers to e
use FIDO authentication

? okta ENT@RjusT @gluu =. (,' e

Micrasoft Fo‘geROCk

Home Michael { auher
credentials "
+ Seurd I = AJd aulhenbicabion o d & Paset pessword s
» Enable customers to use Thales’ proprietary FIDO token A oveiew UTFSO  F—
management features 8 Auitiogs Usable authentication filthods
D sign-in fogs
» On-Behalf and self-service enrollment flow O Authentication methocs e ien :
% b bl I Paczkey vaEOUMS Managed I

This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole orin

part or disclosed to a third party without the prior written consent of Thales

REF - dat
HALES GROUP LIMITED DISTRIBUTION - SCOPE THALES

3



¥ Management von CBA + FIDO Credential - Versasec vSEC:CMS

This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole or in

part or disclosed to a third party without the prior written consent of Thales - © Thales 2018 All rights reserved.

s

] Verwaltung von PKI/FIDO devices

» Personalisierung

» Verwaltung der Zertifikate

- Beantragung bei der CA
- Erneuerung bei Ablauf

- Ruckruf bei Verlust oder
Mitarbeiterwechsel

» Lentrale FIDO Ausstellung
- Einbindung IDP

] Optionen fir das Management
» On-Behalf durch Operator
» Self-Service durch Benutzer

DIS-CPL-IAM 2020 Portfolio Review

THALES GROUP LIMITED DISTRIBUTION - SCOPE

)

»

Card Printer
)

Photo

N 3

b“
 — e

= () (=] &

B

J

Director;".‘ File/DB Server  PIN (e)Mailer %

2 [ . Lo
0 N.”

vSEC:CMS

Event/Log

cP

IdP p
0|
=
——

UsSs

THALES



B FIDO provisioning with an IDP

Helpdesk Self-service

> @b S Gk Nl IS N SIS S EhE SS R S -~
A & & FIDO issued; \ 4 ~
LR, @R user setfs PIN/BID

Operator  User

W

- © Thales 2018 All rights reserved.

FIDO registered at
IdP for instant

@ access to web and
> , > User sefs apps
B ; FIDO issued a PIN/BIO [
Operator User
=
=
User @

2 @
° f FIDO issued; \ @

system sets PIN

C P
Operator )

v

.
& FIDO issued;
D = user sets —

User PIN/BIO

This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole or in

part or disclosed to a third party without the prior written consent of Thales
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Passkey

FIDO in Software

|deal for consumer
= Usability first

Private key protection
= Software based
= Backup to cloud
= Distributed 23. April 2025

Enrolment after successful authentication
= Not out of band
= On a device used for all other daily work

& von mephisto




Middleware / Management Tools ™

Competence. Security. Trust

SAC

I-SCM

FIDO Key Manager

ldP — Thales STA oder MS EntralD

CMS - Credentials Management Solutions

Vesasec VSEC.CMS

Cloud

On premise

HSM protected

Integrated AD, MS EntralD, CAs, email, UserSelfService, ...



SAC - SafeNet Authentication Client e

= SAC
= Custom config
= SAC Minidriver

= CSP versus KSP —enforce KSP


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30098

Competence. Security. Trust.

FIDO Key Manager VAN

n SateNet FIDO Key Manager

= Desktop THALES

= Mobile App P

FIDO Key FIDO Key FIDO Key Manager

Safel SafeN eToken FIDO NFC

Device status Unman
SafeNete peyice sta

Serial : 01!

o PIN

Device stat p|y

PIN PIN retries remaining

AAGUID
USDDDIEC  AAGUID  aaguID
SafeNet & DG ABCSESD8 2AD0-4856-895

Senal : 20:  Firmware

Firmware Serial

ADO Se

. I
Manage Credentials

Reset FIDO Key




Enterprise like Management AvANTS

Competence. Secu

= Managing Life Cycle of Authenticator
= To unblock Token / Cards
= Disable Token / Cards to block access to corporate resources

= Enrol SC & Enrol FIDO Token
= MS EntralD or others
= PIN Policy
PIN enforce
Unblocking Token
Restrict using to webservices (prevent private usage)


https://www.tec-bite.ch/fido-im-unternehmen/
https://www.tec-bite.ch/fido-im-unternehmen/
https://www.tec-bite.ch/fido-im-unternehmen/
https://www.tec-bite.ch/fido-im-unternehmen/
https://www.tec-bite.ch/fido-im-unternehmen/
https://www.tec-bite.ch/fido-im-unternehmen/
https://www.tec-bite.ch/fido-im-unternehmen/
https://www.tec-bite.ch/fido-im-unternehmen/
https://www.tec-bite.ch/wie-erstellt-man-smart-cards-fuer-das-zertifikatsbasierte-logon-smart-card-management-am-beispiel-von-versasec-vsec-cms/
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SafeNet Trusted Access

= Thales IdP

= (Authentication Service and Application Access Control System)
= Managing Authentication

= several OTP mechanism. Using FIDO, cba, kerberos
= Conditional Policy based Access to Applications

= But don't enroll SC, FIDOs, issuing certificates

= MS EntralD
= Using FIDO or SC

= But do NOT enrol Token, Cards or issuing certificates
= Just end user based FIDO registration

AVAN|E 5

Competence. Secu



SafeNet Trusted Access (STA) Workforce or SAS PCE Enterprise
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Enroliment
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= SCon premise AD & CA (ADCS)
= Registering Card for a user
= Mastering card (registrgation & admin key) for unblocking cara
= Setting PIN policy
= |nitiate card (system generated user PIN)
= User notification
= Multiple Certificates
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Wie erstellt man Smart
Cards fur das
zertifikatsbasierte

= Enrol SC MS EntralD and CA Logon? Smart Card

Management am Beispiel
= Enrol FIDO Token MS EntralD von Versasec vSEC: CMS

= PIN Policy
= PIN enforce
= Unblocking Token

& von mephisto




Smart Card AVANIZS

Competence. Security. Trust.

= Card will be registered for a user
= Set master key (admin key) for unblocking card
= |ssue certificate(s) for a user

= Manage Lifecycle
= Revoke, unblock, recover, revoke

= QOut of band
= Transfer initial PIN

cba - certificate must
be trusted

= |dentify the person



FIDO Token AvAE

= Enrollment to IdP or multiple FIDO

= Register Token
= Set Master key (admin key)

= Generate keys FIDO pUblic mUSt

= Save public on IdP or resource

+ Set user PIN be provision to
= Restricting - Display Name
Resource / |dPs?



Demo Enrolment Bio Token avan

Competence. Security. Trust.
@ vSEC:CMS - Lifecycle

- O >
File Go Help

= Enrollment BIOT ¢versasec

Home = Lifecycle

] USl ng TO ken | n M 1. Select a Credential Crodential
= Revo ke To I’(e N Use the credential inserted in

746 3132
| & safeNet eToken BIO 0 P : '

UserlD:
| 5746 3132 3031 354A5746 3

2. Select Process

eD—
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\--'-——!—_

3. Execute Process o
Selected process(es):




Comparing cba and FIDO2

Certificate based auth with SC

Private key not exportable
Central policy based enrolment

cba

= Trust

= Validity

= Revocation

= Subject/san

= Key usage/EKU

= RSA or ECC - key length

PIN Policy

Unblock card / PIN reset
Recovery

SC removal behaviour

AVANI!!-_

Competence. Security. Trust

FIDO / passkey

Key attestation

Passkey — private key will be save to cloud
and distributed across user devices

Just private key authN — like ssh priv key
auth

Key renewing

End user base enrolment of Token

= Unblock Token /PIN Reset only Thales
EF

Recovery if lost / damaged = re-enrolment



Future - QCRC or PQC AvANITS

Compet.

= What happen next?
= Authentication
= Signing / docs, code, emails, ...

= QCRC - Quantum Computer resistant cryptography or PQC
= Swiss Government
= NIST
= BS|

= Changing CSP to KSP


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-30098
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Current state September 2025 AVAN&

Competence. Security. Trust.

NIST name

FIPS #

Function Based on

SLH-DSA

Stateless hash-based Digital Signature
Algorithm

FN-DSA

Lattice-based

HQC

code-based Key encapsulation / key exchange

FIPS205

FIPS206

Draft 8/2025

Expected in 2026/27

Alternate to FIPS204

Alternate Signature FIPS204 Fa I.CO N

NTRU (n-th degree-truncated polynomial ring units)

Alternate to FIPS203

Hamming Quasi-Cyclic



https://www.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards
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