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Ubersicht :

SASE Network:
- <80 PoPs verteilt Uber 48 Regionen

- PoPs Uber redundante Tier-1-Links angebunden

- Full-Mesh

- Kommunikation erfolgt Uber private IP-Adressen

- SASE Gateways haben statische offentliche IP-Adressen

Remote Access.
- periodischer Device Posture Check

- identitatsbasierter Zugriff auf On-Prem, Cloud und Internet
- OS: Windows, Mac, Linux, Chromebook, iOS, Android
- Check Point Security Blades werden verwendet

Standorte Standorte:
- Server 2 Server Kommunikation unterstutzt

- Server 2 Client Kommunikation unterstutzt
- performantes, globales private backbone
- granulares Traffic Steering mit dyn. Routing moglich

Partner

Internet:
- Verschiedene Szenarien moglich (siehe Use Cases)

Cloud:
- Anbindung Uber redundante, gesicherte Tunnel

Partner:
- Standortunabhangige Anbindung von Partnern
- Agentless Zugriffe fUr gangige Protokolle (http/s, rdp,ssh,vnc) moglich
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Point of Presence

Helsinki, Finland
Amsterdam, Netherlands

Stockholm, Sweden
Toronto, Canada Manchester, UK
.
Chicago, IL London Frankfurt, Germany
Denver, CO

Seattle, WA
Boston, MA Warsaw, Poland

Mumbai, India
Mad Spal ) Seoul, South Korea
Tel Aviv, Israel New Delhi, India
llas, TX

Los Angeles, CA Chennai, India

Dubai, UAE
Bangalore, India
Hanolulu, HI Mexico City, Mexico

Jakarta, Indonesia

Santiago, Chile Johannesburg, South Africa

Australia

Melbourne, Australia
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Supported On-Prem Devices/ Cloud

On-Prem Cloud
Firewall Router Single Tunnel Redundant Tunnel Other
Barracuda Firewall CGisco Meraki Router AWS Virtual Gateway AWS Redundant Tunnels - Virtual Private Gateway  Alibaba Cloud
Check Point Firewall D-Link DSR Series Router AWS Transit Gateway AWS Redundant Tunnels - Transit Gateway Heroku Enterprise
Cisco Firepower DrayTek Vigor2862 Router Google Cloud Platform Google Cloud Platform (GCP) Redundant Tunnels IBMoud
CGisco ASAFirewall DrayTek Vigor3900 Router Azure Virtual Network Gateway Azure Virtual Network Gateway Redundant Tunnels
FortiGate Next Generation Firewall =~ EdgeMaxRouter Azure Virtual WAN Redundant Tunnels
Juniper Networks ScreenOS Firewall Linksys Router
Juniper SRXFirewall Netgear BR5S00 Router
Palo Alto Firewall
pfSense Firewall
SonicWall Firewall
Sophos XGFirewall
UniFi USGFirewall
WatchGuard Firewall
Zyxel USG Firewall
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Zurich Frankfurt

10.21.0.0/21

Firewall VPN Gateway
AVAlab OnPrem Azure West Europe

10.20.139.0/24 192.168.95.0/24
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= Connectivity / BGP
= onPrem
J€lalle
J SASE

- SASIE
= User Profile
= Posture Check
= Firewall
= [Nnternet Access
= Applications

= Testing

= Out of Scope: IDP/ onPrem Policy / ...
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Was da noch kommt...

Internet
Access &
CASB

Private
Access &
Cloud
Network

SASE Platform
& Agent

Hybrid Mesh
Integration

Q1

Updateable objects in IA policy
Threat Prevention Profiles

SaaS Security management
embedded in SASE management

Pre-login tunnel for Windows
New PoPs: Hong Kong, Perth
Per-rule logging setting in Firewall

Canada Data Residency
Admin RBAC - multiple roles

Identity sharing to On-Prem Firewall
Unified IA policy with On-Prem
Firewall

Q2

IOC management
integration
IA dashboard

New PoP: Shanghai
China premium
connectivity

Insights Dashboard
Windows Agent on ARM -
PA

Agent localization -
additional languages

Simple tunnel to On-
Prem Firewall

Q3

Align application control
with Quantum (APPI),
HTTP/s Apps

GenAl Protect integration
Shadow IT and SaaS
usage dashboards

New PoPs: Milan,
Brasilia, Shenzhen,
Manila

Admin RBAC - custom
roles

Windows Agent on ARM -
A

MTU automatic
adjustment

AVANIO_
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Q4

DNS Security

BGP monitoring & config
Bandwidth license
enforcement

SSO with OS user

Enrich device posture
validation
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Nachste Session 15:00 ° \

Was ist PAM mit Zero Standing Privileges (ZSP)? Frei, 4.0G , *

Produkt: lbl BeyondTrust
Referenten: Michael Scherzinger, Jessica Warland

~-

Kontrolle und Schutz im Zeitalter von Kl - Der Odermatt, 4. OG

Zscaler-Ansatz fur GenAl Security

Produkt: @%pzscaler
Referent: Jonas Kugler

mann Steingr

How to secure Al - Ein strategischer Uberblick Cancellara, 4. OG

Produkte: Diverse
Referent: Georg Hegyi
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