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Your use cases

=TLS
= Short lifetime of certificates
= Switch CA
= VVendor A to Vendor B
= Switch algorithm

= Certificate enrollment & Management for internal
= Internal PKI replacement

DigiCert One A

= DigiCert ONE Clients app currently supports:
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DigiCert Trust Lifecycle Manager .../®

= Visibility

= Governmance
= Control

= Automation

DigiCert TLM Discovery

= Discovery
= Sensors
= Tenable
= Qualys
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DigiCert Trust Lifecycle Manager ..*™

= Which certificates

= Public trusted
e = Connectors

" eMail = Sensors
= Signing ()
= Private trusted internal systems " Agents

e = Agents + custom scripts
= Clients

= Users = RestAPI
= Enrolment protocols
= Automation " SCEP, EST, ACM E,

= QCRC (PQQ) CMP

= Certificates Authorities

DigiCert TLM supported CAs avari

= Supported CAs

Appliances Connectors Public trusted CertCentral
Webserver Agents (Lnx, win, MACOS) Private trusted Digicert cloud

Switches Protocols (ACME, EST, SCEP, Digicert On-prem
CMPv2)

Clients RestAPI Other TrustCenter
- Entrust, GlobalSign, Let’s
Encrypt, Sectigo

Server Agent custom scripts MS CA Server
Applications AWS
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DigiCert TLM Automation

= Enrollment and post-operations

DigiCert TLM Integrations

= DNS Management
= ServiceNow

AVANTEC
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DigiCert DNS Management avani

= UltraDNS
= 154 other DNS Solutions

= CAA
= Domain validation

» ACME
= DNS-01 challenge

= DNS-SEC

Demo / Idea‘s v

= Certificate enrollment via ACME

= Just create a certificate via WebUI with approval
= Start evaluating PQC today

= Automation with TLM-Agent

= Application Admin without approval
rights to generate a certificate

» Replacement for Internal PKI

AVANTEC
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Starting with ACME

= What is ACME?

A CME - n‘dﬁﬂﬂ
A Company that Makes Everything

https://de.wikipedia.org/wiki/ACME
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Starting with ACME avani

* Enrollment communication via https

» Register ACME Client on ACME Provider
» Generating authorized key pair

= Generating CSR

= Approval via http, dns, ...

= |ssue certificate

Automatic Certificate Management Environment v

= DNS TXT record for _acme-challenge.yourdomain.com

= The ACME client must have APl access to the domain's DNS provider to create and remove TXT records automatically. Without API
access, you must create the DNS TXT record manually each time.

= DNS propagation time must be accounted for before DigiCert checks for the record

= Port 80 must be open and publicly accessible on the web server. The ACME client adds lines to the virtual host configuration for
port 80. If your firewall restricts access to port 80, including blocks based on geographic location, you must unblock it before
proceeding.

= The ACME client must have permission to place files in the /well-known/acme-challenge/ directory on the web server.

= The DNS-01 challenge validates the base domain and the wildcard simultaneously. Validating _acme-
challenge.example.com covers both example.com and *example.com.
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A‘iﬁﬂﬂ
Support Appliance with ACME at TLM

= Define a certificate profile at TLM
= Register ACME provider on appliance
= Request a certificate

= Set auto renewing PKI

Appliance with ACME support avani

= Define a certificate profile
» Register ACME provider on appliance
= Request a certificate

= Set auto renewing PKI
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Appliance with ACME support avari
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Appliance with ACME support avari
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Appliance with ACME support avani

¥
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Appliance with ACME support avani

EITIL cartificate Viewer: pratest avaniecch

.I!l."l'ﬁ.hll-'.l

Create a certificate for QCRC - PQC
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Request a certificate - Webpage .../®

= Generate request
Windows 11 insider 20610

Request a certificate - Webpage ../®

= Generate request _

Windows 11 insider 20610

AVANTEC

Competence. Security. Trust.




Zukunftssicheres Certificate Management
7.& 9.)uli 2026

Request a certificate - Webpage .../®

= Generate request _

Windows 11 insider 20610

» Generate request
Windows 11 insider 20610
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digicert ONE

Ensallrmant reguesi

Enrollment request

@ Ennlimen sUCoEs

digicert ONE

Request a certificat

Ensalbment réguest

Enrolimen jehasiae

8 Enrodimen

Certihcate anoliment confirmation
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digicert ONE

Ensallrmant regues]

digicert ONE

Request a certificat

Ensalbment reguest
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Request a certificat

Seal 10 ghuch@avamec.ch

Enrollment request

AVANTEC
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Approve enrollment

Request a certificat

Seal 1D ghochiEavanie e
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e digicert ONE

Zertifikat erhalten

. digicert ONE

Zertifikat herunterladen
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e digicert ONE

. digicert ONE
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TLM Agent with post-script avani

= Certificate enrollment

= Post tasks
» Change private key permission
= Set SSL certificate (binding)
= Restart service

n'l'ﬁ.HI!-\.I-
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Q-Day comes earlier

Google and Cloudare shift their POC
tirmelines - what does it mean?

AVANTEC

Competence. Security. Trust.



Zukunftssicheres Certificate Management
7.& 9.)uli 2026

Q-Day comes earlier wvan i

Thee: qruanturm-safe timeline kas changed

Googhe and Cloudilare shift their PQC
wirmiel P - wihat dons it san?

Q-Day comes earlier o

The grianturm-safe timsline has changed
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Q-Day comes earlier wvar i

The quantism-safe timeline has changed

|| e o corp sl o, cobiostorn il § Tece-finding misnos. i Raeos TS
E oy Frsivugs
. Chemniarm Thaml Aoomienaon
T cmae. o Siebrm eoraoting oSy i vt e i inir ), et Sl d il g Frino oo
dicied i sty @ TSR Baymwradre onoryplion meedec Be PSR, e [T e parsoulery el
rosblvd kil Gilouratd aficail (g MEST iwaietcs, O ndd bl i | e ool w11 el
Rt i Db O ey [P T “HHisrmiri Pacme . Cuintyl] Livke™ il gy [eddink & e
Ui 1k
o E. Amsgaisd oy Larsdncars
S I D] e iy Ll d B Dl bl ] T AT i G el FEREN i e Pl sl o
il b i b Pyt ragid: oneira el sl Db o i) Selwetsiiied: Fapdalo'ad i’
Fon e,

0 Lo M b hidie
'O sptsiom el Selrerasdn Frerosl mrcior mat e wwifPy 0 edepsed & repdsdon
o  rurias piehod Seerscial baib Colwberaleon s oy swrschysers (SRR, DA, FC-CRO1
] R Tl e LR radarad

Delegated App-Admin avani

= Verantwortlicher App Admin soll nach erfolgreicher Anmeldung
selbst ein Zertifikat erstellen konnen

= Kein Approval

= Set auto renewing PKI
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Enroll certificate as approved requestor ... ®

= | ogon via your IdP
* Place your CSR
» Generate certificate

= [nstall it

Enroll certificate as approved requestor ... ™

= L ogon via yc

= Place your C
= Generate ce

= [nstall it
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Enroll certificate as approved requestor ,,..™

= . ogon via yc

» Place your C
= Generate ce

= [nstall it

Enroll certificate as approved requestor ... ™

= L ogon via yc

= Place your C
= Generate ce

= [nstall it
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Enroll certificate as approved requestor ,,..™

= . ogon via yc

» Place your C
= Generate ce

= [nstall it

Enroll certificate as approved requestor ... ™

= L ogon via yc

» Place your C
= Generate ce

= [nstall it
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Enroll certificate as approved requestor ... ®

= . ogon via yc

* Place your C
= Generate ce

= [nstall it

Enroll certificate as approved requestor ... ™

» Logon via yc

= Place your C

= Generate ce

= [nstall it
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Enroll certificate as approved requestor ... ®

= . ogon via yc

* Place your C
= Generate ce

= [nstall it

Enroll certificate as approved requestor ... ™

= | Ogon Via ycje

= Place your C

= Generate ce

= [nstall it
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Enroll certificate as approved requestor ... ®

= [ ogon via ycCjes

* Place your C
= Generate ce

= [nstall it

Enroll certificate as approved requestor ... ™

» Logon via yc

= Place your C

= Generate ce

= [nstall it
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Enroll certificates in a AD environment .. ™

» Using internal enrollment service

» External — private trusted CA via TLM

» Based in certificate templates in AD

= With Microsoft auto-enrollment mechanism

* Managed in TLM

Your use cases with DigiCertOne (TLM)  aa®

Corporate Nebaork
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FaZit: AVAMIE-=

= Cert enrollment via ACME — easy, Zielsystem muss es unterstutzen
= Start evaluating QCRC (PQC), DigiCert ready

= Cert enrollment sehr stark anpassbar, Portal, Authentication,
protocols, Connectors, Agents, plug-Ins, Algorithmen

» Automation with TLM-Agent and post-scripts

» Replacement for Internal PKI with AD integration and flexible
extensions
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