
Zukunftssicheres Certificate Management
7. & 9. Juli 2026

Weil Sicherheit alles ändert.
Dirk Gluch - Principal Security Engineer . gluch@avantec.ch

10
. Ju

li 20
26

Pascal Wernli - Senior Solutions Engineer, DigiCert

Agenda

 Introduction

Need / Use cases
Certificates
Automation
QCRC



Zukunftssicheres Certificate Management
7. & 9. Juli 2026

Your use cases

 TLS
 Short lifetime of certificates
 Switch CA
Vendor A to Vendor B
 Switch algorithm

Certificate enrollment & Management for internal
 Internal PKI replacement

DigiCert One

 DigiCert ONE   Clients app currently supports:

 Trust Lifecycle Manager
 Software Trust Manager
 DigiCert  ®   KeyLocker
 Content Trust Manager
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DigiCert Trust Lifecycle Manager

Visibility
Governmance
Control
Automation

DigiCert TLM Discovery

 Discovery
 Sensors
 Tenable
 Qualys

 https://docs.digicert.com/en/trust-lifecycle-manager/build-your-inventory-and-
ecosystem/discovery-tools.html
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DigiCert Trust Lifecycle Manager

 Which certificates
 Public trusted

 TLS
 eMail
 Signing ()

 Private trusted internal systems
 Servers
 Clients
 Users

 Certificates Authorities

 Automation

 QCRC (PQC)

Connectors
 Sensors
Agents
Agents + custom scripts
RestAPI
Enrolment protocols
 SCEP, EST, ACME, 

CMP

DigiCert TLM supported CAs

 Supported CAs

CAsenrollmentClients endpoints

Public trusted CertCentralConnectorsAppliances

Private trusted Digicert cloud Agents (Lnx, win, MACOS)Webserver

Digicert On-premProtocols (ACME, EST, SCEP, 
CMPv2)

Switches

Other TrustCenter
- Entrust, GlobalSign, Let’s 
Encrypt, Sectigo

RestAPIClients

MS CA ServerAgent custom scriptsServer

AWSApplications
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DigiCert TLM Automation

 Enrollment and post-operations

DigiCert TLM Integrations

 DNS Management

 ServiceNow
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DigiCert DNS Management

 UltraDNS
 154 other DNS Solutions

 CAA
 Domain validation

 ACME
 DNS-01 challenge

 DNS-SEC
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 Certificate enrollment via ACME

 Just create a certificate via WebUI with approval
 Start evaluating PQC today

 Automation with TLM-Agent

 Application Admin without approval
rights to generate a certificate

 Replacement for Internal PKI 

Demo / Idea‘s

A Company that Manufactures/Makes Everything
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Starting with ACME

A Company that Manufactures/Makes Everything

 What is ACME?
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ACME –
A Company that Makes Everything

https://de.wikipedia.org/wiki/ACME
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Starting with ACME

A Company that Manufactures/Makes Everything

 Enrollment communication via https

 Register ACME Client on ACME Provider

 Generating authorized key pair

 Generating CSR

 Approval via http, dns, …

 Issue certificate
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 DNS-01 challenge
 DNS TXT record for _acme-challenge.yourdomain.com
 The ACME client must have API access to the domain's DNS provider to create and remove TXT records automatically. Without API

access, you must create the DNS TXT record manually each time.
 DNS propagation time must be accounted for before DigiCert checks for the record

 HTTP-01 challange
 Port 80 must be open and publicly accessible on the web server. The ACME client adds lines to the virtual host configuration for

port 80. If your firewall restricts access to port 80, including blocks based on geographic location, you must unblock it before
proceeding.

 The ACME client must have permission to place files in the /.well-known/acme-challenge/ directory on the web server.

 DNS-01 challenge – wildcard
 The DNS-01 challenge validates the base domain and the wildcard simultaneously. Validating _acme-

challenge.example.com covers both example.com and *.example.com.

Automatic Certificate Management Environment
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 Define a certificate profile at TLM

 Register ACME provider on appliance

 Request a certificate

 Set auto renewing PKI 

Support Appliance with ACME at TLM
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Appliance with ACME support
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 Define a certificate profile

 Register ACME provider on appliance

 Request a certificate

 Set auto renewingrnal PKI 

Appliance with ACME support
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Create a certificate for QCRC - PQC
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Request a certificate - Webpage

 Generate request
Windows 11 insider 20610
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 Generate request
Windows 11 insider 20610
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 Certificate enrollment

 Post tasks
 Change private key permission
 Set SSL certificate (binding)
 Restart service

TLM Agent with post-script
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Video
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Q-Day comes earlier
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 Verantwortlicher App Admin soll nach erfolgreicher Anmeldung 
selbst ein Zertifikat erstellen können

 Kein Approval

 Self-Service Portal

 Set auto renewing PKI 

Delegated App-Admin
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Enroll certificate as approved requestor

 Logon via your IdP

 Place your CSR

 Generate certificate

 Install it
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 Using internal enrollment service

 External – private trusted CA via TLM

 Based in certificate templates in AD 

 With Microsoft auto-enrollment mechanism

 Managed in TLM

Enroll certificates in a AD environment
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Your use cases with DigiCertOne (TLM)

+150 more
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 Cert enrollment via ACME – easy, Zielsystem muss es unterstützen

 Start evaluating QCRC (PQC), DigiCert ready

 Cert enrollment sehr stark anpassbar, Portal, Authentication, 
protocols, Connectors, Agents, plug-Ins, Algorithmen

 Automation with TLM-Agent and post-scripts

 Replacement for Internal PKI with AD integration and flexible 
extensions

Fazit:

A Company that Manufactures/Makes Everything
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Fragen


